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The core of information age is the information technology, while the core of the information
technology consists in the information process and storage. Along with the rapid development of
the information and the popularization of the personal computer, people find information more
and more useful and need it ever more than the past. Owning to the massive data, there is a huge
challenge to the data storage technology. So how to save so many documents and how to visit
document as fast as possible become the key point. We know we need storage devices to save data,
while there are so many kinds of storage devices and modes to save data. What’s more, when
saving the data and information, it is more important to ensure the storage security as well as the
accuracy, usability, reliability of data. Often, what is invaluable is that invisible data.
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I .Elementary knowledge of data recovery

1.Connotation of data

Connotation of data is comprehensive, it includes not only multi-media files such as data
documents, images, voices that stored in file system or data base, but also hardware information,
4
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network addresses and network services, which are used to deposit and manage those information.

2.The essence of data recovery

Data recovery means retrieving lost, deleted, unusable or inaccessible data that lost for various
reasons.

Data recovery not only restores lost files but also recovers corrupted data.

On the basis of different lost reason, we can adopt different data recovery methods. There are
software and hardware reasons that cause data loss, while we can recover data by software and
hardware ways.

Being different from prevention and backup, data recovery is the remedial measure. The best way
to insure the security of your data is prevention and backup regularly. To operate and use your data
according to the normative steps, you can reduce the danger of data loss to the lowest.

3.The scope of data recovery

There are so many forms and phenomenon on data problem, we can divide the objects or scope of
data recovery according to different symptoms.

System problem

The main symptom is that you cannot enter the system or the system is abnormal or computer
closes down. There are complex reasons for this, thus we need adopt different processing methods.
Reasons for this symptom may be the key file of system is lost or corrupted, there is some bad
track on hard disk, the hard disk is damaged, MBR or DBR is lost, or the CMOS setting is
incorrect and so on.

Bad track of hard disk

There are logic and physical bad track. Logic bad track is mainly caused by incorrect operation,
and it can be restored by software. While physical bad track is caused by physical damage, which
is real damage, we can restore it by changing the partition or sector. When there is physical bad
track, you’d better backup your data for fear that the data can not be used any more because of the
bad track.

Partition problem
If partition can not be identified and accessed, or partition is identified as unformatted, partition
recovery tools such as Partition Table Doctor can be used to recover data.

Files loss
If files are lost because of deletion, format or Ghost clone error, files restoring tools such as Data

Recovery Wizard can be used to recover data.

Password loss
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If files, system password, database or account is lost, some special decryption tools that
correspond to certain data form such as Word, Winzip can be used.

Files repair

For some reasons, some files can not be accessed or used, or the contents are full of troubled
characters, the contents are changed so as they can not be read. In this condition, some special
files restoring tools can be tried to restore the files.

4.The principle of data recovery

Data recovery is a process of finding and recovering data, in which there may be some risk, for no
all situations can be anticipated or prearranged. It means maybe there will be some unexpected
things happen. So you need reduce the danger in data recovery to the lowest:

Backup all the data in your hard disk

Prevent the equipment from being damaged again

Don’t write anything to the device on which you want to recover data

Try to get detailed information on how the data lost and the losing process
Backup the data recovered in time.

Il .Data loss

Actually, there are various reasons that cause data loss; software, hardware, factitious, natural,
intended, unintended, all may cause data loss or damage on storage devices.

Generally, There are two main reasons for data problem: software and hardware whose
corresponding reasons are software reason and hardware reason.
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1.Software reason

Virus, format, mis-partition, mis-clone, mis-operation, network deletion, power-cut during
operation all may be the software reasons. The symptoms are usually mis-operation, read error,
can not find or open file, report no partition, not formatted, password lost and troubled characters.

A: Computer Viruses: some malicious virus programs will destroy data, overwrite, or erase the
data contents.

B: Mis-format: fast or completely format partition, thus changing the file system form (NTFS,
FAT32) of partition.

C: Mis-Clone: when backing up the hard disk, mis-clone or overlay the original data on hard disk.
For these, we can use software tools to recover it. So called soft recovery means data can be
recovered by software, not referring to hardware fixing operation for its fault is not because of
hardware failure.

The following are prompts that system can not start up normally:

Invalid Partition Table: Invalid partition table information.

Missing Operating System: “55AA” mark in DOS boot sector lost or DBR corrupted.
Disk Boot Failure: System file read failure.

Bad or missing command interpreter: Can not find command.com file or ‘COMMAND.COM’ file
corrupted.

Invalid system disk: DOS boot record corrupted.

Type the name of the command, Interpreter: DOS partition mark in partition table error or
‘COMMAND.COM’ file lost, corrupted.

Error Loading Operating System: Main boot startup program read boot sector unsuccessfully.
Not found any active partition in HDD: Active partition mark in partition table changed as inactive
partition mark.

2.Hardware reason
Sometimes data loss is because of hardware, such as bad sector in hard disk, power cut, head
damage, circuit panel problem, etc.

When your hardware has some problems, you probably will find: the speed of hardware become
slow, you cannot operate successfully; you cannot read data, etc, which are most often physical
bad track failures.
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Correspondingly, data recovery in hardware fix is considered as hard recovery, such as memory
medium damage, track damage, hard disk scrape, head damage, electric machinery damage, chip
burnout and so on..

The most distinct feature or difference between soft recovery and hard recovery is whether the
memory medium itself can be normally accessed by fixing or replacing parts.

III.Data Protecting Technologies

Data security and fault freedom of storage are paid more and more attention. People are attaching
more and more importance to developing new technologies to protect data.

1.SMART Technology

SMART, also called Self-Monitoring Analysis and Report Technology, mainly protects HD from
8
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losing data when there is some problems on the HD. SMART drive can reduce the risk of data
loss, it alarms to predict and remind thus enhancing the data security.

2.5PS

Shake Protecting System, can prevent the head from shaking thus enhancing the anti-knock
characteristics of HD, avoiding damages caused by shake.

3.DFT

DFT, a kind of IBM data protecting technology, can check hard disk via using DFT program to
access the DFT micro codes in hard disk. By DFT, users can conveniently check the HD
operation.

4.Floppy disk array technology

Originally ‘Redundant Arrays of Inexpensive Disks’. A project at the computer science department
of the University of California at Berkeley, under the direction of Professor Katz, in conjunction
with Professor John Ousterhout and Professor David Patterson.

The project is reaching its culmination with the implementation of a prototype disk array file
server with a capacity of 40 GBytes and a sustained bandwidth of 80 MBytes/second. The server
is being interfaced to a 1 Gb/s local area network. A new initiative, which is part of the Sequoia
2000 Project, seeks to construct a geographically distributed storage system spanning disk arrays
and automated libraries of optical disks and tapes. The project will extend the interleaved storage
techniques so successfully applied to disks to tertiary storage devices. A key element of the
research will be to develop techniques for managing latency in the 1/O and network paths.

The original (‘Inexpensive’) term referred to the 3.5 and 5.25 inch disks used for the first RAID
system but no longer applies.

The following standard RAID specifications exist:

RAID 0 Non-redundant striped array

RAID 1 Mirrored arrays

RAID 2 Parallel array with ECC

RAID 3 Parallel array with parity

RAID 4 Striped array with parity

RAID 5 Striped array with rotating parity

The basic idea of RAID (Redundant Array of Independent Disks) is to combine multiple
inexpensive disk drives into an array of disk drives to obtain performance, capacity and reliability
that exceeds that of a single large drive. The array of drives appears to the host computer as a
single logical drive. The Mean Time Between Failure (MTBF) of the array is equal to the MTBF
of an individual drive, divided by the number of drives in the array. Because of this, the MTBF of

9
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a non-redundant array (RAID 0) is too low for mission-critical systems. However, disk arrays can
be made fault-tolerant by redundantly storing information in various ways.

5.SAN

SAN, called Storage Area Network or Network behind servers, is specialized, high speed network
attaching servers and storage devices. A SAN allows "any to any" connection across the network,
using interconnect elements such as routers, gateways, hubs and swithes. It eliminates the
traditional dedicated connection between a server and storage, and concept that the server
effectively "owns and manages" the storage devices. It also eliminates any restriction to amount of
data that a server can access, currently limited by the number of storage devices, which can be
attached to the individual server. Instead, a SAN introduces the flexibility of networking to enable
one server or many heterogeneous servers to share a common storage "utility", which may
comprise many storage devices, including disk, tape, and optical storage. And, the storage utility
may be located far from the servers which use it.

6.NAS

NAS is Network Attached Storage. It can store the quick-increased information

.Backup means to prepare a spare copy of a file, file system, or other resource for use in the event
of failure or loss of the original. This essential precaution is neglected by most new computer
users until the first time they experience a disk crash or accidentally delete the only copy of the
file they have been working on for the last six months. Ideally the backup copies should be kept at
a different site or in a fire safe since, though your hardware may be insured against fire, the data
on it is almost certainly neither insured nor easily replaced.

7.Backup

Backup in time may reduce the danger and disaster to the lowest, thus data security can be most
ensured. In different situations, there are different ways. Both backing up important data of system
with hardware and backing up key information with cloning mirror data to different storage device
can work well.

IV.Elementary knowledge of hard disk
1.History of hard disk development

The hard disk drive has short and fascinating history. In 24 years it evolved from a monstrosity
with fifty two-foot diameter disks holding five MBytes (5,000,000 bytes) of data to today's drives
measuring 3 /12 inches wide and an inch high (and smaller) holding 400 GBytes (400,000,000,000
bytes/characters). Here, then, is the short history of this marvelous device.

10
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Before the disk drive there were drums... In 1950 Engineering Research Associates of
Minneapolis built the first commercial magnetic drum storage unit for the U.S. Navy, the ERA
110. It could store one million bits of data and retrieve a word in 5 thousandths of a second..

In 1956 IBM invented the first computer disk storage system, the 305 RAMAC (Random Access
Method of Accounting and Control). This system could store five MBytes. It had fifty, 24-inch
diameter disks!

By 1961 IBM had invented the first disk drive with air bearing heads and in 1963 they introduced
the removable disk pack drive.

In 1970 the eight inch floppy disk drive was introduced by IBM. My first floppy drives were
made by Shugart who was one of the "dirty dozen" who left IBM to start their own companies. In
1981 two Shugart 8 inch floppy drives with enclosure and power supply cost me about
$350.00. They were for my second computer. My first computer had no drives at all.

In 1973 IBM shipped the model 3340 Winchester sealed hard disk drive, the predecessor of all
current hard disk drives. The 3340 had two spindles each with a capacity of 30 MBytes, and the
term "30/30 Winchester" was thus coined.

In 1980, Seagate Technology introduced the first hard disk drive for microcomputers, the
ST506. It was a full height (twice as high as most current 5 1/4" drives) 5 1/4" drive, with a
stepper motor, and held 5 Mbytes. My first hard disk drive was an ST506. | cannot remember
exactly how much it cost, but it plus its enclosure, etc. was well over a thousand dollars. It took
me three years to fill the drive. Also, in 1980 Phillips introduced the first optical laser drive. In
the early 80's, the first 5 1/4" hard disks with voice coil actuators (more on this later) started
shipping in volume, but stepper motor drives continued in production into the early 1990's. In
1981, Sony shipped the first 3 1/2" floppy drives.

In 1983 Rodime made the first 3.5 inch rigid disk drive. The first CD-ROM drives were shipped in
1984, and "Grolier's Electronic Encyclopedia,” followed in 1985. The 3 1/2" IDE drive started its
existence as a drive on a plug-in expansion board, or "hard card." The hard card included the drive
on the controller which, in turn, evolved into Integrated Device Electronics (IDE) hard disk drive,
where the controller became incorporated into the printed circuit on the bottom of the hard disk
drive. Quantum made the first hard card in 1985.

In 1986 the first 3 /12" hard disks with voice coil actuators were introduced by Conner in volume,
but half (1.6") and full height 5 1/4" drives persisted for several years. In 1988 Conner
introduced the first one inch high 3 1/2" hard disk drives. In the same year PrairieTek shipped the
first 2 1/2" hard disks.

In 1997 Seagate introduced the first 7,200 RPM, Ultra ATA hard disk drive for desktop computers
and in February of this year they introduced the first 15,000 RPM hard disk drive, the Cheetah

11
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X15. Milestones for IDE DMA, ATA/33, and ATA/66 drives follow:

1994 DMA, Mode 2 at 16.6 MB/s
1997 Ultra ATA/33 at 33.3 MB/s
1999 Ultra ATA/66 at 66.6 MB/s

6/20/00 IBM triples the capacity of the world's smallest hard disk drive. This drive holds one
gigabyte on a disk which is the size of an American quarter. The world's first gigabyte-capacity
disk drive, the IBM 3380, introduced in 1980, was the size of a refrigerator, weighed 550 pounds
(about 250 kg), and had a price tag of $40,000.

2.Main technical specification and parameter of hard disk

Capacity

We can see the capacity in two aspects: the total capacity and the capacity of one disk. The whole
capacity is made up of each disk capacity.

If we increase the disk capacity, we would not only improve the disk capacity, improve the speed
of transmission, but also cut the cost down.

Rotate speed.
Rotate speed is the speed disk rotate. It is measured by RPM (Round Per Minute).The rotate speed
of IDE hard disk are 5400RPM, 7200RPM etc.

Average Seek Time

The average seek time gives a good measure of the speed of the drive in a multi-user environment
where successive read/write request are largely uncorrelated.

Ten ms is common for a hard disk and 200 ms for an eight-speed CD-ROM.

Average Latency

The hard disk platters are spinning around at high speed, and the spin speed is not synchronized to
the process that moves the read/write heads to the correct cylinder on a random access on the hard
disk. Therefore, at the time that the heads arrive at the correct cylinder, the actual sector that is
needed may be anywhere. After the actuator assembly has completed its seek to the correct track,
the drive must wait for the correct sector to come around to where the read/write heads are located.
This time is called latency. Latency is directly related to the spindle speed of the drive and such is
influenced solely by the drive's spindle characteristics. This operation page discussing spindle
speeds also contains information relevant to latency.

Conceptually, latency is rather simple to understand; it is also easy to calculate. The faster the disk
is spinning, the quicker the correct sector will rotate under the heads, and the lower latency will be.
Sometimes the sector will be at just the right spot when the seek is completed, and the latency for
that access will be close to zero. Sometimes the needed sector will have just passed the head and
in this "worst case", a full rotation will be needed before the sector can be read. On average,
latency will be half the time it takes for a full rotation of the disk.

12
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Average Access Time

Access time is the metric that represents the composite of all the other specifications reflecting
random performance positioning in the hard disk. As such, it is the best figure for assessing overall
positioning performance, and you'd expect it to be the specification most used by hard disk
manufacturers and enthusiasts alike. Depending on your level of cynicism then, you will either be
very surprised or not surprised much at all, to learn that it is rarely even discussed. Ironically, in
the world of CD-ROMs and other optical storage it is the figure that is universally used for
comparing positioning speed. | am really not sure why this discrepancy exists.

Perhaps the problem is that access time is really a derived figure, comprised of the other
positioning performance specifications. The most common definition is:

Access Time = Command Overhead Time + Seek Time + Settle Time + Latency

The speed with which data can be transmitted from one device to another. Data rates are often
measured in megabits (million bits) or megabytes (million bytes) per second. These are usually
abbreviated as Mbps and MBps, respectively.

Buffer Size (Cache)

A small fast memory holding recently accessed data, designed to speed up subsequent access to
the same data. Most often applied to processor-memory access but also used for a local copy of
data accessible over a network etc.

When data is read from, or written to, main memory a copy is also saved in the cache, along with
the associated main memory address. The cache monitors addresses of subsequent reads to see if
the required data is already in the cache. If it is (a cache hit) then it is returned immediately and
the main memory read is aborted (or not started). If the data is not cached (a cache miss) then it is
fetched from main memory and also saved in the cache.

The cache is built from faster memory chips than main memory so a cache hit takes much less
time to complete than a normal memory access. The cache may be located on the same integrated
circuit as the CPU, in order to further reduce the access time. In this case it is often known as
primary cache since there may be a larger, slower secondary cache outside the CPU chip.

The most important characteristic of a cache is its hit rate - the fraction of all memory accesses
which are satisfied from the cache. This in turn depends on the cache design but mostly on its size
relative to the main memory. The size is limited by the cost of fast memory chips.

The hit rate also depends on the access pattern of the particular program being run (the sequence
of addresses being read and written). Caches rely on two properties of the access patterns of most
programs: temporal locality - if something is accessed once, it is likely to be accessed again soon,
and spatial locality - if one memory location is accessed then nearby memory locations are also
likely to be accessed. In order to exploit spatial locality, caches often operate on several words at a

13
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time, a "cache line" or "cache block". Main memory reads and writes are whole cache lines.

When the processor wants to write to main memory, the data is first written to the cache on the
assumption that the processor will probably read it again soon. Various different policies are used.
In a write-through cache, data is written to main memory at the same time as it is cached. In a
write-back cache it is only written to main memory when it is forced out of the cache.

If all accesses were writes then, with a write-through policy, every write to the cache would
necessitate a main memory write, thus slowing the system down to main memory speed. However,
statistically, most accesses are reads and most of these will be satisfied from the cache.
Write-through is simpler than write-back because an entry that is to be replaced can just be
overwritten in the cache as it will already have been copied to main memory whereas write-back
requires the cache to initiate a main memory write of the flushed entry followed (for a processor
read) by a main memory read. However, write-back is more efficient because an entry may be
written many times in the cache without a main memory access.

When the cache is full and it is desired to cache another line of data then a cache entry is selected
to be written back to main memory or "flushed". The new line is then put in its place. Which entry
is chosen to be flushed is determined by a "replacement algorithm".

Some processors have separate instruction and data caches. Both can be active at the same time,
allowing an instruction fetch to overlap with a data read or write. This separation also avoids the
possibility of bad cache conflict between say the instructions in a loop and some data in an array
which is accessed by that loop.

Noise & Temperature
It comes from motor. So motor is the key to reduce the noise and temperature. If you can keep the
temperature of hard disk down, then you can keep your hard disk effective.

3.Physical structure of hard disk

HD consists of platter, control circuit board and interface parts.

A hard disk is a sealed unit containing a number of platters in a stack. Hard disks may be mounted
in a horizontal or a vertical position. In this description, the hard drive is mounted horizontally.
Electromagnetic read/write heads are positioned above and below each platter. As the platters spin,
the drive heads move in toward the center surface and out toward the edge. In this way, the drive
heads can reach the entire surface of each platter.

Making Tracks

On a hard disk, data is stored in thin, concentric bands. A drive head, while in one position can
read or write a circular ring, or band called a track. There can be more than a thousand tracks on a
3.5-inch hard disk. Sections within each track are called sectors. A sector is the smallest physical
storage unit on a disk, and is almost always 512 bytes (0.5 kB) in size.
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The figure below shows a hard disk with two platters.

Figure 3-1 Parts of a Hard Drive
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The structure of older hard drives (i.e. prior to Windows 95) will refer to a cylinder/ head/ sector
notation. A cylinder is formed while all drive heads are in the same position on the disk. The
tracks, stacked on top of each other form a cylinder. This scheme is slowly being eliminated with
modern hard drives. All new disks use a translation factor to make their actual hardware layout
appear continuous, as this is the way that operating systems from Windows 95 onward like to
work..

To the operating system of a computer, tracks are logical rather than physical in structure, and are
established when the disk is low-level formatted. Tracks are numbered, starting at 0 (the outermost
edge of the disk), and going up to the highest numbered track, typically 1023, (close to the center).
Similarly, there are 1,024 cylinders (numbered from 0 to 1023) on a hard disk.

The stack of platters rotate at a constant speed. The drive head, while positioned close to the center
of the disk reads from a surface that is passing by more slowly than the surface at the outer edges
of the disk. To compensate for this physical difference, tracks near the outside of the disk are
less-densely populated with data than the tracks near the center of the disk. The result of the
different data density is that the same amount of data can be read over the same period of time,
from any drive head position.

The disk space is filled with data according to a standard plan. One side of one platter contains
space reserved for hardware track-positioning information and is not available to the operating
system. Thus, a disk assembly containing two platters has three sides available for data.
Track-positioning data is written to the disk during assembly at the factory. The system disk
controller reads this data to place the drive heads in the correct sector position.

4.Logical organization of hard disk

Sectors and Clusters

15

Copyright © 2006 CHENGDU YIWO Tech Development Co.' Ltd. All Right Reserved



Data Recovery E-Book V1.5 (Visit http://www.easeus.com for more information)

A sector, being the smallest physical storage unit on the disk, is almost always 512 bytes in size
because 512 is a power of 2 (2 to the power of 9). The number 2 is used because there are two
states in the most basic of computer languages - on and off.

Each disk sector is labelled using the factory track-positioning data. Sector identification data is
written to the area immediately before the contents of the sector and identifies the starting address
of the sector.

The optimal method of storing a file on a disk is in a contiguous series, i.e. all data in a stream
stored end-to-end in a single line. As many files are larger than 512 bytes, it is up to the file
system to allocate sectors to store the file’s data. For example, if the file size is 800 bytes, two 512
k sectors are allocated for the file. A cluster is typically the same size as a sector. These two
sectors with 800 bytes of data are called two clusters.

They are called clusters because the space is reserved for the data contents. This process protects
the stored data from being over-written. Later, if data is appended to the file and its size grows to
1600 bytes, another two clusters are allocated, storing the entire file within four clusters.

Figure 3-2 Sectors and Clusters
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If contiguous clusters are not available (clusters that are adjacent to each other on the disk), the
second two clusters may be written elsewhere on the same disk or within the same cylinder or on a
different cylinder - wherever the file system finds two sectors available. A file stored in this
non-contiguous manner is considered to be fragmented. Fragmentation can slow down system
performance if the file system must direct the drive heads to several different addresses to find all
the data in the file you want to read. The extra time for the heads to travel to a number of
addresses causes a delay before the entire file is retrieved.

Cluster size can be changed to optimize file storage. A larger cluster size reduces the potential for
fragmentation, but increases the likelihood that clusters will have unused space. Using clusters
larger than one sector reduces fragmentation, and reduces the amount of disk space needed to store
the information about the used and unused areas on the disk.
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Most disks used in personal computers today rotate at a constant angular velocity. The tracks near
the outside of the disk are less densely populated with data than the tracks near the center of the
disk. Thus, a fixed amount of data can be read in a constant period of time, even though the speed
of the disk surface is faster on the tracks located further away from the center of the disk..

Modern disks reserve one side of one platter for track positioning information, which is written to
the disk at the factory during disk assembly. It is not available to the operating system. The disk
controller uses this information to fine tune the head locations when the heads move to another
location on the disk. When a side contains the track position information, that side cannot be used
for data. Thus, a disk assembly containing two platters has three sides that are available for data.

Hard disk interfaces
Hard disks also come in several flavors such as IDE (actually ATA), SCSI and SATA, as do optical
drives. ATA is the most common interface used today. SCSI disks can usually be found on servers.

IDE

Integrated Drive Electronics, more commonly called by its acronym IDE, is an interface for hard
drives. IDE is a marketing term; the real standard is called ATA.

EIDE (Enhanced IDE) or ATA-2 was later developed and increased transfer speed, added 32-bit
transactions and DMA support.

ATA

ATA stands for Advanced Technology Attachment. The ATA -term is commonly used
interchangeably with IDE. The older and more common paraller ATA (P-ATA) is currently being
replaced by serial ATA (SATA).

Most PCs have two IDE controllers on the motherboard. One IDE controller can support two
devices, so four storage devices is usually the maximum. Paraller ATA interface uses ribbon cables
with 40 -pin connectors to connect the hard drives to the motherboard. The cable has usually three
connectors. Of these one is connected to the motherboard and the rest two are left for hard drives.
If two hard drives are connected to the same controller, one must be defined as master and the
other one as slave. This is done with jumpers.

ATA-2 is the real standard for what is widely known as EIDE. ATA-2 introduced higher speed data
transfer modes: PIO Modes 3 and 4 plus Multiword DMA Mode 1 and 2. These modes allow the
ATA interface to run data transfers up to about 16MB/second.

SATA

Serial ATA, also known as SATA or S-ATA, is a bus used to communicate between the CPU and
internal storage devices such as hard drives and optical drives. It is designed to eventually replace
the ATA (also known as IDE) bus. Traditional ATA is beginning to be referred to as Parrellel ATA,
P-ATA, or PATA to avoid confusion.

The main difference between SATA and PATA is in the cabling. SATA does away with the
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master/slave relationship of PATA (hence the difference in names), as well as PATA's ungainly
ribbon cables. Instead, SATA has much slimmer and easier to manage cables, which will enable
better airflow through cases. The connectors are keyed, preventing connectors from being plugged
upside down. Truly native SATA drives will have different power connectors also.

Athird advantage of SATA is hotplugging.

Currently, SATA has a transfer rate of 150 MB/s, which is only 17 MB/s more than standard PATA.
However, with the introduction of SATA I, this is expected to go up to 300 MB/s, with 600 MB/s
being released sometime around 2007. The faster bus isn't expected to affect performance in the
short term, since hard drive performance is usually bottlenecked by the moving parts of the drive.
During the transitional period before true native SATA drives are released, most SATA drives
actually have onboard PATA controllers, which connect to SATA by a bridge. This generally
causes a 30-50% performance drop. Also, PATA power connectors are still being used.

DMA

DMA (Direct Memory Access) is a function of the memory bus in the computer that lets
connected devices like hard disks transfer data to the memory without the intervention of the CPU,
thus speeding up the transfer. This is superior to the way P1O works.

There are two distinct types of direct memory access, DMA and bus mastering DMA. The plain
DMA relies on the DMA controller on the motherboard to grab the system bus and transfer the
data. In bus mastering DMA all this is done by the logic on the interface card itself. Bus mastering
allows the hard disk and memory to work without relying on the old DMA controller built into the
system, or needing any support from the CPU.

uUsB

USB (Universal Serial Bus) is a hardware bus using a serial protocol used by many different
hardware devices and supported in most computers/mainboards. Originally developed by Compag,
Intel, NEC and Microsoft. It allows many devices to be connected to the bus at the same time, the
theoretical maxmium is 127 devices. The maximum data transfer bandwidth is about 12Mbit/s
(USB2.0 supports 480 Mbit/sec).

Firewire is a less known alternative to USB that (at its time) was better then USB for media
related tasks. As of USB2 there have been significant increases, specifically more bandwidth.

SCSI
SCSI - Small Computer System Interface. Pronounced "scuzzy". It's a specification for a hardware
interface for connecting devices such as hard disks and scanners to a computer.

Most PCs have an ATA(IDE) bus instead of SCSI for connecting internal hard disks. SCSI is seen
more often in servers, as it tends to be faster and more reliable (though more expensive). Another
advantage of SCSI controller is that it requires only one IRQ and can hadle usually at least 7
devices whereas ATA can handle only 2.
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Typically, you put a SCSI card in your computer, and then connect internal hard disks with a
ribbon cable to some connector on the card. Also, the card will have an external connector which
you might also be using simultaneously.

5.Connection synopsis of hard disk

Fiber Channel

Fibre Channel Hard Disk Drive

The Enterprise Virtual Array supports any combination of five different Fibre Channel Hard Disk
Drives (HDD) with multiple capacity points and two different rotational speeds. Three drive
capacity points are supported at 36 GB, 72 GB, and 146 GB. Two rotational speeds are supported
at 10,000 RPM and 15,000 RPM.

The following individual drive capacity/rotational speed combinations are available:
146GB 10,000 RPM Fibre Channel HDD

72GB 15,000 RPM Fibre Channel HDD

72GB 10,000 RPM Fibre Channel HDD

36GB 15,000 RPM Fibre Channel HDD

36GB 10,000 RPM Fibre Channel HDD

Five different Fibre Channel HDDs for the Enterprise Virtual Array provides tremendous
flexibility to the target customer base by allowing mixing and matching of capacity and
performance to application needs. Application areas seen as potential markets include OLTP, ERP,
and any other applications requiring large amounts of online storage.

IEEE

Also called Firewire. it is a less known alternative to USB that (at its time) was better then USB
for media related tasks. As of USB2 there have been significant increases, specifically more
bandwidth.

Intermediate

V .Hard disk data organization

1.Primary formatting of hard disk

Before restoring data, hard disk usually needs low-level format, partition, high-level format to be
used. The function is establishing certain data logical structure on physical hard disk. Usually hard

disk is divided into 5 regions: MBR, DBR, DIR, FAT and DATA (Here we do not introduce FAT
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and NTFS file system), which altogether store and manage data.

Low level format

After setting parameter of hard disk in CMOS Setting, why the hard disk is still unusable? That’s
about Cylinder, Header and Sector. When hard disk is firstly made in the factory, it usually is
“blank”. Only after partitioning tracks and sectors, we can save data on hard disk (Now, before
leaving the factory, many disks have been low-level formatted. So you may need not do the
operation, but it is not unnecessary.)

Main functions of low level format

Low level format can also be called physical format, whose functions are to detect the magnetic
media, to partition tracks, to partition sectors for each track, and to arrange the order of
partitions in track according to the interleave the customer choose. Its main functions are as
following:

1. Test the hard disk media

2. Partition tracks for hard disk

3. Arrange sectors for each track according to the specified interleave

4. Set the sector ID to each track and finish setting sectors

5. Test the hard disk surface, mark “bad” to the damaged track and sector
6. Write a certain ASC I to each sector of hard disk

Hard disk is an important storage resource in computer system. Do not low-level format the hard
disk unless it is the only thing possible. For hard disk being used, you need back up important data
before low level format; even if back up is unnecessary, it may take much time to partition,
high-level format, and install system and application programs. Usually, low level format can be
used in the following cases:

When you have bought a new hard disk or hard disk adapter, you’d better low level format it again,
which is for the better matching of hard disk and hard disk adapter.

“Bad” sectors, which result from long-time operation, often cause “sector not found” error in DOS.
This is because of the loss of sector ID. Sector ID is used to distinguish the sectors. It is marked
onto disk as the magnetization map, which however, may dribble away for long-time storage or
use. Low level format is the only way for computer users to refresh sector ID in disk. This
assignment cannot be done by high level format.

Appropriate set of interleave can fasten data transfer. In most conditions, low level format is the
only way to change the interleave.

When there are always inexplicable problems, you can take low level format into consideration.

Ways to low-level format
There are many ways to low-level format. In early time, it can be completed in CMQOS or by some
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special disk tools, or by writing some short programs in Debug. Nowadays, people usually use
special tools provided free by hard disk manufacturers.

2.Advanced formatting of hard disk

High-level format

After partitioning the hard disk, some “independent” logical drivers are founded. If now we start
system from the floppy drive, enter DOS, then you can see the drive letters of DOS partition,
which is on behalf of logical driver, for instance “C:”, “D:” and so on. The system commonly
arranges letters according to alphabet. Now let’s try to enter “C:” or “D:” after that we can see the
system prompt that “DISK MEDIA ERROR”. Why? These logical disks are empty; to use them,
we need create file system. The whole process is high-level format of logic disk. The high-level
format certainly aims at the logic disk, neither physical disk nor certain directory. For file system
is corresponding to logic disk, we can say that high-level format aims at file system. In this article,
logical disk means logical drive.

Format partition
High-level format of DOS logic disk can be completed by “format” command. Main functions of

high-level format are as following:

Assign logical serial numbers for sectors (serial numbers in partition) from cylinder that assigned
by each logical drive

Establish DBR in basic partition, and load 3 system files of DOS if there is “/S” parameter in the
command.

Establish file allocation table (FAT) in each logical disk.

Establish File Directory Table (FDT) that is corresponding to root directory and data area.

If you carry out high-level format by “Format” command, please pay attention to following 4
items.

1. To already activated basic DOS partition (generally it is disk C), you need the following
command:

Format C:/s

By this command, you may install DOS system files after high-level format, to make this logical
disk to become the boot disk. Certainly, you may also use “SYS” command to send system files
after high-level format, that is complete the boot disk and file transmission by the following two

commands:

Format C:

21
Copyright © 2006 CHENGDU YIWO Tech Development Co.' Ltd. All Right Reserved



Data Recovery E-Book V1.5 (Visit http://www.easeus.com for more information)

SYSC:

Continuously using these two commands equals to “Format C:/S” command.

2. For other logical disk, we only need to carry out the following commands:

Format [ d: ]
“d” is the logical disk drive.

3. Before format, on the screen it may appear the following prompt information:

WARNING: ALL DATA ON THE DISK
DRIVE C: WILL BE LOST!
Proceed with Format (Y/N) ? _

This information is warning user: The format will cause all data lose! Then, if user choose “Y”,
then the high-level format officially carries on, if user choose “N”, then nothing will happened and
exit.

4. For the using disk without adjusting the partition, also may carry on the fast format, the
command is:

Format C: /Q

The full command of “Format” in Windows 2000 is as following shows:

volume [AFS:file—syztem] [AU:1labell [-Q]1 [AA:zsdi=el [ C1 [s%1]
volume [~U:labell [-Q] [~F:zizel

volume [<U:labell [-Q]1 [-T:-tracks ~M:isectors]
volume [-U:-labell [-Q1 [-11 [~41]
volume [-Q1 [-11 [-41 [-81

Format hard disk partition in Windows

In explore of Windows, everything is displayed by graphics, and different forms (partition) are
expressed by different colors. Click the right key in the corresponding partition, and choose
“format”, you may also choose fast format, complete format and so on.

Format hard disk partition by Partition Magic

In Partition Magic, everything is displayed by graphics, and different forms (partition) are
expressed by different colors. Click the right key in the corresponding partition, and choose
“format”. In the dialogue box, there will be a prompt indicating this operation may destroy your
own data, and in the box you may also choose different format.

Format hard disk by various hard disks special-purpose tool in hard disk factory
Low level format tool provided by various hard disks factory can help hard disk breakthrough

22

Copyright © 2006 CHENGDU YIWO Tech Development Co.' Ltd. All Right Reserved



Data Recovery E-Book V1.5 (Visit http://www.easeus.com for more information)

hard disk capacity limit, as well as complete low level format, the high-level format and make
partitions. After partitions are done, you can choose corresponding options step by step.

Attention: To partitions with data, backup the data before format.

High-level format establish the file system, after format, it may carry on write in and read out
operations with file as unit.

3.Data storage region of hard disk

In command to know hard disk better, we must have a simple understanding of hard disk
construction. (NTFS uses different file management technology with FAT16 and the FAT32 file
system, here we only introduce FAT16 and FAT32) The hard disk data may divide into 5 parts
approximately according to its different characteristics and functions: MBR area, DBR area, FAT
area, DIR area and DATA area. Among them, MBR is founded by the partition software, while
DBR area, FAT area, DIR area and DATA area are founded by high-level format procedure. When
file system writes in data, it just rewrites corresponding FAT area, DIR area and DATA area. Also
it is the result which these 5 regions affect together. Only by this way, hard disk can be managed
methodically. Here are some introductions to the 5 regions.

MBR:

The first physical sector (cylinder 0, head 0, sector 1) of the first hard drive in the system (the first
hard drive with the BIOS device number 0x80); each hard drive contains an MBR, but not every
BIOS can start the corresponding operation system from every hard drive. When booting from the
hard drive, the BIOS or a special Firmware loads the contents of the MBR to a fixed address in the
memory and allows it to take control. This code then loads either the operation system from a
bootable hard drive partition, or from a complex boot loader, such as LILO.

Short for DOS Boot Record, it is the sector at cylinder 0, column 1, and sector 1 of a hard disk.
DBR is the first sector that the operation system visits. It contains a boot program and a BPB
(B1OS Parameter Block). The main task of the boot program is to determine whether the first two
files in root directory of this partition are the boot files of operation system, when MBR hands
over the system mastery to it. Take an example of DOS, i.e. 10.SYS and MSDOS.SYS. DOS of
low edition requests that these two files are the first two files, and located at the section start of the
root directory, covering the first two directory items (the high edition does not have this
requirement.). Moreover, Windows and DOS are families; therefore, Windows follows the same
management manner, except for the filenames. If it does exist, then reads 10.SYS in the memory,
and hands over mastery to 10.SYS. BPB parameter block records the start sector, ending sector,
file storage form, descriptor of hard disk media, size of root directory, number of FAT and size of
allocated cell.

File Allocation Table (FAT) is a file system that was developed for MS-DOS and is the primary
file system for consumer versions of Microsoft Windows up to and including Windows ME. The
FAT file system is considered relatively uncomplicated, and because of that, it is a popular format
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for floppy disks; moreover, it is supported by virtually all existing operation systems for personal
computers, and because of that, it is often used to share data between several operation systems
booting on the same computer (a multi-boot environment). It is also used on solid-state memory
cards and other similar devices. It has a serious drawback in that when files are deleted and new
files written to the media, the files can become scattered over the entire media making reading and
writing a slow process. De-fragmentation is one solution to this, but is often a lengthy process in
itself and has to be repeated regularly to keep the FAT file system clean.

FAT is also called 12-bit FAT, the file allocation table (FAT) for a floppy disk. The location of
files on a floppy disk are listed in a one-column table in the FAT. Because the width of each entry
in a floppy disk column is 12 bits, the FAT is called FAT12. As a file system for floppy disks, it
had a number of limitations: no support for hierarchical directories, cluster addresses were “only”
12-bits long (which made the code manipulating the FAT a bit tricky) and the disk size was stored
as a 16-bit count of sectors, which limited the size to 32MB.

The FAT file system, as is the case with most file systems, does not utilize individual sectors, and
there are several performance reasons for this. By using individual sectors, the process of
managing disks becomes overly cumbersome since files are being broken into 512-byte pieces. If
you were to take a 20 GB disk volume set up with 512 byte sectors and manage them individually,
the disk would have over 40 million individual sectors. Just keeping track of this many pieces of
information is both time, as well as resource, consuming. While some operation systems do
allocate specific sector storage, they also require some advanced intelligence to do so. Bear in
mind how old the FAT file system is, as it was designed many years ago as merely a simple file
system, without the capability to managed individual sectors.

In order for FAT to manage files with some form of efficiency is to group sectors into larger
blocks referred to as clusters, or allocation units. Cluster size, however, is not a predetermined size,
but rather is determined by the size of the disk volume itself, with small volumes (disk sizes)
resulting in smaller clusters, and larger volumes (disk sizes) using larger cluster sizes. For the

most part, a cluster ranges in size from 4 sectors or 2,048 bytes to 64 sectors or 32,768 bytes. You
should be aware that you may, on some occasions, find 128-sector clusters in use at 65,536 bytes
per cluster, as well as some floppy disks with smaller clusters that is usual at just 1 sector per
cluster. In all cases, the sectors in a cluster are continuous, therefore each cluster is a continuous
block of space on the disk.

Cluster sizing, and therefore partition or volume size, as they are directly related, have an
important impact on performance and disk utilization. In all cases, cluster size is determined at the
time a disk volume is partitioned. Certain third-party partitioning utilities such as Partition Magic
by PowerQuest can alter the cluster size of an existing partition within specific parameters.
However, this aside, once the partition size is selected, so are the cluster sizes fixed.

FAT 16 means that file allocation table that uses 16 bits for addressing clusters. It is commonly
used with DOS and Windows 95 systems. A 16-bit DOS and Windows file system (see FAT) that
varies cluster sizes based on hard drive size. Cluster sizes range from 4K (for drives up to 127MB),
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to 4K (255MB drives), 8K (511MB drives), 16K (1GB drives). and 32K (for drives up to 2GB).
The ultimate capacity of a FAT16 partition is 2GB.

FAT 32 is a disk file allocation system from Microsoft that uses 32-bit values for FAT entries
instead of 16-bit values used by the original FAT system, enabling partition sizes up to 2TB
(terabytes). FAT32 first appeared in Windows 95B and is also found in Windows 98 and
Windows NT 5.0.

In order to overcome the volume size limit of FAT16 while still allowing memory-constrained
DOS real-mode code to handle the format, Microsoft decided to implement a newer generation of
FAT, known as FAT32, with 32-bit cluster numbers, of which 28 bits are currently used.

In theory, this should support a total of approximately 268,435,438 (< 2%) clusters, allowing for
drive sizes in the range of 2 terabytes. However, due to limitations in Microsoft's scandisk utility,
the FAT is not allowed to grow beyond 4,177,920 (< 2%*) clusters, placing the volume limit at
124.55 gigabytes, unless “scandisk” is not needed. Windows 2000 and XP placed a limit on the
size of FAT32 partitions they can create at 32 GB, Microsoft says this is by design but does not
explain why, and those versions of Windows are quite capable of reading and writing larger
FAT32 partitions created by other means. FAT32 was introduced with Windows 95 OSR2. The
many changes it incorporated made it a major improvement.

The maximum possible file size for a FAT32 volume is 4 GB minus 1 byte (2°%-1 bytes). For most
users, this has become the most nagging limit of FAT32 as of 2005, since video capture and
editing applications can easily exceed this limit, as can the system swap file.

32-bit File Allocation Table File System Not the same as VFAT or FAT, which are both 16-bit file
systems.

DIR

Means Directory, also called FDT, File Directory Table. DIR is the root sector, following after
the second FAT (backup FAT). It records each start cell, files. Operation system can locate files
according to the outset of FAT and FAT.

DATA
DATA area is the real place where data is stored. It is after DIR, covering the most space of hard
disk.

The location of the 5 areas is as following:

MEE (53) | DER (32) | FAT1 | FATZ | DIE (320 ] DATA

Usually, MBR covers 63 sectors (actually it covers only one); DBR covers 32 sectors (actually it
covers the first and the sixth sectors. The first sector works while the sixth is backup of the first);
FAT1=FAT2. The length of FAT will change according to the size of partition and the number of

sectors. DIR changes the most. In early time system, DIR has fixed length of 32 sectors while each
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file directory covers 32 bytes. As a result, there are at most 512 items under root directory. Floppy
disk can only contain 112 items, or there would be no file or directory created under root directory.
Afterward, the limitation is broken. From then on, there will be no single root directory, which
becomes part of DATA. Even, root directory files are not right after FAT. They can be in any
position in DATA.

VI.Common Cases of Partition Recovery
1.MBR Recovery

On condition that there is no problem with hardware, the first step is MBR recovery. MBR
recovery is simple because it is system data. Though it may be created by different software and
the code might be different, the method is the same. Even if multi-system boot, it is not hard. You
can backup the data to be recovered after the system boot turn to be normal, and then restore the
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multi system boot.

Recover MBR by fdisk

The simplest way to recover MBR is Fdisk, whose command is simple too; you can use
“Fdisk/MBR”. Please note that, the hard disk to be operated should be connected on mater IDE
interface as the master hard disk. As to other connection way, we need appoint the interface
location of IDE device in form of “Fdisk/ CMBR”.

The command syntax of Fdisk command line is “Fdisk/parameter switch”. Besides that obtained
by “FDISK/? 7, there are some hidden parameters information:

/ACTOK

Parameter Function: not to check bad sectors on disk surface

Details: It can speed up partition operation.

/CMBR

Parameter Function: to re-create MBR of appointed disk

Details: Equals to /MBR parameter, except that it can appoint certain disk

[EXT

Parameter Function: to create extend partition.

Details: Creates extend partition on the currency disk , which used to create logical
partition.

[FPRMT

Parameter Function: to check the usage of FAT16 and FAT32 in interactive mode.

Details: When /FPRMT parameter is added, there will be no query of that whether
supports high- capacity hard disk; while there will be a query that it uses
FAT16 or FAT32 when creating a new partition.

/LO

Parameter Function: to rebuild logical partition.

Details: Used to create logical disk, /LOG and /EXT should work together.

/LOGO

Parameter Function: to create logical partition with FAT16

/MBR

Parameter Function: to re-create MBR of master disk

Details: to clear the system booting choice recorded in MBR after uninstalling Windows

NT or Windows 2000
/PRI

Parameter Function: to create primary partition and activate it.
Details: e to create primary partition, and the partition will be set active automatically.
/PRIO
Parameter Function: to create primary partition of FAT16 and activate it.
Q
Parameter Function: not to restart computer when ending Fdisk
Details: unnecessary to restart computer after changing the partition table.
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ISTATUS

Parameter Function: to display details of current partition

Details: When there is no logical partition in extend partition, the extend partition will not be
displayed.

IX

Parameter Function: no LBA attribute

Details: there would be no partition with LBA attribute.

It makes handier to use Fdisk with these parameters. However, to hide the parameter will be more
dangerous, which calls for more caution.

Uses Fixmbr to restore MBR
Provided by Microsoft, Fixmbr is a MBR recovery tool, which determines hard disk partition
and re-construct MBR through overall search.

Only when using Windows 2000 recovery console that we can use Fixmbr. Windows 2000
recovery console can boot from Windows install CD. Fixmbr only revises MBR; it does not
write other sectors, which is safe. You can get help information of Fixmbr as following when
using Fixmbr/? .

Usage: FIKMBR [DriveMol [-A1 [-D1 [-P1 [~Z€1 [-H]

DriveMo Hard dizk scope B-3, default iz all drive.
#A Active DOE partition.

/P Display partition.
#D Diszplay MER

sz Zero MBR.

ZH Thisz message.

The parameter “DriveNo” is to write a new MBR (driver). The device hame can be obtained
from output of the map command. For example, device name:

/Device/HardDiskO

The following command is to write a new MBR to the appointed device:

fixmar /Device/HardDisk0

Attention: If we do not assign DriverNo, the new MBR will be written in booting device,
namely the driver that loads host system. If the system detects invalid or the non-standard
partition mark, it will prompt that whether continue to execute this command or not. Only if
there are some problems with the driver you visit; otherwise, please do not continue.

By default MBR structure will be checked. If it is abnormal, it will prompt that whether
recover or not. If choose “Y”, it will search partitions. When it has found the partition, it will
also prompt that whether to revise MBR or not. If choose “Y™, recovery will be finished. If
the system is down now, please inactivate the anti-virus function in BIOS first and then
continue.
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By default, it will search all existing hard disk, and finish all mentioned operations above. If
the result is not right, you may use “/Z” parameter to clear the result and restart; then it
returns to the original condition.

2.Recovery of Partition

The partition recovery is generally the second step of the whole process. Because apart from some
tools that directly reads and writes hard disk, most of tool software runs under operation system,
working with the system calling. While operation system’s visiting disk is on the basis of MBR
and DBR; without MBR and DBR, operation system is unable to visit file system. Therefore, if
the partition table is corrupted, we need rebuild partition table, which is usually fulfilled manually;
in some special cases it can be done automatically by some working software.

If partition table is corrupted, there are many tools to rebuild it automatically, if only the problem
is not too serious. If it is too serious, or the partition table structure is too complex, it may possibly
be out of the reach of their ability to rebuild. In this case, we need do it manually. Usually we use
some tool software to recover the lost partition table, such as Norton Utilities 8.0, DiskMan,
KV3000/Kavfix #1 PartitionMagic etc. Here we introduce Partition Table Doctor.

3.Partition Table Doctor

Partition Table Doctor is the only real software for hard disk partitions recovery. When you come
up against a drive error (not hardware failure) this versatile tool would automatically check and
repair the Master Boot Record, partition table, and the boot sector of the partition with an error, to
recover the FAT16/FAT32/NTFS/NTFS5/EXT2/EXT3/SWAP partition on IDE/ATA/SATA/SCSI
hard disk drives. It can create an emergency floppy disk or a bootable CD to recover the bad
partition even if your operation system fails to boot. Partition Table Doctor manages for MS-DOS,
Freedos, Windows 95/98/Me, Windows NT 4.0, Windows 2000, Windows XP and Windows 2003.
There are two modes for partition recovery: “auto mode” and “interactive mode”.

Auto mode

If you can enter operation system, you can install and run Partition Table Doctor and choose
“Rebuild Partition Table”
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PTDD Partition Table Doctor 3.5 Unlimitation ) -10] x|
General Harddisk  Partition | Operations  Sector  View  Help
;rl fl :  Backup PartiFi?n Table sShift+F1 | 7
f,‘_]]' e.;c q Restore Partition Table F2 M:j % i
Save Rebuild Rest Rebuild Partition Table F3 El:ack e H.e|p
J |Hc-.,ddi3k 1 - 4094ME Rebuild MB;& F7 xt2/3 M|Svwap B|Extend B|Free H|Cther
Fixbook Fg
[E:] 2 [F:]
ew Volume Ew WVOLUME
FF5/MTFS FAT3Z
O00kE 996 B
Partition | Active | System | Label | Space{HEB}
[H H s
1 <E:z>» VYes HPFS/HTFS Hew Uolume a 1 1 2008
2 <F:> Mo FAT32 HEW VOLUME 255 a 1 206
Ho EXTEND 382 [§] 1 1898
Logic Partition
3 <6G:> HNo HPFS/HTFS Hew Uolume 382 1 1 1946
4 <H:> Mo FAT16 HEW UOLUME ua7 1 1 181
5 LI:> Ho FAT32 NEW UOLUME u2a 1 1 298
6 <J:> Mo FAT32 HEW UOLUME 458 1 1 ca2
Rebuild the partition table ta recover partitions automatically 2

In the procedure of rebuilding partition table, there are two ways to recover the lost partition:

Rebuild Partition Table On Harddisk 1 x|

¢ Automatic

- It thiz mode, Partition T able Doctar will try to zearch the partitions that
= ewizt of the current harddizk. The dizcovered partitions will be recovered
autornatically. MOTE: It iz not always pozzible ko recover all partitions in
the automatic mode.

" |nteractive

— ") The interactive mode gives you full control aver the recovery process.
g You can zelect dizcovered partition from partition list,

< Back I Mewt = I Cancel | Help |

Here we mainly refer to “Automatic”, so we choose “Automatic” (after this, in the whole process
the users can not operate by themselves, the software will finish the work automatically.)
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Rebuild Partition Table On Harddisk 1 |

Rebuild Partition T able on harddizk 1 Succeszsfully,
Pleaze zave the modification of harddizk 1 before you exit the application.

If there is any problem. please choose Interactive mode to retry.

< Back | Finizh I Help |

Automatic will automatically rebuild and recover partition according to your former partition
information. Usually we suggest this mode if users do not know much about partition. Of course,
if you are not satisfied with the result, you can choose “Interactive” mode.

Interactive
Run Partition Table Doctor and choose “Interactive” in “Rebuild Partition Table”.

Rebuild Partition Table On Harddisk 1 x|

 Automatic:

= In thiz mode, Partition T able Dactor will iy to search the partitions that
S exizt on the current harddigk. The dizcowvered partitions will be recovered
automnatically. HOTE: It iz not always pozsible to recover all partitions in
the automatic mode.

& |nteractive

., -';) The interactive mode gives pou full control owver the recovery process.
g “'ou can zelect discovered partition from partitior list.

< Back I Mest » I Cancel I Help |

By this mode, Partition Table Doctor will display all the partition found, you can choose the
partition you want to recover.
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Rebuild Partition Table On Harddisk 1 x|

Fleaze zelect the partitions fram the following lizt to rebuild partition table for the cument
harddisk. Browse |

Systen | Label | Start € H S| Size(MB) Pri/lLog
kA HPFS/NTFS  Hew Uolume a 1 1 2888HE Primary
[ FaTa2 NEW UDLUME 255 0 1 996HB_ Primary
(% | HPFS/NTFS [ Hew Uolume | 382 1 1]  196HB [Logical |
B4 FaT16 NEW UDLUME ua? 1 1 181MB Logical
[ FaTa2 NEW UDLUME w2 1 A1 208MB Logical
[ FaTa2 NEW UDLUME 58 1 1 SO2MB Logical

Mew Volume

< Back | Meut > | Cancel I Help |

In the partition interface that Interactive mode has recovered, we can see clearly all the partition
information that existed as well as information on file system, volume label, CHS, size and logics
of the corresponding partition. With the information, user can locate the partition they want to
recover. Also, to verify that whether the partition can be recovered normally and the recovered
partition is the partition user want, the software provides a “Browse” function, with which we can
choose the right partition:

Rebuild Partition Table On Harddisk 1 |
Fleaze zelect the partitionz fram the following lizt to rebuild partition table for the current
harddisk. Browse |

Systen | Label | Start € H §| size(nn)l Pri/Log
E_
[ Fataz NEW UOLUME 255 @ 996MB Primary
[] HPFS/HTFS Hew Uolume a82 1 1 196ME Logical
O FaT1a NEW UDLUME w7 1 1 101HB Logical
O Fatsz NEW UDLUME e 1 1 298HB Logical
[ Fataz NEW UOLUME 558 1 1 5e2MB Logical

MHew Yolume

< Back | Heut > | Cancel I Help |

Click “Browse” and we can get file information of partition under root directory after recovery.
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o orowse Root-hew vohme N TapY
(3 (@ @ L3

EASEUS HelpFile Dutlock, PTDD Group
Ewpreszs

E-Ir N

Syztem WwinB AR
Walume ...

File[Folder] Count: B File System: HPFS/MTFS

And then you can be surer about the accuracy and efficiency, thus know the final result.

If the partition where your operation system locates is damaged and you cannot enter it, you can
install Partition Table Doctor in another operation system,

PTDD Partition Table Doctor 3.5 Unlimitation 1Ol =|
General Harddisk Partition Operations Sector  View Help
Reload Chrl+L L '\ e ol o
Reparts Chr+P &l /}'\, = f] S
Save Ctr+S ackup  Fixboot  Browse  Check Unda Help
Create Emergency Disk
Lindo Changes AT FAT M|FAT32 BINTFS M|Ex+2/3 M|Swap M|Extend M|Free H|Other
Exit alt+F4 b E: 4 F] .
Fh:'ll'.32l_” b THOT INDOWS INDOWS 200 INDOWS 2K
1 306EME PFS/NTFRHPFSMTFYHPFS/HTFS FFS/MNTFS
B754ME B51E6MB 7123MB 8433MB 0007 HE
Partition | Active | System [ Label [ Start|  Space(HB) |
[ H s
1 <C:> Yes FAT32 WINYBEN a 1 1 130868
HNo EXTEND 1666 a 1 63248
Logic Partition |
2 <D:> HNo HPF3/HTFS WINDOWS ZK 1666 1 1 B7GY
3 <E:> HNo HPF3/HTFS WINDDWS XP 2782 1 1 BB16
4 {F:> HNo HPFS/HTFS WINDOWS 288 3906 1 1 17123
5 <G:> HNo HPFS/HTFS WINDOWS 2K 6089 1 1 18433
6 <{I:> HNo FAT32 DATA_BAK 8439 1 1 18861
7 {J:> HNo FAT32 9714 1 1 117
Create an emergency recovery disk v

By “Create Emergency Disk”, we can create an application under DOS to recover your partition:
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|'EI Create Emergency Disk |

Please insert a floppy disk into the driwe A:!

Fartition Table Doctor will create an emergency disk
and baclup partition table of your harddisk for you.

Warning! All the data on the disk will be
destroyed!

[# Show this dialog at startup Start | Cemeel I Help |

Afterwards you can set your BIOS and then start from floppy disk, thus recover MBR by
operation mode of Partition Table Doctor in DOS:

PTDD Partition Table Doctor 3.5
General Partition Operations Sector Uiew Help
|Harddi5k1 — 4094HM Backup partition table Ehift+F1
Rebuild MB F? “-
Partitiun|ﬂctiue|§ust( rt|SpacE(HB)
Fixboot F8
by
Mo [Freel 521 0o 1 7
Ad

DBR recovery

MBR is for the whole hard disk, while DBR is for individual partition.

The first sector of each MBR is DBR. Just as MBR, DBR contains some information that the boot
operation system need. If DBR is corrupted, you can neither visit the partition nor start up the
operation system of the partition.

If boot sector is damaged, the possible symptoms are:
1. Invalid media type reading drive
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2. Abort Retry Fail?

3. File system is displayed as “RAW”

4. Windows may ask if you want to format the drive
5. File names contain “weird” characters

6.”Sector not found” messages

Etc.

Moreover, for partitions of NTFS, the functions of DBR are not all the same as that of FAT
partition. For FAT partition, DBR locates FDT and FAT (correspondingly as well as DATA), but
not verifying the correctness and reasonableness of FDT and FAT. For partition of NTFS, we need
more units to load the file system, which is more complex than FAT.

What if when the DBR is destroyed? Usually, there are methods as following:

Recover DBR by Format

If there is no important data in this partition, or you have backed up the data, the best way to
recover DBR is direct high-level format, fast format or complete format. If there is no limitation of
partition form and capacity, there would be no difference between DOS format and Windows
format except speed. Format is quite thorough, it can completely rearrange the data storage, even
“reset” former file fragmentation.

Although this method is simple, it cannot recover data actually especially if you choose some
different parameters. If you choose different system reserved sectors, or use clusters of different
size, or change the size of FAT table etc, data recovery will be more difficult.

Data recovery by Fixboot of Partition Table Doctor

If the boot sector of a Fatl6/Fat32/Ntfs partition was corrupted, it will be marked with X by
Partition Table Doctor. If you cannot access a Fat16/Ntfs partition and the partition was marked
with X. Right click the partition and choose Fixboot. Partition Table Doctor will automatically
check and restore the boot sector of the partition.
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PTDD Partition Table Doctor 3.5 Unll 101 =l
Gemeral Harddisk Partition Operations  Sector  Wiew  Help

H . a o 2= SO

Lo c s d 4o 7 = i \J/

Save Rebuild Restore  Backup  Fixboot Browse  Check Undao Help
J|Haradisk 1 - TRAIGMR - | WlFaT WIFaTA? BINTFS BIFx+2/3 BlSusn BlFxtend BlFrez W|0ther

We recommend closing all ather applications while running Partition Table Doctor,

1IC]
IM3BEM
FAT32 File System: FAT1E
13065ME @ Sectors per Cluster: 4
— Sectors per FAT: 235
Partition Size: 117M pace(HB) |
' o Erpon e Dector w1 pite he pynad seetr Shreely | qg0gg
you could try to fix it 63248
Do wou want to fix boot sector of the partition?
Te= Browse ]
2 <Dh:> 875h
3 <E:> Ho HPFS/HTFS WINDOUWS XP 2782 1 1 8816
4 <F:> Ho HPFS/HTFS WINDOWS 288 3906 1 1 17123
L <G:> Ho HPFS/HTFS WINDOWS 2K 6ag9 1 1 18433
6 <I:> Ho FAT32 DATA_BAK gh39 1 1 18881
7 1 1

v

If you cannot access the Fat32 partition and the partition was marked with X

Right click the

partition and choose Fixboot, there will be two choices:

PTDD Partition Table Doctor 3.5 Unl

Harddisk.  Partition

General

=10l |

Operations  Sector  Wiew Help

H ® W, 5

Restore

Save

Febuild

% [0

Backup  Fixboot  Browse  Check Unda

|[Haradgizk 1 - 7es19MB

| BIFAT W|FAT32 BNTFS MEx+2/5 M|Swap M|Extend M|Free B|0Other

Fixboot 1s OFLY used to fix boot sector of a partition that
cannot be accessed in Operating System.
@I—l We recommend that you choose Auto mode to check and fix Space(MB)
= error automatically. -
1 LC:> ! The label or a filename is required in Interactiwe mode. 13868
| For more details, please see help. 63248
Interactive Cancel Help | |
2 <D:> 1 8754
3 <Ez> Ho HPFS/HTF3 WIHDDWS XP 2782 1 1 8816
4 <F:> Ho HPFS/HTF3 WINDOMWS 288 3906 1 1 17123
5 <G:> Ho HPFS/HTF3 WIHDDWS 2K 6089 1 1 18433
6 <I:> Ho FAT3Z2 DATA_BAK 8439 1 1 18881
-/ 11

We recommend closing all other applications while running Partition Table Dockor,

'Auto’ mode: Partition Table Doctor will automatically check and restore the boot sector of the
partition. We recommend you choose this mode. If 'Auto’ mode cannot help you, you can choose
‘Interactive’ mode. If so, you need input the volume label or a file name (under the root directory).
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If you do not know what file name to input, follow the file name that is suggested:
Boot partition:

io.sys  msdos.sys  ntldr bootlog.txt
Other partitions: _restore recycled

Note:

For Fat16/Fat32 partition, fixboot can effectively restore damaged boot sector of partition.

For NTFS partition, even if boot sector is correct but MFT (Main File Table) is corrupted,
symptoms are the same. We recommend you download the demo version of Partition Table Doctor
to determine whether boot sector of partition was corrupted.

Mostly, scandisk that originally in operation system will destroy more than they retrieve. Please
stop scandisk after logging on.

In addition, you may use WinHex to recover DBR

WinHex is powerful in disk editor. With backup DBR in WinHex to recover the DBR sector is
convenient and fast. But for its strong specialization of WinHex we recommend that you choose
easy-to-use software tool for integrity and correctness of the data.

4.The FAT table recovery

CIH destroys data backwards from partitions. In this case, system data in the former part may be
destroyed and lost. If FAT2 is still intact, we may make FAT2 to cover FAT1. Usually we use
DiskEdit and WinHex. Regarding to other forms of destruction such as format and so on, we
usually make use of tool software to scan the whole disk, seldom manual recovery; because there
are even dozens of trillions sectors a partition has several trillions. Depending on the manual
analysis is impossible. For some extremely important data file, we can also recover manually.

Recover FAT by DiskEdit

After recovering DBR of FAT, if part of FAT1 is damaged while FAT2 remains intact (It is the
most situation when destroyed by CIH), we may use FAT2 to cover FAT1. The specific method is
to find the start sector of FAT2 and then start searching the start sector of DATA (if it is FAT16,
search FDT). By this way, we can figure out the length of FAT table. According to length and the
start sector of FAT2, we may know the start sector of FAT1. Copy FAT2 to the damaged FAT1, we
can finally recover the whole partition.

Recover FAT by WinHex

Principle of recovering FAT by WinHex is the same as that by DiskEdit. After recovering DBR,
we can make FAT2 to cover FAT1. After finding FAT2, we begin searching the start sector of
DATA (if it is FAT16, search FDT). The division is distinct, because the conclusion part of FAT
must be O regions, otherwise there is not any free space (even so, in ordinary circumstances, there
is still a bit of space in FAT after scanning DATA area. So the end of the last sector must be 0 too.).
While at the beginning of DATA region or FDT region it mustn’t be 0. No matter there is fixed
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FDT, the system always begins from second cluster. If there is FDT, it follows closely FAT2, and
its file registration must exist; if there is not, then begins from data area where some data must

exists. Thus we may figure out the length of the FAT table, and then the start sector of FAT1
according to the length and the start sector of FAT2. Copy FAT2 to the damaged FAT1 we can
finally recover this partition.
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Advanced
VII. FAT16 file system disk

FAT16, the same as FAT32, manages files with the cooperation of DBR, FDT and FAT. The
directory entry of FAT16 and FAT32 are 32 bites. For Fat 32 is development of FAT16, the
definition of 32 byte has been expanded. In addition, the FAT table of FAT16 denotes a cluster
with 2 bytes, while FAT32 4 bytes, which is the difference between FAT16 and FAT32.

1.File management in root directory of FAT16

As we all know, file directory of FAT16 is 32 bytes, now let’s take an example. We divide a
partition of approximately 118M by system disk manager, and make each cluster of 2KB i.e. 4
sectors a cluster. Then in the root directory we create a text files whose BPB parameter are:

=ipoot Sector FAT, Base Dffset: 0 |
Offset Title Value
] JWP instruction EB 3 50
3 OEM MSOOS5.0
BIOS Farameter Block
11 Bytes per sectar 12
13 Sectors per cluster 4
14 Reserved sectors 1
16 Mumber of FATS 2
17 Root entries 912
18 Sectors (under 32 MB) |0
21 media descriptar thexy  |F8
22 Sectors per FAT 234
24 Sectors per track 63
25 Heads 255
28 Hidden sectors 3
32 Sectors (over 32 WMEBE) 240912
36 BIDS drive (hex, HD=8x |80
37 {Unused) ]
1] Ext. boot signature (29 |29
38 Wolume serial number 1620538031
] Wolume serial number |EB 72 97 GO
43 wolume label WO HARWE
54 File system FAT1G
510 Signature (55 A& a8 AL

The name of the text file is filel.txt, its size is 12KB, and it covers 6 clusteres. Its contents are:
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|Hutes for Using And Running

Partition Table Doctor is the only real software for
Harddisk partitions recovery when you experience a drive
error {other than hardware failure). This versatile tool
automatically checks and repairs the HMaster Boot Record,
partition table, and the boot sector of the partition with
an error, to recover the
FAT16/FATI2/HTFS/HTFSS/EST2/EXT3/SWAP partition on
IDEAATA/SATA/SCST Harddisk drives. Partition Table Doctor
manages under HSDOS, FreeD0S, and Windows 95/98/HMe, Windouws
HT 4.8, Windows 208868, Windows XP and Windows 2883.

Besides starting Partition Table Doctor from the Windows
Start menu, you can also start it from inside Windows
Explorer ov My Computer. It can create an emevrgency floppy
disk or a bootable CD to recover the bad partition even if
your operating system fails to boot.

Yhen running, Partition Table Doctor will automatically
check the HMaster Boot Record, partition table, and the boot
sector of the partition. If the partition table on the
Harddisk drive is damaged, Partition Table Doctor will ask
you to Rebuild Partition Table for partition recovery on
the Harddisk drive. If the boot sector of one partition was

It is opened by wordpad, the FDT of its partition is:

46 41 54 31 36 20 20 20 20 20 20 08 00 OO OO OO0 EAT1E  .....
oo oo oo oo oo o0 97 49 B2 2C 00 00 00 OO OO OO ...... B2,
ES BO 65 FA SE 20 00 87 65 2C 67 OF 00 D2 B7 65  #efs .ME.g..ERe
63 68 ZE 00 74 00 ¥& 00 74 00 00 00 00 OO FF FF |ch..t.z.t.....
ES C2 BD A8 CE C4 7E 31 54 58 54 20 00 BE 24 44 | iF#Br~1TXT .72J
Bz 2C B2 2C 00 00 25 44 B2 2C 00 00 00 OO OO 0O | #9..2J7......

46 49 4C 45 31 20 20 20 54 58 54 20 18 BE 24 4A | FILE1 TXT 72T
BEZ 2C B2 2C 00 00 8D 4A B2 2C 02 00 9E 2C 00 00 | 77..0F7..7..

It is the content of file directory. The first directory entry is volume label whose attribute byte is
08H, which is 00001000B. Now we will analysis the filel.txt:

Cr. time refinement in 10-ms u

Filename and Extenzieon Attributes O

46 49 4C 45 31 20 20 20 54 58 54 P0] 18/BE24 4A| Creation time
Ez 2C [E2 20] 00 00 5D 4A B2 2C 02 00 3E 2C 00 00

P ———

Creation date Access date Update date & time Jllr_'luster # /{esize

From this FDT entry, we may know that the size of filel.txt file have 11422 bytes, the start cluster
is 02H. So, on one hand we may search filel.txt in the 2nd cluster of DATA; on the other hand
we may search its successor cluster in FAT table. Take a look at the first step: make sure of logical
sector of the 2nd cluster. From the BPB parameters block chart we may know, there reserved 1
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sector, 2 FAT tables. The length of each FAT table have 235 sectors, FDT takes 32 sectors. So the
start sector of DATA is: 1+235*2+432=503, each cluster has 4 sectors, then the start sector of the
2nd cluster is: 503+ (2-2) *4=503. The text files contents are:

4E
41
b1l
6F
79
BB
74
20
65
BEF
61
Z2E
20
Gl
65
72
b1l
61
74
74
BF
68
54
a8
6F

&F
BE
72
B3
20
aF
B
77
BE
72
Tz
20
74
ae
70
20
72
BE
6F
3=
T2
65
45
a4
bE

74
B4
74
74
72
72
74
b
63
20
b4
54
aF
79
61
42
74
b4
72
aF
20
20
53
33
20

65
20
=)
6F
65
20
=)
65
65
28
77
68
BEF
20
69
6F
=)
20
20
BE
20
4B
2F
2F
6F

73
52
74
7z
61
48
aBF
BE
20
BF
b1
69
aC
B3
72
BF
74
74
6F
20
74
41
4E
a3
bE

20
75
B9
20
6C
61
BE
20
61
74
7
73
20
B8
73
74
=)
b
6B
77
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From the chart we can see, when every segment ends, it is marked with“0D 0OA”, which means
“enter” and “newline” The second step is to find cluster chain. The FAT is:
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ao
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FF
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oo
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ao
ao
ao
ao
ao
ao

oo
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oo
oo
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oo
oo
oo

a5
ao
ao
ao
oo
ao
ao
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ao
ao

oo
oo
oo
oo
ao
oo
oo
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oo
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0e
oo
oo
oo
ao
oo
oo
ao
oo
oo
oo

ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao

o7 00 FF FF
oo oo oo oo
oo oo oo oo
oo oo oo oo
oo oo oo oo
oo oo oo oo
oo oo oo oo
ao oo o0 oo
oo oo oo oo
oo oo oo oo
oo oo oo oo

In FDT, the start cluster of the file is 2, then the corresponding offset address of the 2nd cluster is:
2*2=4, that is the two bytes from the offset 4, is the entrance of file filel.txt in FAT. These two
bytes are "03 00", therefore the following file is saved in the 0003 clustere. We can seek the
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content and the FAT chain of the file in offset 3*2=6.

From the FAT we may see, the place used to record cluster 0 and cluster 1 is "F8 FF FF FF",
which is the fixed start mark of FAT table in FAT16 file system. The cluster number starts from 2,
corresponding with its offset address. When computing the offset address, we can do nothing but
to multiply 2.

Following this cluster chain, we can find "0700", that is the 7th cluster, which locates in 503+ (7-2)
*4=523 sector; then we obtain "FF FF" in the FAT, which indicates the end of file. Hence we’ve
found the whole file. For the last cluster, it has not been used up. The place where it ends can be
calculated according to the file length. In FDT record,.the size of filel.txt file is 11422 bytes, we
may figure out 11422 DIV 512=22, therefore, the file actually takes 22 integer sectors and part of
the 23rd sector, 503+22=525. The last sector of file is the 525th sector. 11422 MOD 512=158, so
the last sector only uses 158 bytes, that is 158D=9E of hexadecimal. Therefore the last sector uses
0~ 9DH bytes.

2. FAT16 sub-directory management

In root directory of logical driver, we may directly create files as well as primary directory, that is
called the sub-directory under the root directory. Correspondingly, the root directory is called
parental directory of the sub-directory. The sub-directory and the parental directory are relative, a
parental directory may have many sub-directories, while a sub-directory has only one parental
directory. In sub-directory, we can also create more sub-directories of lower level, thus forming
the directory tree. For sub-directory, its entrance is still in root directory. The content of root
directory FDT in sectors is:

46 41 54 31 36 20 20 20 20 20 20 0O& 00 OO OO OO FAT1E  .....
oo oo oo oo oo 00 3D 82 B2 2C 00 OO OO0 OO OO OO ...... =ffH,. ...
31 32 33 20 20 Z0 20 20 20 20 20 10 00 B2 91 82| 123 LA
Bz 2C BZ 2C 00 00O 92 82 B2 2C 02 00 00 00 OD 0O 77..27......

46 49 4C 45 31 20 20 20 54 58 54 Z0 18 A5 D4 82 | FILEL THXT .1
Bz 2C BZ 2C 00 00 D2 82 B2 2C 06 00 DD 2E 0O OO 27..982, . 7..

oo o0 00 00 0o 00 00 00O 00 00 OO0 00 00 00 00 00 ... eeenennnnnnn
oo 00 00 00 00 00 00 00O 00 00 00 00 00 00 00 00 ... nnnnnnnn.
0o 00 00 0O OO0 00 0O 0O 00 00 OO0 00 00 DO O0 00| e e e e e nnn
oo o0 00 00 0o 00 00 00O 00 00 OO0 00 00 00 00 00 ... eeenennnnnnn
oo o0 00 00 0o 00 00 00O 00 00 OO0 00 00 00 00 00 ... eeenennnnnnn
oo 00 0O 0O 00 00 0O 00O 00 00 00 00 00 0D 00 00 .. eenennnnnnnnn

The first directory registration entry is volume label whose attritugte byte (OBH byte) is 08H.
The 2ndis the registration entries of the sub-directory "123". The 3th is the registration entries of
the file “filel.txt”.

Establish a "C" sub-directory under its root directory. The analysis chart of "C" file directory is:
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blarnk-padded
ﬁilename OF = LFN entry Creatlun time
b3 20 20 20 20 20 20 20 20 20 20 10/@0 06 39 aa,‘ C ...91
B2 2C B2 2C 00 00 3A 88 B2 2C 08 00 D0 00 00 00 27, v vu

Accezz date Update date & time ff' File zize f(zero for a dlrectnr)
treation date )

1A-bit cluster #
MIILL

According to the root directory folder chart, compared to the files in root directory, the expressive
way of directory name and filename is the same; and so is that of start cluster except that of
attribute and length. For folder, the fixed length is "0". Setting like this is for the convenience of
system administration, otherwise, any change to the folder will affect the efficiency of
management; moreover the size of directories can not define properly, it might conflict with the
file length. As the same, like the root directory structure, the content storage in folder saves
sperate file directory entry whose management is similar to that in root directory. But there are
still some differences between sub-directory and the root directory, which lie in their own
management of their own management: the root directory is determined by DBR, while
sub-directory is determined by the directory registration entry under root directory. That is because
these sub-directories are created by root directory. For sub-directory, it is necessary to discuss the
first two sub directories as following:

Fil entry
el blark-padded

ZE 20 20 20 20 Z0 20 20 20 Z0 2D| 10) 00f OF 39 88 Creation time
Bz 2C BZ 2C 00 00 3& 88 B:Z 2C 08 00 00 D0 00 OO0File size

ZE ZE 20 20 Z0 20 20 20 20 20 204 10 00 O& 39 BB

BEZ 2C B2 2C 00 00 3& 88 B2 2C 00400 00 00 00 00

\EIF = LEN entrw

OF = LFN entrwv

The first directory registration is directory "." (2EH), the second is directory ".." (2E2EH);
actually "." is on behalf of current directory, while ".." parental directory.

3. File deletion in FAT16

Many people believe that when files are deleted, the system will clear all the content of the deleted
files, that is to write "0" to correspongding blocks of the disk. The actual situation is different.
Think about that, how much time we shall take to delete a large file (for example several hundred
MB files)! The system working efficiency will turn to be very low.

In fact, when deleting files, system just makes a deletion mark on this file and marks the the
clusters they cover in FAT table as “empty”, while in the DATA region clusters still preserved the
original file content. Certainly, underoperating operating system, you cannot see the files with
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deletion marks without the help of special software or program. For the operating system, the files
are "truly" deleted! And when writing data again to the disk, the system probably may cover these
original files, that are to write new information to cover the blocks of deleted files.

From Windows 95 operating systems, there is a Recycle Bin in the Windows system. In fact, the
Recycle Bin is only some space on the hard disk; the Windows system automatically establishes a
folder "RECYCLED" (under root directory of disk’s each partition) with hiding attribute to save
temporarily deleted files. Only when more deleting or executing “Clear” command, these files
then can be completely deleted (as to operating system). As "Recycle Bin" we see on the desktop,
it is only a shortcut. Then we will introduce temporary deletion and complete deletion separately.

In FAT16 (Windows 98), we simply delete some files, that is put it to the Recycle Bin, in this
situation files are recoverable. So, let’s have a look at that for FDT, FAT and the DATA, what is
the difference between before and after deletion.

Before deleting long file~.txt, the FDT is as the following chart:

Offset o1 2 3 4 5 & 7 B 910 11 12 13 14 15 | Access™ | 9,
000241152 |46 41 54 31 36 20 20 20 20 Z0 20 08 00 00O 0O 0O FAT1®E .....
0o0zZ41168 (00 00 OO OO0 OO 00 23 883 Bz 2C 00 OO0 OO OO OO OO ...... #E, L.

non0Z41154 |46 49 4C 45 31 20 20 20 54 58 54 20 18 8B 2B 88 | FILEL TXT .71
nooz41zo00 B2 2C B2 2C 00 00 D2 82 B2 2C 02 00 DD ZE OO 00| ?7..997,.7..

000241216 |43 20 20 20 20 20 20 20 20 20 20 10 OO0 Oe 39 @8 | C ]
000Z41232 (B2 2C BZ 2C 00 00 3& 88 B2 2C 08 00 00 00 00 OO | 27..:B%,......
nooz41248 |54 35 52 42 4F 43 32 20 20 20 20 10 08 07 39 88  TURBOCZ el

000241264 (B2 2C B2 2C 00 00 3& 68 B2 2C 09 00 00 00 00 00 | ?7..:E.......
nooZ41230 (|43 74 00 00 OO0 FF FF FF FF FF FF OF 00 D4 FF FF| Ct...
nooz4129e ||FF FF FF FF FF FF FF FF FF FF 00 00 FF FF FF FF
000241312 |02 65 00 eC 00 6F 00 RE 00 67 00 OF 00 D4 20 00) .e.l.o.n.g...?.
000241328 (|66 00 &9 00 BC 00 65 OO0 ZE 00 OO 00 74 00 78 00) £f.1.1.e..... t.x.
000241344 |01 6C 00 6F 00 G6E 00 &7 00 20 00 OF 00 D4 66 00) .1.o.n.g. ...E%.
000241360 |69 00 BC OO0 B3 00 20 00 BE OO0 OO0 00 61 00 6D OO 1.1.2. .n...a.m.
]

000241376 ||4C 4F 4E 47 46 49 FE 31 54 58 54 20 00 46 5D 88| LONGFI™ITET .F
000241392 (B2 2C B2 2C 00 00 AC 85 B2 2C 0A 00 5C 04 00 00 ?72..1E%...~...
000241408 (00 00 00 00 OO0 OO OO OO 00 OO OO0 OO0 00 00 00 00 &.eeenneennnnnn
0ooz41424 (00 00 00 00 00 OO OO OO 00 OO0 OO0 00 00 00 00 00 ) &..eevnnennnnnn
oooz41440 (00 00 00 OO0 OO0 OO OO OO OO0 OO OO OO0 DO OO0 00 00 & eennnninnnnnn
000241456 (00 00 00 00 OO0 OO OO OO 00 OO OO0 OO0 00 00 00 00 &.eeevnnennnnnn
000241472 (00 00 00 00 00 OO OO 0O 00 00 00 00 00 00 00 00 & vnninnnnnn
0ooZ2414858 (00 00 00 00 OO0 OO OO OO 00 OO OO OO OO0 OO0 00 OO0 @....eiennnnnnn

After deleting long file~.txt, the FDT is as the following chart:
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Dffset o1 2 3 4 5 8 7 B 9 10 11 12 13 14 15| Access™ | O,
000241152 |46 41 54 31 36 20 20 20 20 20 20 08 00 00 00 OO FAT1®E .....
000z24116d |00 OO0 OO0 0O 00 00 23 88 B2 2C 00 00 00 00 00 00 ...... #E, L

oooz41184 |46 49 4C 45 31 20 20 20 54 58 54 20 18 8B 2B 88 | FILEL TXT .71,
gooz41z00 Bz 2C B2 2C OO0 00 D2 82 B2 2C 02 00 DD 2E 00 00 272..9972,.7......

000241216 |43 20 20 20 20 20 20 20 20 20 20 10 00 06 3% 88  C _—l
000241232 |B2 2C B2 2C 00 00 34 88 B2 2C 08 00 00 00 00 00 | ?7..:88,...... 1
oooz41248 |54 55 52 42 4F 43 32 20 20 20 20 10 08 07 39 88 | TURBOCZ _—l
000241264 (B2 2C B2 2C 00 00 32 88 B2 2C 09 00 00 00 00 00| ?7..:82,...... 91

aooz412a80 5| 74 00 D0 0D FF FF FF FF FF FF OF 00 D4 FF FF| #%...
noooz4129e |FF FF FF FF FF FF FF FF FF FF 00 00 FF FF FF FF
oooz241312 £S5 00 BC 00 6F 00 GE 00 B7 00 OF 00 D4 20 00f #.1.0.n.9...7..
oooz41328 (e 00 &9 00 &C 00 65 OO0 2E 00 OO0 0O 74 00 78 00| f.1.1.e..... t.x.
n00z24135344 BC 00 6F 00 BE 00 67 00 20 00 OF 00 D4 66 00| & .o.n.g. ...5%.
000241360 |B% 00 6C OO0 &5 00 20 00 &E 0O 0O 0O 61 OO0 6D OOf i.l.e. .n...a.m.
000241376 4F 4E 47 46 49 7E 31 54 58 54 20 00 46 5D B38| $#NGFI~ITHT .F]I
000241392 |B2 2C B2 2C 00 00 AC 83 B2 2C 0A 00 5C 04 00 00f 77..1E ...~ ..%.
oooz41408 |41 52 00 o5 00 &3 00 79 00 &3 00 OF 00 21 6C 00  AR.e.c.v.c...!1l.
oooZ41424 |63 00 64 00 OO0 OO0 FF FF FF FF 00 00 FF FF FF FF  e.d... o
oooz41440 |52 45 43 59 43 4C 45 44 20 20 20 1e 00 20 78 48 | RECYCLED .. zH
000241456 |B3 2C B3 2C 00 00 79 48 B3 2C 11 00 00 00 00 00 ¥7..vH?...... 1.

After deleting the long file~. txt, in the file directory, only the first byte is changed into "E5SH", the
others are not. And so is the long filename, all the first byte of registration entries that describe
long file name are changed into "E5H". This "E5H" means this file was deleted. The operating
system would consider it already "has not existed". When the user requests this file, the operating
system will tell that this file does not exist.

And the correspongding FAT would not be changed. In fact, after the file is deleted, the space the
file covers is not really "released", it also exists in DATA. Let’s have a look at the corresponding
DATA before and after deletion:

Of fset o1 2 3 4 5 6 7 § 9 10 11 12 13 14 15| Access™™ | 9
gooz73szo0 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31| 1111111111111111
oooz73%3e 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31| 1111111111111111
oooz273952 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31| 1111111111111111
oooz73%es8 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31| 1111111111111111
oooz73984 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31| 1111111111111111
gooz74000 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31| 1111111111111111
goooz7401e | 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31| 1111111111111111
oooz74032 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31| 1111111111111111
oooz274048 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31| 1111111111111111
oooz274064 | 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31| 1111111111111111
oooz74080 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31| 1111111111111111
oooz740%9s | 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31| 1111111111111111
oooz74112 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31| 1111111111111111
oooz7412% 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31| 1111111111111111
oooz74144 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31| 1111111111111111
ooo274160 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31| 1111111111111111

In addition, the recycling bin is also changed. Because we do not delete any file or directory in the
logical disk, there is no sub-direcotry of Recycle Bin on the partition. When deleteing this file, the
system automatically establishes Recycle Bin sub-directory, which FDT content is as following
chart:
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Offset o1 2 3 4 5 B 7 g 910 11 12 13 14 15 Awess‘zg_gg
000241248 |54 55 52 42 4F 43 32 20 20 20 20 10 08 07 39 88  TURBOCZ el
000241264 |B2 2C B2 2C 00 00 3& 88 B2 2C 09 00 00 00 00 0O | ?7..:88,......
000241280 |E5 74 00 00 00 FF FF FF FF FF FF OF 00 D4 FF FF | #%...
nooz41z249e (FF FF FF FF FF FF FF FF FF FF 00 00 FF FF FF FF
000241312 |E5 65 00 &C 00 BF 00 GE 00 A7 00 OF 00 D4 20 00  $#.l.0.n.g...7.
000241328 (66 00 69 00 6C 00 65 00 ZE OO0 OO0 0O 74 00 78 00 f.i.l.e..... t.x.
000241344 |ES 6C 00 &F 00 BE 00 67 00 20 00 OF 00 D4 66 00| & .o.n.g. ...5%.
000241360 |69 00 6C OO0 65 00 20 00 BE OO0 00 OO0 61 00 6D 00 i.l.e. .;m...a.m.
000241376 |ES 4F 4E 47 46 49 7E 31 54 58 54 20 00 46 5D B8 | #NGFI~1TXT .F]I
000241392 |BZ 2C B2 2C 00 00 AC 83 B2 2C 0& 00 5C 04 00 00 ?7..1E%,..~...
oooz41408 |41 52 00 65 00 63 00 79 00 63 00 OF 00 21 eC 00| AR.e.c.yv.a...!1l.
nooz41424 |65 00 64 00 00 0O FF FF FF FF 00 00 FF FF FF FF| e.d... o o
000241440 |52 45 43 59 43 4C 45 44 20 20 20 1e 00 20 78 48| RECY¥CLED .. ¥H
nooz41456 |B3 2C B3 2C 00 00 79 48 B3 2C 11 00 00 00 00 0Of 77..vH?......
000241472 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 03] ...

When file registration entry of the deleted file in FDT has been marked with deletion (first letter
change to E5H), in Recycle Bin. It also makes an indicator that pointer to the first cluster of the
deleted file. Of course, only these information are not enough. When we restore the deleted files to
their original place, we can see much more information. Or you cannot make choice when
restoring.

The information is recorded in file INFO2, the reader who is interested may further analyze. If it is
complete deletion, there will be no file INFO2 in system. Then what about after restoring?

After files in Recycle Bin are restored, the file register entries are correspondingly changed as
"E5H" (deletion status), and files in FDT are returned to original status.

We can understand this deletion process like this: when the system is deleting files, it moves the
files to the Recycle Bin folder; then it overwrites the original FDT registration to "deletion" as
well as establishes a file similar to the log in the recycling bin folder, recording related operation
information; By this way, we may know some necessary information when we refer to the Recycle
Bin.

4. Contents deletion in FAT16

Simple deletion of sub-directory in FAT16 is only to make a deletion mark to FDT that decribes
sub-directory. All files and all records of sub-directories are not been changed, just as we
"move" the sub-directory to the Recycle Bin.

5. Fast high level format in FAT16 partition

Actually quick advanced format is completely deleting all files and sub-directories, for there will
not any more file or directory record in FDT and FAT, thus releasing the whole disk space.

Now let’s have a look at the changes of FDT and FAT because ofthe advancedformat. Before the
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quick format, the FDT content is as following chart:

0ffoet 0 1 2 3 4 5 6 7 8 910 11 12 13 14 15| Access'¥ | 4
000241152 (46 41 54 31 36 20 20 20 20 20 20 08 00 00 00 00| FATIE  .....
000241168 (00 00 OO0 0O 00 00 23 88 B2 2C 00 00 00 00 00 0O ...... #E, ...
000241184 |46 49 4C 45 31 20 20 20 54 58 54 20 18 8B 2B 88 | FILE1  TXT .71
000241200 (B2 2C Bz 2C 00 00 D2 82 B2 2C 02 00 DD 2E 00 00| 77..97..7....491
000241216 (43 20 20 20 20 20 20 20 20 20 20 10 00 06 39 88| C .9l
000241232 |B2 2C B2 2C 00 00 32 88 B2 2C 08 00 00 00 00 00| ?7..:8,.......
000241248 |54 55 52 42 4F 43 32 20 20 20 20 10 08 07 39 88 | TURBOCZ 91
000241264 |B2 2C B2 2C 00 00 32 88 B2 2C 009 00 00 00 00 00| ?7..: 8, ........
000241280 (ES 74 00 00 00 FF FF FF FF FF FF OF 00 D4 FF FF | 4% ..

000241296 FF FF FF FF FF FF FF FF FF FF 00 00 FF FF FF FF

000241312 |ES 65 00 AC 00 6F 00 6E 00 &7 00 OF 00 D4 20 00 ##.1.0.n.g...7..
000241328 66 00 9 00 AC 00 65 00 2E 00 OO 00 74 00 78 00 f.i.1l.e..... t.x
000241344 |ES &C 00 6F 00 6E 00 67 00 20 00 OF OO0 D4 66 00 8 .c.n.g g
000241360 (63 00 &C 00 &5 00 20 00 &E 00 OO0 00 &1 00 6D 00| i.l.e. .n...a.m.
000241376 (ES 4F 4E 47 46 49 7E 31 54 58 54 20 00 46 5D 88 | #NGFI~ITXT .F]I
000241392 |B2 2¢ B2 2C 00 00 6C 88 B2 2C DA 00 S5C 04 00 00| ?7..1E£,..~...xH.
000241408 |41 52 00 A5 00 63 00 79 00 &3 00 OF 00 21 6C 00 | AR.e.c.y.c...!l.
000241424 |65 00 4 00 00 00 FF FF FF FF 00 00 FF FF FF FF |e.d... ..
000241440 |52 45 43 59 43 40 45 44 20 20 20 16 00 20 78 48 | RECYCLED .. xH.
000241456 |B3 2C B3 2C 00 00 79 48 B3 2C 11 00 00 00 00 00| ?7..vH?...... 1M
000241472 (41 52 00 65 00 6C 00 65 00 61 00 OF OO0 1B 73 00| AR.e.l.2.8....5.
000241488 |65 00 00 00 FF FF FF FF FF FF 00 00 FF FF FF FF |e... ]
000241504 |52 45 4C 45 41 53 45 20 20 20 20 10 00 30 7C 4D | RELEASE ..O|M
000241520 |B3 2C B3 2C 00 00 70 4D B3 2C 0A 00 00 00 00 00| %,%,..MM%,......

After quick advanced format:

Of feet 001 2 3 4 5 6 7 8 910 11 12 13 14 15 Access¥ | 3
000241152 |46 41 54 31 36 20 20 20 20 20 20 08 00 00 00 00  FAT1eE .....
000241165 |00 00 00 00 00 OO DO 4D B3 2C 00 00 00 00D 00 OO0 | ...... B7......
000241164 |00 00 00 00 OO0 OO0 OO0 OO 00 00 00 00 00 00 00 00 +vver v vnevnen.
000241200 |00 00 00 00 00 00 0D OO0 00 00 00 00 00 00 00 00 | veveevnevnevnens
000241216 |00 00 00 00 00 00 Q0 OO0 00 00 00 00 00 00 00 00 | vvver v nevnevnenn
000241232 |00 00 00 00 00 00 00 OO 00 00 00 00 00 00 00 00 +.ver v vnnnnen.
000241248 |00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00 | vevee v nevnevnenn
000241264 |00 00 00 00 00 00 Q0 OO0 00 00 00 00 00 00 00 00 | vever v e vnnvnenn
000241280 |00 00 00 00 OO0 OO0 OO0 OO 00 00 00 00 00 00 00 00 +.verrnevnnvnens
000241296 |00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00 | v e vee v nevnnvnens
000241312 |00 00 00 00 00 00 QD OO0 00 00 00 00 00 00 00 00 | vever v e vnevnens
000241328 |00 00 00 00 00 00 00 OO 00 00 00 00 00 00 00 00 +.verr e vnevnen.
000241344 |00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00 | v e vee v nevnevnens
000241360 |00 00 00 00 00 00 Q0 OO0 00 00 00 00 00 00 00 00 | vever v e vnevnens
000241376 |00 00 00 00 00 00 00 OO 00 00 00 00 00 00 00 00 +.ver v e vnrnnen.
000241392 |00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00 | vevee v nevnevnens
000241408 |00 00 00 00 OO0 00 00 OO 00 00 00 00 00 00 00 00 +vver v vnnnnen.
000241424 |00 00 00 00 00 00 QOO OO 00 00 00 00 00 00 00 00 +vver v e vnevnen.
000241440 |00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00 | veveevnevneenens
000241456 |00 00 00 00 00 00 OO0 OO 00 00 00 00 00 00 00 00 «.ver v e vnnvnen.
000241472 (00 00 00 00D OO0 OO0 OO0 OO0 00 OO OO OO0 OO0 QD OO «.eueen.....l
000241488 |00 00 00 00 00 00D 00 OO0 00 00 00 00 00 00 00 00 | vevee v nevnnvnens
000241504 |00 00 00 00 OO0 00 OO OO 00 00 00 00 00 00 00 00 «vverr e vnevnen.
000241520 |00 00 OO0 00 OO0 OO0 00 OO0 00 00 00 00 00 00 00 00 vuverr e vnennens

After the quick advanced format, the system will clear all directory registration entries inclouding
recycle bin except a volume label (there is no data, naturally no deleted file or directory; recycling
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bin is unnecessary to exist; only for the first time simple deletion is executed, system will
automatically establish this directory).

Correspongdingly, before the quick advanced format the FAT content is as the following chart:

Offset
poopoos1z
poopoosz2s
000000544
0o00o0Ss0
0oo00o0S76e
ooooons9z
ooooooe0s
0O0000B24
000000&40
ooooo0eEe
0oO0000B72
0oooon&sEs
ooopoovo4g
0ooooo7z2o0
000000736
poopoovs2
0000007RE
ooooonve4d
ooopooeoon
0o00o0&16A
oooooneaz
poopooe4s
ooooon&AR4
pooooossn
poopooe9e
poooon91z
ooooon9za

After quick advanced format,

]
Fg
0o
11
19
21
29
31
39
41
49
a1
a4
61
By
71
79
g1
g4
91
94
Al
A9
Bl
B9
Ccl
9
D1

1
FF
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo

2
FF
0&
FF
14
22
2B
3z
J&
42
43
a2
=T
B2
BA
72
A
g2
82
az
9a
aAZ
A4
B2
Ba
cz
CA
Dz

&
FF
oo
FF
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo

4
03
0B
13
1B
23
ZB
Sjs
3B
43
4B
S8
5B
B3
BB
73
7B
g3
oB
93
9B
A3
AR
B3
BB
(B]
Ch
D3

the content of FAT is as following:

=)
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo

B
04
oc
14
1c
24
2C
34
3c
44
4C
24
ac
B4
ac
74
7C
g4
gc
94
ac
ad
AC
FF
BC
C4
cc
D4

7
aa
i
oo
aa
i
oo
aa
i
oo
aa
i
oo
aa
oo
oo
aa
oo
oo
aa
oo
oo
aa
FF
oo
aa
oo
oo

g
ns
0o
15
1D
25
20
55
3D
43
4D
i)
ab
65
el
73
7D
g5
gl
95
EJ
Fits]
AD
B3
BD
€5
CcD
D5

g
ao
oo
oo
ao
oo
oo
ao
oo
oo
ao
oo
oo
ao
oo
oo
ao
oo
oo
ao
oo
oo
ao
oo
oo
ao
oo
oo

10
o0&
0E
16
1E
260
ZE
36
JE
46
4E
=13
SE
B&
BE
7h
7E
g6
5E
96
9E
LB
AE
B&
BE
Ch
CE
D&

11
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo

12
o7
0oF
17
1F
27
2F
37
3F
47
4F
a7
SF
67
6F
77
7F
a7
aF
97
9F
L7
AF
B7
EF
c7
CF
D7

13
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
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s
10
15
20
28
30
38
40
45
50
g
&0
BE
70
78
g0
FF
a0
a8
a0
iR
EO
B&
co
Cg
Do
D&

15
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
FF
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo

ACCESS W | G
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Offset
poooons1z
ooooonsza
ooonons44
ooo0onseaED
ooooons7e
goooonsgz
oooooneoa
ooonoDeZ4
ooo0on&a40
ooono0es6
ooooona? 2
ooononess
goooonvo4
ooooon7zo
ooooonvae
ooooonysz
ooonon7es
ooooonve4
ooooooneoo
gooooneis
poooopasz
goooone4s
poononecd
goooonesn
ooooonesa
poopoon9glz

a
Fa
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao

FF
oo
aa
oo
aa
oo
oo
aa
oo
aa
oo
aa
oo
aa
oo
oo
aa
oo
aa
oo
aa
oo
aa
oo
oo
aa

FF
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo

5]
FF
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo

4
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao

3
aa
oo
aa
oo
aa
oo
oo
aa
oo
aa
oo
aa
oo
aa
oo
oo
aa
oo
aa
oo
aa
oo
aa
oo
oo
aa

]
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo

7
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo

g
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao

9
aa
oo
aa
oo
aa
oo
oo
aa
oo
aa
oo
aa
oo
aa
oo
oo
aa
oo
aa
oo
aa
oo
aa
oo
oo
aa

10
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo

11
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo

1z
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao
ao

13
oo
ao
oo
ao
oo
ao
ao
oo
ao
oo
ao
oo
ao
oo
ao
ao
oo
ao
oo
ao
oo
ao
oo
ao
ao
oo

14
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo

15
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo

Access WG]

We can see FAT is completely cleared. If files are saved incontinuously, it is very difficult to be

recovered.

Then, after quick advanced format, will the content of sub-directory exist yet? After quick
advanced format, FAT will definitely be zero, but file directory entrys of the sub-directory are
reserved. For example, the following chart is the content of sub-directory after quick advanced

format:
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Offset
oopzs9n72
oooz2s9088
oopz259104
000259120
000259136
ooo259152
000259168
ooozs9184
000259200
oonz259216
000259232
000259248
000259264
oooz259280
000259296
oopzso3lz
0002593248
000259344
000259360
000259376
0onz259492
000259408
oonz594:24
000259440
000259456

a
14
03
ac
03
oz
a9
ao
1c
ad
ao
ac
B4
7D
ao
ao
ao
ao
Fa
as
15
01
2C
2D
78
40

1
aa
oo
04
31
aa
04
aa
oo
fa)=]
aa
04
aa
oo
aa
30
aa
04
04
oo
aa
oo
oo
EE
aF
a0

2
10
oo
0z
24
50
BE
oo
41
BS
oo
0z
2B
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
1z
oo
1E

5
oo
oo
oo
oo
42
48
oo
40
6B
oo
oo
44
oo
oo
oo
oo
oo
oo
oo
an
oo
oo
&0
oo
F1

4
0&
ao
B3
b1
03
04
ao
F2
3D
ao
E5
C4
1E
B3
ao
ao
Fa
04
arF
oz
01
az
33
01
10

3
aa
oo
&E
24
aa
ns
aa
FF
g4
aa
a5
o9
oo
aa
oo
aa
04
aa
oo
04
oo
oo
BE
oo
aa

B
01
4B
87
03
SF
73
oo
Al
a7
24
1F
3E
oo
oo
oo
oo
oo
oo
oo
oo
oo
o7
6D
oo
oo

7
oo
oo
B3
oo
43
48
oo
oo
3B
oo
67
g4
oc
oo
oo
oo
oo
oo
F0
an
oo
FO
899
oo
oo

g
B9
ao
ao
24
o1
a9
ao
1c
a3
4C
ao
B4
ao
iF
ao
ao
03
ao
ac
oz
0z
24
2h
1E
FF

9
aa
40
aa
oo
04
04
aa
oo
4F
40
oo
aa
oo
aa
ao
aa
oo
04
oo
aa
oo
oo
ca
nc
FF

10
oF
F1
0B
43
61
74
oo
oc
oo
01
OE
oo
01
oo
oo
oo
oo
oo
oo
oo
oo
oo
oc
oo
oo

11
oo
FF
oo
42
42
48
oo
as
oo
oo
oo
oo
oo
oo
oo
g0
oo
oo
oo
an
oo
oo
D3
oo
oo

1z
03
oz
ao
15
158
04
ao
06
ao
oz
aF
ao
FF
82
ao
ao
ao
Fa
ao
01
1F
s
7z
ao
ao

13
oo
oo
oo
oo
oo
s
oo
oo
oo
oo
oo
oo
FF
40
80
oo
04
04
oo
oo
oo
s
93
oo
oo

14
oo
45
03
4B
&D
oo
oo
Da
oo
24
oF
oo
FF
oo
98
oo
oo
oo
06
oo
01
59
FF
37
FF

15
oo
oo
24
48
43
oo
oo
9E
oo
oo
g4
oo
FF
oo
40
g0
oo
oo
FO
an
FO
1C
oo

oo

Access W | 3]

.15.a%..5.CJ. .FH
.PI._H..aJ..mH

..nH..sH..tH....
LAETTLLLL L EmH
Mi=2[30......
...... S.L@....5%5.
= D |
d. VD] ...,
o
=T | ..
O....... 1...1ig
........... 1...1
e e
e e F
....... fE......1
............... |
P Y.l
-PREmm?TEE Y. ... ..
Bt eeeeeeen 7.
of.7...

From the chart we may see, after quick advanced format, contents under sub-directory are not
deleted; but there is no entrance record in FDT and FAT, so, for operating system, they do not exist.
Here we call out the contents of the cluster making use of some tool software to record the clusters
where them were before format; at the same time we may see the cluster of contents is not covered.
However, if we do not back up before format, how do we know in which clusters they are stored?
And how can we explain the contes of the cluster? So here we call out the past record, but this
does not mean we know their condition before the format. Actually, for operating system, quick
advanced format itself can not be reversed.

6.Full advanced format in FAT16 partition

After full advanced format, FDT and FAT of root directory definitely reset. Now let’s refer to the
difference between full format and quick format in processing sub-direcotry and data region.
Firstly, we create a file in this partition named “ABC”, whose contents are as followingchart:
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Filename |EM.|SEB |Cremed |MndMed |Accessed |Aﬁr|
Deleted Ohbjects

|| 20K
Offset | 0 1 2 3 4 5 6 7 8 910 11 12 13 14 15| Awessw | 5
000257536 |2E 20 20 20 20 20 20 20 20 20 20 10 00 55 30 51 . .00
000257552 B3 2C B3 2C 00 00 31 51 B3 2C 02 00 00 00 00 00| %,%,..10%,......
000257568 |2E 2E 20 20 20 20 20 20 20 20 20 10 00 55 30 51 .. ..1u0Q

000257584 | B3 2C B3 2C 00 00 31 51 B3 2C 00 00 00 0O 0O 0O 3,3,..10%,......
000257600 |00 00 00 00 OO0 OO0 OO0 00 OO0 00 00 00 00 00 00 00 oo enennnnns
000257616 |00 00 00 00 OO OO OO 00 OO0 OO0 00 00 00 00 00 00 ... ennnnnnnns
000257632 |00 00 00 OO0 OO OO OO OO0 OO0 OO0 OO0 00 00 00 00 00 & enninninnnnnn
000257648 |00 00 OO0 OO0 OO OO OO OO0 OO OO OO 0O 00 00 00 00 & enninnnnnnnnn
000257664 |00 00 00 00 OO OO OO OO0 OO0 OO0 00 00 00 00 00 00 oo ennnnnnnn
000257630 |00 00 OO0 OO0 OO OO OO OO0 00 OO0 OO0 00 00 00 00 00 @ enninnnnnn
000257696 |00 00 00 OO0 OO OO OO OO0 OO0 OO0 OO0 00 00 00 00 00 & enennnnnnnn
000257712 |00 00 00 00 OO0 OO OO 00 OO0 OO0 00 00 00 00 00 00 &..eienninnnnnn
000257725 |00 00 00 00 OO0 OO0 00 00 00 00 00 00 00 00 00 000 ..o enennnnns

After full format, the content of “ABC” is:

Filename |EM.|SEB |Cremed |MndMed |Accessed |Aﬁr|
Deleted Ohbjects
a0 || 2oka| 10:0... 10:0... J05-18-2002] |
Offset o1 2 3 4 5 & 7 g 9 10 11 12 13 14 15 Amessz;J_Qd
000257536 | 2E 20 20 20 20 20 20 20 20 20 20 10 OO 55 30 51 . LLL0g
000257552 | B3 2C B3 2ZC 00 00 31 51 B3 2C 02 00 00 0O 00 0O =, % ..10%,......
000257568 | 2E ZE 20 Z0 20 20 20 20 20 20 20 10 00 55 30 51 .. 00

000257584 | B3 2C B3 2C 00 00 31 51 B3 2C 00 00 00 0O 0O 0O 3,3,..10%,......
000257600 |00 00 00 00 OO0 OO0 OO0 00 OO0 00 00 00 00 00 00 00 oo enennnnns
000257616 |00 00 00 00 OO OO OO 00 OO0 OO0 00 00 00 00 00 00 ... ennnnnnnns
000257632 |00 00 00 OO0 OO OO OO OO0 OO0 OO0 OO0 00 00 00 00 00 & enninninnnnnn
000257648 |00 00 OO0 OO0 OO OO OO OO0 OO OO OO 0O 00 00 00 00 & enninnnnnnnnn
000257664 |00 00 00 00 OO OO OO OO0 OO0 OO0 00 00 00 00 00 00 oo ennnnnnnn
000257630 |00 00 OO0 OO0 OO OO OO OO0 00 OO0 OO0 00 00 00 00 00 @ enninnnnnn
000257696 |00 00 00 OO0 OO OO OO OO0 OO0 OO0 OO0 00 00 00 00 00 & enennnnnnnn
000257712 |00 00 00 00 OO0 OO OO 00 OO0 OO0 00 00 00 00 00 00 &..eienninnnnnn
000257725 |00 00 00 00 OO0 OO0 00 00 00 00 00 00 00 00 00 000 ..o enennnnns

Obviously, neither of full format and quick format changes the contents of sub-directory.
In addition,full format doesn’t change the file contents.

7.Searching files in FAT16 partition

Let’s see a boot sector (start sector is DBR) in FAT16 after advanced format. The OEM mark is
MSWINS.0.
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79500402176 EB 3C 90 4D 53 44 4F 53 35 2E 30 00 02 04 01 00| ?5%SDOS5.0.....
798900402192 02 00 02 00 OO0 F8 EB 00 3F 00 FF 00 3F 00 OO0 00 ..... P L7
79500402208 10 AD 03 00 80 00 29 3A& E2 60 10 4E 4F 20 4E 41 .7.01.7:£).HM0 NA
79900402224 D 45 20 20 20 20 46 41 54 31 36 20 20 20 33 C9 | ME FAT16 31
79800402240 8E D1 BC FO 7B 8E D9 BS 00 20 8E 0 FC BD 00 7C | #3&{k? & .|
79900402256 38 4E 24 7D 24 8B C1 99 EB 3C 01 72 1C 83 EB 3A | BNS)SHEEE<.r. 1%
79800402272 66 Al 1C 7C 26 66 3B 07 26 BA 57 FC 75 06 80 CA | £7|&F;:. 585 .11
79900402288 02 88 56 02 80 C3 10 73 EB 33 CY 8A 46 10 98 F7 | .#4.17s7f5F 5%
79900402304 66 16 03 46 1C 13 56 1E 03 46 OE 13 D1 8B 76 11 £..F..V..F..#8v.
798900402320 60 89 46 FC 89 56 FE BE§ 20 00 F7 E6 8B SE OB 03 " YR&FV . REME..
798900402336 C3 48 F7 F3 01 46 FC 11 4E FE 61 BF 00 00 E6 Ef | @B .F?N= 7. 4
795900402352 00 72 39 26 38 2D 74 17 60 Bl OB BE A1 7D F3 A6 | .r9&8-t. 7/R1b%
79900402368 61 74 32 4E 74 09 83 C7 20 3B FB 72 E6 EB DC AD | atZNt.|n ;@GIHER
79500402384 FE 7D B4 7D 8B FO AC 95 40 74 OC 48 74 13 B4 0F | @EEEEEmEet.Ht.?
79900402400 BB 07 00 €D 10 EB EF A0 FD 7D EB E6 A0 FC 7D EB | ?.7RH3E }B&4E 11
79500402416 E1 ¢D 16 CD 19 26 8B 55 1a 52 BO 01 BE 00 00 E& S .7&6%.R77.1
79900402432 3B 00 72 E8 5B 8A 56 24 BE 0B 7C BB FC C7 46 FO | ;.rES3857 | MASEI
79500402448 3D 7D C7 46 F4 29 7D 8 D9 89 4E F2 89 4E F6 C6 | =1357 B IEENE
79900402464 06 96 7D CB EA 03 00 00 20 OF B6 CB 66 BB 46 FB | AR ... .FECHEI
79900402480 66 03 46 1C 66 8B DO 66 C1 EA 10 EB SE OF B6 C8 | £.F.firms .18 . &
79500402496 44 43 BA 46 OD 32 E4 F7 E2 03 46 FC 13 56 FE EB | JJEE.2@07F?V
79900402512 4& 52 50 06 53 6A 01 6& 10 91 BB 46 18 96 92 33 | JRP.Sj.].H%F.&l3
79900402528 D2 F7 F6 91 F7 F6 42 87 CA F7 76 1A 84 F2 8 EG | o4 iEBSE0EEs . (ko
79900402544 0O CC 02 O& CC BS 01 02 80 7E 02 OE 75 04 B4 42 | 8. .ik. .17, 0. &
79500402560 8B F4 BA 56 24 CD 13 61 61 72 OB 40 75 01 42 03 | g#8S7aar.@u.B.
79900402576/ SE OB 49 75 06 FB C3 41 BB 00 00 60 66 6A 00 EB | ~.Iu. A7. Fj.l
79800402592 BO 4E 54 4C 44 52 20 20 20 20 20 20 0D O& 4E 54 JETLDR ..NT
79900402608 4C 44 52 20 69 73 20 6D 69 73 73 69 6E 67 FF 0D | LDR ic missing
79500402624 0A 44 69 73 6B 20 65 72 72 6F 72 FF 0D 0& 50 72 | .Disk error ..Pr
79900402640 65 73 73 20 61 6E 79 20 6B 65 79 20 74 6F 20 72 | ess any key to r
79900402656 65 73 74 61 72 74 0D OA 00 00 00 00 00 00 OO0 00 estart..........
79500402672 00 00 00 00 OO 00 OO0 OO0 00 00 00 AC BF CC 55 BA | ........... -y |

From the chart we can see, the parameters of file system are all record in BPB parameter table of
DBR; with the parameter table, system can locate FAT, FDT and DATA. The meaning of the
parameters is shown in the following chart:

Another way to express:
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x|
Offset Title Yalue

1] JMP instruction EB 3C 40
OEM MSDOSS.0]

BIOS Parameter Block

11 Bytes per sector a12

13 Sectars per cluster 4

14 Resened sectors 1

16 Mumhber of FATS 2

17 Root entries a12

149 Sectors (under 32 MA) n

21 Media descriptar (hex) Fa

22 Sectars per FAT 234

24 Sectors pertrack 63

26 Heads 24845

28 Hidden sectors 63

32 Sectors (over 32 MB) 240912

36 BIOS drive hex, HD=8x) a0

ar (Lnused) N

aa Ext. boot signature (29h) 29

a4 Yolurme serial number (decimal |274784826

] Yolume serial number (hex IAEZBOO

43 Yolume label MO MAME

a4 File system FAT16

510 Signature {55 A a8 AA

We have known that system can divide all sectors located in the same cylinder into a partition with
cylinder as the division surface in partition. System manages partition in 5 regions. There is no
special rule between the 5 regions and partition, thus the numbler of DATA sectors is probably not
a integer; in other words, when executing the cluster manament of DATA, the last several sectors
do not rightly form a cluster. So the system can not execute cluster management to these secotrs.
By WinHex, we call them residual sectors.Now let’s see how systerm divide and organize the 5
regions:

Firstly, when formating, system will calculate that how many sectors should be covered by FAT,
that is how many sectors should be allocated to FAT. As the following chart, we have known the
number of sum sectors, reserved sectors and covered secotrs by FDT, thus we can calculate the
number of FAT sectors and DATA sectors.

Feserved sectorz=M | FaTi=7? | FATZ=FATl | FDT=N | DATL=7 ] Spare szectors

Total sectors

Obviously, FAT sector number has a close relationship with DATA sector number. Because the
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more FAT occupies, the less DATA does, thus there need not so large FAT; while FAT reduces,
DATA enlarges, and FAT should be larger; so there is a balance point. According to the balance
point, we can get the most reasonable assignment (the most optimal principle), thus getting a
formula to calculate the FAT length:

(Total sectorz)-(Reserved sectorsz)—(FAT sectorz)- (FDT zectors)
[( x2) +4d]

Sectors per cluster

b1Z

FAT sectors =

FAT sectors= {[(Total sectors — Reserved sectors — FAT sectors*2 — FDT sectors)/512]*2 + 4}/512
The formula is a quite complex one, here is just an example. Because calculates manually quite
complex, here does not calculate the best assignment, only carries on the confirmation. Actually
when some systems formatted small partition, because FAT is small, directly uses the sector total
and each cluster of sector number to calculate FAT is also a good and convenient way.

FAT16 partition example:

FAT= {[(240912-1-235%*2-32)/4]*2+4}/512=234.7822, take an integer 235. Then there is a
problem, if the FAT sector number is too big, the manageable DATA sectors certainly surpasses
the actual size of DATA region. Will it write in the data to the outside the DATA region? Of course,
system will not have this problem, for it does not use all FAT last sectors but uses part that adapts
with DATA. According to the computation, we can obtain the relations among regions as
following:

Reserved sectors=1 | FAT1=236 | Fa12=236 | FD1=32 | Dala= | Spare sectors

Total =sectors

In addition, please note that in practice, the length of FAT often does not meet the optimal
principle. If thus, we need just manage according to the actual size, for it does not affect much.

Reserved sectors, FAT and FDT are recorded in DBR.According to these parameters the entrance
of each region can be determined. The FDT records parameters of sub-directory or files under the
root directory. According to these parameters, it may determine the first cluster of file or direcotry
in DATA region and the start point of cluster chain in FAT. Then, make use of the cluster chain in
FAT to track the file or direcotry in DATA until the file or directory ends. Thus we can know the
whole file/directory storage situation in disk. Thereinto, in FAT, there are different situations in
file registration, such as backwards, forwards and cross record; this may be have something with
the order that the system finds the free cluster when writing files. Here is an example of a file
composed by two clusteres:
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bazez FAT find next clu

bazez FAT szhow file end

copfirm cluster #

N

ster

MBE | DER | Eezerwved =sectoraz| FATI

FaT2

FDT=32

DATA

Spare zectora

confirm start zectors

In practice, system manages files and directories in this way. Also we may see that DATA is a very
special region, it only has start and end point; the region itself does not have any relation with the
file or directory. DATA only records the data, as for relation among the data, it is explained by
FDT and FAT. There are only FDT and FAT as the entrance of DATA region, therefore, FDT and
FAT are extremely important to the DATA region. If FDT and FAT are destroyed, it is unable to
explain the actual meaning of data in DATA. It is system’s responsibility to explain them.
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VII. Management of FAT32 file system
1.Root directory management in FAT32 partition

First here is a simple introduction of FDT:

All files/folders in FAT32 have corresponding file entries record in FDT, each file entry records
important information of the file/folder (including: file or folder, long filename or short filename,
start cluster, the create time, the capacity of file/folder and so on); the file system of operating
system searches and localizes corresponding file/folder according to the file information in FDT
of each partition. Under FAT32, size of each FDT is 32 bytes.

FAT32 root directory management includes management of files with short and long filename, and

management of direcotories under root directory..

Management of files with short filename
Here is an introduction of management of files with short filename. Take an example of searching
a file with short filename (test.txt) under root directory:
After reating or copying file test.txt in FAT32 partition, use utility software to view the BPB
parameter of this partition:

x
= R e = SIS ;I
] Sectors per cluster a
E Reszerved sectors a4
10 Mumber of FAT 2
11 Foot entries [unuzed] 0
13 Sectorz [on small volume |0
15 bedia descriptor [hes] Fa
16 Sectars per FAT [zmall » |0
18 Sectorz per brack B3
14 Heads: 265
1C Hidden sactors 2040285
20 Sectorz [on large volume |4098575
FAT32 Section
24 Sectors per FAT 3393
28 Flags 0
2 Werzion n
2C Foot dir 1zt cluster E | o
a0 FSlnfo zectar 1
32 Backup boot sector G
ch| [Fezered) 00 00 00 00 00 00 00 00 00 00 00 00
40 BIOS drive [hex, HD=8x] IEEI LI
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From the chart we may know the start cluster of FDT is 2,
Here is a formula to calculate the FDT start sector:
FDT start sector = reserved sector number + sector number in each FAT * FAT number + (FDT

start cluster - 2) * sector number of each cluster.

By the formula we may obtain the start sector of FDT = 8024 sector.

Examining 8024 sector content:

Df f=et n1 2 3 4
O03EBOOD | [E4 45 53 54 44
003EBO10 |00 OO0 0O 00 00
003EBOZ0 |ES 6D 00 65 00
O03EBOD3O0 |78 00 74 00 00
003EBO40 | ES 4E 00 &5 00
O003EBOSO | 78 00 74 00 20
O003EBOGD | ES 45 57 54 45
O03EBO7O0 | AB 34 AB 34 00
O03EBOSO0 | 54 45 53 54 20
O03EBO90 | AB 34 AB 34 00
O03EBOAD |00 OO0 0O 00 0O
O03EBOEOD |00 00 0O 00 00
003EBOCO |00 OO0 0O 00 00
003EBODO | 00 OO0 0O 00 0O
O03EBOED |00 00 0O 00 00
O003EBOFO |00 OO0 00 00 0O
O03EB100 |00 00 00 00 0o
003EB110 |00 OO0 0O 00 00
O03EB120 |00 00 00 00 0o
0O03EB130 |00 00 00 00 0o
O003EB140 |00 00 00 00 00
O03EB150 |00 00 00 00 00
003EB160 |00 OO0 00 00 0O
O003EB170 |00 00 0O 00 00
003EB180 |00 OO0 00 00 00

<

5

49
oa
EE
oa
7
on
58
on
20
on
oa
on
oa
nn
on
nn
on
na
on
oa
on
oa
nn
on
nn

6 7

53 4B
58 83
oo 74
FF FF
0o 2o
44 00
7E 31
C5 83
20 20
E8 23
oo oo
0o aa
oo oo
0o oo
0o aa
0o oo
0o aa
oo oo
0o aa
oo oo
0o aa
oo oo
0o oo
0o aa
0o oo

g

20
LB
on
FF
nn
6F
54
AB
54
AB
oa
on
oa
nn
on
nn
on
na
on
oa
on
oa
nn
on
nn

9

20
31
2E
FF
24
oo
28
4
58
4
oa
oo
oa
|
oo
|
oo
oo
oo
oa
oo
oa
|
oo
oo

4 B C D E F

20 08 00 00 00 00
oo oo oo oo ao oa
oo OF 00 9F 74 00
oo oo FF FF FF FF
0o oF 00 9F &5 00
oo o0 63 00 75 00
54 20 00 59 C4 83
oo o0 00 o0 ao o0
54 20 18 59 C4 83
03 00 60 D7 13
oo oo oo oo ao
oo o0 0o oo ao
oo oo oo oo ao
oo oo 0o oo oo
oo o0 0o oo ao
oo oo 0o oo oo
oo o0 0o oo ao
oo oo oo oo oo
oo o0 0o oo ao
oo oo oo oo ao
oo oo 0o oo
oo oo oo oo
oo oo 0o oo
oo oo 0o oo
0o oo 00 oo

=10l x|

focess W | G | ﬂ

TESTDISK ... .. _J
...... 4 71
am.e.n.t.. ... 1t.
=t VVEY. YV
aN.ew. T...le.
x.t. .D.o...c.u.
AEWTEX~1TET . YAl
«4«4..§|«4 ......
TEST TET .Yal
cedecd | EQed . T

| »

Thereinto the first entry is the partition volume label, search test.txt in the FDT downwards, we
can find registration entry of file test.txt in offset 003EB08O.

O03EE0NSD
O03EENS0

54 45 53 54 20 20 20 20
AB 34 AB 34 00 00 E8 83 AE 34 03 00 &0 D7 13 00

54 53 54 20 18 59 C4 B3| TEST

Contents and the meaning of directory entry

TET YAl

cederd | Eleed . THL

Offset bytes Meanings
0~7 8 Filename
8~10 3 Extended name

11 1 Attribute byte

12~21 10 Reserved

22 ~ 23 Create time

24 ~ 25 File date

26 ~ 27 First cluster number
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28 ~31

4

File length

Refering to the above table, from this FDT we may know: length of test.txt is 1270K; the start
cluster number is 3rd cluster; from DBR, reserved sector number =38; FAT number = 2, each FAT
length =3993 sectors, so the DATA start sector is 38+2*3993=8024; each cluster has 8 sectors.
The corresponding sector of the 3rd cluster is 8032rd sector; this sector content is as following

chart:

mWeH:l
Offast 01 2 3 465 6 7 8 9 A B CDE F| dccessw | 5[ |2
Q03ECO00 74 68 69 73 20 61 20 74 65 Y3 74 20 74 68 569 73| thi= a te=t this
O03ECO10 20 61 20 74 &5 73 74 20 74 BB 89 73 20 A1 20 74 a test thi= a t
Q03ECOZ0 65 Y3 74 20 Y4 68 69 73 20 61 20 74 65 73 74 20| est this a test
Q03ECO30 74 68 69 73 20 61 20 74 65 Y3 74 20 74 68 569 73| thi= a te=t this
O03ECO40 20 61 20 74 &5 73 74 20 74 BB 89 73 20 A1 20 74 a test thi= a t
003ECOS0 65 73 Y4 0 Y4 63 B9 73 20 B1 20 Y4 65 Y3 Y4 20 e=t this a test
Q03ECORD 74 68 69 73 20 61 20 74 65 73 74 20 74 68 569 73| thi=z a te=st this
Q03ECO70 20 61 20 74 o5 73 74 20 74 68 09 73 Z0 61 20 74 a test thi= a t
Q03ECO80 65 73 Y4 20 Y4 63 B9 73 20 B1 20 Y4 65 Y3 Y4 20 e=t this a test
QN3ECO90 74 68 69 73 20 61 20 74 65 73 Y4 20 74 68 69 73| this= a te=st this
Q03ECOAD 20 61 20 74 o5 73 74 20 74 68 09 73 Z0 61 20 74 a test thi= a t
O03ECOED 65 73 74 20 74 RB B9 73 20 K1 20 74 65 73 74 20| e=st thiz a test
QN3ECOCO 74 68 69 73 20 61 20 74 65 73 Y4 20 74 68 69 73| this= a te=st this
Q03ECODO 20 61 20 74 o5 73 74 20 74 68 09 73 Z0 61 20 74 a test thi= a t
Q03ECOED 65 73 74 20 74 68 69 73 20 61 20 74 65 73 74 20| est thiz a test
Q03ECOFD 74 68 69 Y3 20 61 20 74 A5 VI Y4 20 Y4 68 69 73 thi= a test this
Q03EC1N0 20 61 20 74 o5 73 74 20 74 B8 89 73 Z0 61 20 74 a test this= a t
Q03EC110 65 73 74 Z0 74 68 69 73 20 61 20 74 65 73 74 20| est this a test
A03EC120 74 68 69 Y3 20 61 20 74 A5 V3 Y4 20 Y4 68 69 73 thi= a test this
QN3EC130 20 61 20 74 o5 73 74 20 74 B8 89 73 Z0 61 20 74 a test thi= a t
Q03EC140 65 73 74 Z0 74 68 69 73 20 61 20 74 65 73 74 20| est thisz a test
O03EC1ED0 74 BB B9 73 20 A1 20 74 A5 73 74 20 74 BB B89 73| thi= a te=t this
AN3EC1RO 20 61 20 74 o5 73 74 20 74 B8 89 73 Z0 61 20 74 a test thi= a t
Q03ECL7?O 65 73 74 Z0 74 68 69 73 20 61 20 74 65 73 74 20| est thisz a test
Q03EC1a80 74 B8 69 73 20 61 20 74 65 73 74 20 74 68 69 73| thi=z a te=t this
003EC190 20 61 20 Y4 &5 73 74 20 74 68 69 73 Z0 61 20 74 a te=st thi= a t
Q03ECLAD 65 73 74 Z0 74 68 69 73 20 61 20 74 g5 73 74 20| est this a test
Q03ECLED 74 68 69 73 20 61 20 74 65 Y3 74 20 74 68 569 73| thi= a te=t this
003EC1Ch 20 61 20 74 &5 73 74 20 74 68 69 73 Z0 61 20 V4 a te=st thi= a t :j

Sectar 8032 of 4096575 { Dffzet: 3ECDDEII =11EI Block: m'aI Size: n.-"aI

Now, let’s search the sector position of next cluster:

In FAT32, record of each cluster in FAT takes 4 bytes, so the corresponding offset address of the

3rd cluster in FAT is: 4*3 the =12 bytes. Here is the FAT content:

Qf f ==t

oooo01945e
oooon19472
oooool943s
oooo019s04
ooooa1asz2o
0000013536
ooooo19ss2
oooon1l9tes
0000019534

0

Fa
0&
09
oo
11
15
19
1D
21

1

FF
oo
oo
oo
oo
oo
oo
oo
oo

2

FF
oo
oo
oo
oo
oo
oo
oo
oo

oF
oo
oo
oo
oo
oo
oo
oo
oo

FF
0&
04
0E
12
16
14
1E
22

FF
oo
oo
oo
oo
oo
oo
oo
oo

FF
oo
oo
oo
oo
oo
oo
oo
oo

FF
oo
oo
oo
oo
oo
oo
oo
oo

FF
07
OB
oF
13
17
1E
1F
23

FF
oo
oo
oo
oo
oo
oo
oo
oo

10

FF
oo
oo
oo
oo
oo
oo
oo
oo

11 12 13 14 15

0OF
oo
oo
oo
oo
oo
oo
oo
oo

0a
oc
10
14
18
1cC
20
24

oo
oo
oo
oo
oo
oo
oo
oo

oo
oo
oo
oo
oo
oo
oo
oo

(B4 oo 0o oo

M+ 00 00 00

oo
oo
oo
oo
oo
oo
oo
oo
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The beginning 4 bytes of offset 12 is “04 00 00 00”. Record of each cluster records cluster number
of the next cluster; for high order is afterward, the next cluster of test.txt is stored in the 04 cluster
in the partition; from offset 04*4=16, the first 4 bytes are “05 00 00 00", so the following files are
saved in 05 cluster; by this method, the last cluster of the file in FAT cluster record is “FF FF FF
OF”, then the FAT chain of test.txt comes to the end:

Offset | 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15| Acess ¥ | 3
0000018528 19 00 00 00 1A 00 00 00 | FF_FF_FF _OF|FF FF FF OF | ........ T
0000018544 FF FF FF OF FF FF FF OF 00 00 00 00 00 00 00 00 | §§%. 99%. ... L. .
0000018560 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00| ................
0000018576 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00| .. ..............
0000018592 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00| ................
0000018608 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00| .. ..............
0000018624 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00| .. ..............
0000018640 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00| ................

Aanannd nere e T R e N B e B N B N B e N B T I R B e T B e K T e R I e N e B e R B e Ry}

Management of the long filename file

File registration entry in FDT only reserved 8 bytes for the filename, 3 bytes for extension name
(8.3 form for short), so we call it long filename file whose filename scales out.

In FAT32, if it is a short filename, then it can be saved in 32 byte dircotry entry of 8.3 form. When
creating a long filename, there are following 3 principles for saving its corresponding short
filename:

1. To take the first 6 characters of the long filename, add “~1” to form the short filename, its
extension is unchanged;

2. If there has been a file with this filename, the number after “~” will be automatically increased,
like“~2";

3. If there is invalid character of DOS and Windows3.x, use underline “_" to instead.

When some directory entry is used as a long filename directory, its attribute byte is OFH, saving
13 bytes. A long filename needs more than one directory registration entries. By above storage
method, in DOS or Windows3.x, we can only see its corresponding short filename, completely
neglecting the long filename. When Windows application requests filename via operating system ,
Windows will assign different filenames according to attributes of the application - 16 bit
application gets filenames of 8.3 form, 32 bit application gets long filenames.

Here’s an example to analyze its management. To establish a “long file test long filel long file2
long file3 long file4 long file5 long file6 long file7 long file8 long file9 long file10 long file11”
file, the sector content in FDT is as following chart:
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OD3EBOFO | AC 34 AC 34 00 00 C5 SC AC 34 00 00 00 00 0O OO
00ZEB100 | 4C &C 00 6% 00 31 00 31 00 ZE OO0 |OFj00 D4 74 00
00EB110 |78 00 74 00 OO 00 FF FF FF FF 00 |00|FF FF FF FF
003EB120 OB &C 00 &5 00 31 00 30 OO0 20 OO |OF)j0O0 D4 20 0O
003EEB130 |eC 00 oF 00 6E 00 67 00 20 00 00 |00|&ee OO &9 0O
003EE140 ' 0OA &% 00 oC 00 65 00 39 00 20 0O |OF)O0 D4 20 0O
003EEB150 |eC 00 oF 00 6E 00 67 00 20 00 00 |00|6e OO &9 OO
003EB160 |09 &6 00 &9 00 &C 00 &5 OO0 38 00 |0OF| 00 D4 20 0O
00ZEB170 | 20 00 &C 00 6F 00 6E 00 &7 00 00|00|20 00 &6 0O
003EB180 |08 20 00 &6 00 &5 00 &C OO0 &5 OO0 |OF| 00 D4 37 0O
003EB1%0 | 20 00 20 00 &C 00 6F 00 6&E 00 00 |00)&67 00 20 0O
003EB140 |07 &7 00 20 00 &6 00 &9 00 &C 00 |OF| 00 D4 &5 0O
003EE1BO | 36 00 20 00 20 00 &C 00 6&F 00 0O |0O)6E 00 &7 OO
003EB1CO |06 &E 00 &7 00 20 00 66 00 69 00 |0F| 00 D4 &C 0O
003EB1DO | 65 00 35 00 20 00 20 00 &C 00 OO |0O)&6F 0O &E 0O
00ZEB1E0 |05 &F 00 6E 00 &7 00 20 00 &6 00 |OF| 00 D4 69 0O
003EB1F0 | &C 00 &5 00 34 00 20 00 20 00 0O |00)&eC OO0 &F OO
00ZEB200 04 &C 00 6F 00 6E 00 &7 0O 20 00 |OF|00 D4 66 0O
003EB210 |69 00 ®C OO0 &5 OO 33 00 20 00 OO0 |00)20 OO0 &C OO
00EB220 |03 20 00 eC 00 &F 00 6E 00 &7 00 |OF| 00 D4 20 0O
003EB230 |66 00 &9 00 &C 00 65 00 32 00 00 |00|20 0O 20 OO
002EB240 |02 74 00 20 00 &C 00 6F 00 &E 00 |OF| 00 D4 &7 0O
003EB250 | 20 00 &6 00 69 00 6C OO0 &5 00 0O0|0O)31 OO 20 OO
003EB260 |01 &C 00 &F 00 &E 00 &7 00 20 00 |OF)|00 D4 &6 0O
003EB270 |69 00 oC 00 65 00 20 00 74 00 00 |00)65 0O 73 0O
D03EB280 | 4C 4F 4E 47 46 49 7E 31 54 58 54 |20]00 27 C4 5C
O03EB2%0 | AC 34 AC 34 00 00 F3 5C AC 34 41 01 CO AE 27 O

Analyze downwards long filename registration entry the file covers:

The FDT registration entry that last describes long filename is at the very beginning. Its attribute
byte is “OFH” (in red frames). This is for distinguishing different file or directory registration
entries. This registration entry with an end mark is the tail of long filename registration entry. To
search downwards till the end of long filename registration entry, the closely followed first
registration entry of the short filename is the correspongding short filename, which is described
as“LONGFI~1TXT” (in red frames). From the first long filename before short filename, forwards
to the end of long filename registration entry, it is correspongding long file. We can view the file’s
location and data in FAT table, DATA region via this file’s short filename registration entry
(“LONGFI~1TXT").

Problems and notes of long filename:

Although Windows95 and its superior system realize the compatibility of long filename and DOS,
Windows3.x via above method, there are also several problems:

1. When changing the name of created long filename or deleting the filename, it will be lost, and
the long filename directory entry space is also unable to be taken back. Because files track and
manage mainly by short filename, the long filename exists adhereing the short filename.

2. If run 16 bits application, when changing a filename, the corresponding long filename will be
lost.

3. The directory registration entry that long filename uses must be continual, frequently creating
and deleting long filename may cause massive disk fragments.
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Therefore do not create long filename under root directory unless you have to. You can run disk
defragment frequently, and recycle lost directory registration entry.

2. Management of sub-directory in FAT32

Besides establishing the file directly in logical drive root directory, we may also establish the
inferior directory, which is called sub-directory of the root directory. So called sub-directory and
parental directory are relative: a parental directory may have many sub-directories, while a
sub-directory has only one parental directory. Under the sub-directory of root directory, we may
create more inferior sub-directories, thus forming a directory tree. For directories under root
directory, its entrance still exists in root directory. .

To establish a long filename sub-directory “test folder” under the FAT32 root directory, the
registration entry in root directory FDT are as following chart:

Offset | 0 1 2 3 4 5 & 7 39101112131415.4&3:&357'3‘[

000819096 | 54 45 53 54 20 44 49 53 4B 20 20 08 00 00 00 00| TEST DISK .....

0008190112 00 00 00 00 00 00 1B 53 B2 34 00 00 00 00 00 00 24

0oo0gl7elas |41 ¥4 00 &5 00 73 Q0 74 00 Z0 00 OF OO0 &8C ee OO | At.e.s=.t. ... 0.
000819144 |6F 00 &C OO0 &4 00 &5 0O 72 00 00 00 OO 00 FF FF |o.l.d.e.x..... vy
0008196160 |54 45 53 54 46 4F 7E 31 20 20 20 10 OO0 %& 23 53 | TESTFO~1 . 1ES
0008196176 | B2 34 B2 34 00 00 24 53 B2 34 03 00 00 00 00 00| *4*4..55%4......

0008196192 | 42 20 00 49 00 &E 00 66 OO0 &6F 00 QF OO0 72 72 00| B .I.n.f.0.. . rr.
0008196208 | 6D 00 &1 OO0 74 00 &9 00 &F 00 00 00 &E OO0 00 00 | m.&a.t.1.0...0. ..
0008196224 | 01 53 00 79 00 73 00 74 00 65 00 OF OO0 72 6D 00| .S.y.=.t. & . . rm.

From the chart we may see, the sub-directory management completely complies with the FAT32
long filename management rule.

From this file’s registration entry, we may know the start cluster of “test folder” is located in
cluster “00000003”. Here is an examination of its content:

Offeet | 0 1 2 3 4 5 & 7 8 910 11 12 13 14 15| Access W a)
000820019 | ZE 20 20 20 20 20 20 20 20 20 20 10 00 96 23 53| . L 1ES
oooEzZ00208 BZ 34 BZ 34 00 00 24 53 B2 34 03 00 00 00 0O OO0 *4°4. .35°4. ...
0008200224 | 2ZE ZE 20 20 20 20 20 20 20 20 20 10 00 396 23 53 . 1¥S

0ooEz00240 B2 34 B2 34 00 00 24 53 B2 34 00 00 OO0 OO OO0 OO0 2424 $5°4

0oDE2002%e 41 73 00 7% 00 o2 00 &4 00 B9 I.'.I[I[I[I F5 72 00 A=.u.b.d.1.. .8x.
0008200272 | 85 00 63 00 74 00 6F OO0 72 00 00 00 79 00 00 0 |e.c.t.Oo.x.. . ¥. ..
00DBZ00288 | 53 55 42 44 49 52 7E 31 20 20 20 10 00 2& 42 53 | SUBDIR~1 . .®wRB5
000Ez00304 B2 34 B2 34 00 00 43 53 B2 34 0E 00 OO0 OO OO OO0 | *424. .CS34. .. .
0008200320 00 OO0 00 OO OO 0O OO QO OO OO 00 OO0 OO0 OO OO OO . .. - .. .-

1.Folder“.”and“..”

Note: These two are system folders, existing under each sub-directory. Thereinto“.” represents
current directory, while“..”represents parental directory of the current directory, pointing to the
start cluster of its parental directory. Readers who ever used DOS may remember that using DOS

command “CD ..”can jump to the upper directory. The system realizes the bidirectional connection
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between directories by this way, thus system can switch between directories.

2.Folder “subdirectory”, this is a long filename folder, which can be known from the OFH mark of
file registration entry.

From above introduction, we may know that, managements of sub-directory and the file have
similarities as well as differences. Firstly, the expressive way of directory name and filename is
same, including the naming rule of its long and short form as well as all dates, time definitions and
so on; secondly, the expressive way of start cluster is also same, except that of attribute and length;
for sub-directory, its length is fixed 0, which is convenient for system administration. Otherwise,
any change under the sub-directory will affect it, causing low efficiency; moreover, the directory
length is not convenient to define. it may conflict with the file length.

Let’s check the start cluster of (000B) content of sub-directory “subdirectory”:

Df f=et o1 2 3 4 5 & 7 8 910 11 12 13 14 1% Access"Igj ;I

000es232960 | 2E 20 20 20 20 20 20 20 20 20 20 10 00 24 42 53| . ..*BS.J
nooe232976 | B2 34 B2 34 00 00 43 53 B2 34 OB 00 00 00 00 00| *4%24. 524 .
nooez32992 | 2E 2E 20 20 20 20 20 20 20 20 20 10 00 234 42 53 . .*B5

nooe233008 | B2 34 B2 34 00 00 43 53 B2 34 03 00 00 00 00 00| *4%24. C524. ... ..
0008233024 |ES 78 00 74 00 00 00 FF FF FF FF OF 00 99 FF FF | =t .. §§9F. 197
noos=z233040 | FF FF FF FF FF FF FF FF FF FF 00 00 FF FF FF FF | vwvyyyyyvyy . vy
noogz33056 |E5 74 00 65 00 73 00 74 00 20 00 OF 00 99 &6 00| &t.=e.=.t. ... 1f.
nooe233072 | 6% 00 6C 00 &5 00 20 00 31 00 00 00 2E 00 74 00| 1i.1.e. .1..... t.
DO008233088 |ES 45 53 54 45 49 7E 31 54 58 54 20 00 54 5C 53| 3ESTFI™ITEIT TS
nooez233104 | B2 34 B2 34 00 00 7B 53 B2 34 0C 00 E0 97 00 00| *4%24. {524, AL..
nooe233120| 42 78 00 74 00 00 00 FF FF FF FF OF 00 B9 FF FF | Bx. t. . . wvyyy. . lyy
0002233136 | FF FF FF FF FF FF FF FF FF FF 00 00 FF FF FF FF | vovyyyyyvyy . vy
0008233152 01 74 00 o5 00 73 00 74 00 20 00 OF 00 BY 66 00| . t.e.s.t. ... 'f.
n00e233162 | 6% 00 &6C 00 &5 00 20 00 32 00 00 00 2E 00 74 00| 1i.1.e. .2..... t.
nooe233154 | 54 45 53 54 46 49 7E 32 54 58 54 20 00 54 5C 53 | TESTFI™Z2TET .T-5
nooez233200 | B2 34 B2 34 00 00 81 53 B2 34 16 00 FO 4B 00 00| *424. 1524, 8K..
0002233216 | 54 45 53 54 31 20 20 20 54 58 54 20 18 54 5C 53 | TEST1 TET .T~5S
0002233232 | B2 34 B2 34 00 00 7B 53 BZ 34 0C 00 E0O 97 00 00| 2424, {524, . 4l..

Obviously, the start sector content of “subdirectory” is similar to the root directory structure; it
stores seperate file directory entry, whose management is an extension of the file directory
management under the root directory. This sub-directory manages its files and directories in the
same way as the root directory does. But there is some difference between sub-directory and the
root directory, that is how they manage themselves: the root directory is determined by DBR,
while the sub-directory of root directory by directory registration under root directory.

From the chart above we can see the last file registration is file “tesetl.txt”, the start cluster is
“0000000C”. To examine this cluster:
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Of fset D1 2 3 4 5 & 7 8 910 11 12 13 14 15 Access ¥ | 5 Al
0008237056 | 66 64 66 64 73 66 64 73 66 64 73 66 64 73 66 64 fdfdsidsfdsfdsid _|
ONNB237072 | 66 64 66 64 73 66 64 73 66 64 73 66 64 73 66 64 | fdfdsfdsfdsfdsfd
0008237088 | 73 66 64 73 66 64 73 66 B4 73 BB BE 64 66 B84 73 | sidsfdsfdsffdids
0NNB237104 | 66 64 73 BE 64 73 66 64 73 66 64 73 66 64 73 66 | fdsfdsfdsfdsfdst
0008237120 | 64 73 BE B4 73 66 66 B4 BE B4 73 66 64 73 86 64 | dsfdsifdidsfdsid
0NNB237136 | 73 66 64 73 66 64 73 66 64 73 66 64 73 66 64 73| sfdsfdsfdsfdsfds
0008237152 | 66 B6 64 BE B4 73 66 64 73 66 B4 73 BB 64 73 66 | ffdfdsfdsfdsidsi
ONNB237168 | 64 73 66 64 73 66 64 73 66 64 73 66 66 A4 66 64 | dsfdsfdsfdsffdfd
0008237184 | 73 66 64 73 BB 64 73 66 B4 73 BB B4 73 66 B84 73 | sidsfdsfdsfdsids
ONNB237200 | 66 64 73 B6 64 73 66 66 64 66 64 73 66 64 73 66 | fdsfdsfidfdsfdst
0008237216 |64 73 66 B4 73 66 64 73 66 B4 73 66 64 73 86 64 | dsfdsfdsfdsfdsid
0NNR237232 | 73 66 66 64 66 64 73 66 64 73 66 64 73 66 64 73 sffdfdsfdsfdsfds
0008237248 | 66 64 73 BE B4 73 66 64 73 BE B4 73 BB 66 B4 66 | fdsfdsfdsfdsffdi
0008237264 |64 73 66 64 72 66 64 73 66 64 73 66 64 73 66 64 | dsfdsfdsfdsfdsid
0008237280 | 73 66 64 73 BB 64 73 66 BE B4 BB B4 73 66 B84 73 | sidsfdsffdidsids
0008237296 | 66 64 73 66 64 72 66 64 73 66 B4 73 66 64 73 66 | fdsfdsfdsfdsfdst
0008237312 |64 73 BE BE B4 BB 64 73 BE B4 73 66 64 73 86 64 | dsffdidsfdsfdsid
0008237328 | 73 66 64 73 66 64 73 66 64 73 66 64 73 66 66 64 | sfdsfdsfdsfdsiid
0008237344 | 66 64 73 BE B4 73 66 64 73 BE B4 73 BB B4 73 66 | fdsfdsfdsfdsidsi
0008237360 | 64 66 64 73 66 64 73 66 64 73 66 64 73 66 64 66 | didsidsidsfdsfds
0008237376 | 64 66 64 73 66 64 73 66 64 73 66 64 73 66 64 73  didsfdsidsidsids |

The corresponding file contents are in the follwing notepad:
-l

File Edit Faormat Yiew Help

sfdsfdsfdsfdsfdsfdsfdsffdfdsfdsfdsfdsfdsfdsfdsf
dsffdfdsfdsfdsfdsfdsfdsfdsfdsfTdfdsfdsfdsfdsfds
Ifdsfdsfdsffdfdsfdsfdsfdsfdsfdsfdsfdsffdfdsfdsfd
sfdsfdsfdsfdsfdsffdfdsfdsfdsfdsfdsfdsfdsfdsfTdf
dsfdsfdsfdsfdsfdsfdsfdsffdfdsfdsfdsfdsfdsfdsfds
fdsffdfdsfdsfdsfdsfdsfdfdsfdsfdsfdsfdfdfdsfdsfd
sfdsfdsfdsfdsfdsffdfdsfdsfdsfdsfdsfdsfdsfdsfTdf
dsfdsfdsfdsfdsfdsfdsfdsffdfdsfdsfdsfdsfdsfdsfds
fdsffdfdsfdsfdsfdsfdsfdsfdsfdsffdfdsfdsfdsfdsfd
sfdsfdsfdsffdfdsfdsfdsfdsfdsfdsfdsfdsffdfdsfdst
defdsfdsfdsfdsfdsffdfdsfdsfdsfdsfdsfdsfdsfdsffd
fdsfdsfdsfdsfdsfdsfdsfdsfdfdsfdsfdsfdsfdfdfdsfd
sfdsfdsfdsfdsfdsfdsffdfdsfdsfdsfdsfdsfdsfdsfdsf
fdfdsfdsfdsfdsfdsfdsfdsfdsffdfdsfdsfdsfdsfdsfds
fdsfdsffdfdsfdsfdsfdsfdsfdsfdsfdsfTdfdsfdsfdsfd
sfdsfdsfdsfdsffdfdsfdsfdsfdsfdsfdsfdsfdsffdfdst
defdsfdsfdsfdsfdsfdsffdfdsfdsfdsfdsfdsfdsfdsfds
ffdfdsfdsfdsfdsfdsfdsfdsfdsffdfdsfdsfdsfdsfdsfd
fdsfdsfdsfdsfdfdfdsfdsfdsfdsfdsfdsfdsfdsffdfdsf
defdsfdsfdsfdsfdsfdsffdfdsfdsfdsfdsfd=fd=fd=fds=

fdfdsfdsfdsfdsfdfdfdsfdsfdsfdsfdsfdsfdsfdsffdfd a

ffdfdsfdsfdsfdsfdsfdsfdsfdsffdfdsfdsfdsfdsfdsfd ;j

3. File deletion in FAT32

When deleting a file, the system only makes a deletion mark on this file’s directory entry, marking
clusters it covers in FAT as “empty”; clusters in DATA remains original file’s contents. When
writing in data again, the original file content might be covered by new information.

There is a Recycle Bin in Windows, its principle of operation is:

The recycling bin is only some space on the hard disk; the Windows system automatically
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establishes a folder "RECYCLED" (under root directory of each disk partition) with hiding
attribute to save temporarily deleted files. Only when deleting or executing “Clear” command,
these files then can be completely deleted (as to operating system). As "the recycling bin" we see
on the desktop, it is only a shortcut. Then we will introduce fast deletion and complete deletion
separately.

Fast deletion
Fast deletion of files is just to put them into Recycle Bin. In this situation, the data can be
recovered.

Comparing the changes of FDT, FAT and DATA between before and after deletion, we can find the
rules.

FDT before deleting “test1.txt”:

Offset | 0 1 2 3 4 5 6 7 8 910111213 14 15 Awess W [3) EI
¥y

00og233120 42 Y8 00 74 00 00 00 FF FF FF FF OF 00 B9 FF FF | Be. t. . ¥¥yy. . '¥¥
00082332136 FF FF FF FF FF FF FF FF FF FF 00 00 FF FF FF FF | 9VWyyyyvvy. . yyvy
0008233152 01 ¥4 00 &5 00 732 00 74 OO0 20 00 OF OO B9 66 00| .t . e.s . .. Yf.
0008233168 69 OO0 6C 00 o5 OO0 20 00 32 00 OO OO0 2E OO 74 00 1.1l e. .2. k.

0008233184 54 45 53 S4 46 49 7E 32 64 58 54 20 00 54 S5C 53 TESTFI”ETHT .T~S
000g233z00 B2 34 BZ 34 00 00 81 53 B2 34 16 00 FO 4B 00 00 *4°4..15%4. .&K. .
0008233216[54 45 53 54 31 20 20 20 G4 58 G4 20 18 54 SC 53 | TEGIL  TXT .15
0008233232 B2 34 B2 34 00 00 7B 53 B2 34 0C 00 E0 97 00 00 *424. {524  a)..
0008233248 00 OO 00 00 OO0 OO OO 00 OO OO0 OO0 OO0 OO 00 00 OO ... ... onn,

FAT before deletion:

.e. 12. The offset of the cluster record in

Attention: the first clusters number of the file is “000C”,
FAT is “0184800”, whose content is “0D 00 00 00”

Dffset | 0O 1 2 3 4 5 6 7

8 9
0000018432 F8 FF FF OF FF FF FF FF FF FF

0000018448 FF FF FF OF FF FF FF OF FF FF FF OF FF FF FF OF ¥¥y.¥¥¥.5¥¥. %y
0000018464 FF FF FF OF FF FF FF OF FF FF FF OF FF FF FF OF  yvy.yyy. yy. yiy.
0000018480 [EE:EE:EE:EE]DE 00 00 00 OF 00 00 00 10 00 00 00 ................
0000018496 11 00 12 00 00 00 13 00 00 00 14 00 00 00| ................
0000018512 15 00 uu un FF FF FF OF 17 00 00 00 18 00 00 00 | ... .9%%.........
0000018528 19 00 00 00 1A 00 00 00 FF FF FF OF FF FF FF 0F  ........ Vi . .
0000018544 FF FF FF OF FF FF FF OF 00 00 00 00 00 00 00 00 #¥%.9%%. ... ...
0000018560 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ................

101112131415..ﬁ.mvl_5‘|

FF OF FF FF FF 0F eVy. yWyywvy. ywy

FDT after deletion:

Offset | 0 1 2 3 4 5 6 7 & 91011 12 13 14 15| Acces W [ 3 ﬂ
iy

0008233120 42 78 00 74 70 00 00 FF FF FF FF OF 00 B3 FF FF Bx.t...yyyy. . iy
0008233136 FF FF FF FF FF FF FF FF FF FF 00 00 FF FF FF FF  yyyyvvvyy. . vovy
0008233152 |01 74 00 65 00 73 00 74 00 20 00 OF 00 B9 66 00| .t.e.s.t. ... 0f.
0008233168 | 69 00 6C 00 65 00 20 00 32 OO0 00 00 2E 00 74 00 i.l.e. .2.....t.
0008233184 | 54 45 53 S4 46 49 7E 32 54 S8 54 20 00 S4 5C 53 TESTFI~2TXT T S
0008233200 B2 34 B2 34 00 00 81 53 B2 34 16 00 FO 4B 00 00 *4°4..15%4. .BK..
0008233216 ES 45 53 64 31 20 20 20 64 56 54 20 18 54 SC 63 | aEST1  TXT .1°G
0008233232 B2 34 B2 34 00 00 7B 53 B2 34 OC 00 E0 97 00 00 | 24:4 .. {S*4. AJ..

From two charts we can see, after deleting“testl.txt”, the first byte of registration entry is changed
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to “E5H”, other bytes remain the same. So are long filenames. “E5H” represents that this file has
been deleted. For operation system, it no longer exists. When users request the file again,
operation system will tell that this file does not exist.

FAT after deletion:

Of f ==t 001 2 3 4 5 6 7 8 910111213 14 15| Access W | 3
0000015432 | F§ FF FF OF FF FF FF FF FF FF FF OF FF FF FF OF | e $99 . 595
0000018445 | FF FF FF OF FF FF FF OF FF FF FF OF FF FF FF OF | 5% #4977 595
0000018464 | FF FF FF OF FF FF FF OF FF FF FF OF FF FF FF OF | i 3% . 995
0000018480 | 0D 00 00 00 OE 00 00 00 OF 00 00 00 10 00 00 00| ... .. ... . ... .. ..
0000015496 | 11 00 00 00 12 00 00 00 1% 00 00 00 14 00 00 00| ... ......... ..
0000018512 | 15 00 00 00 FF FF FF OF 17 00 00 00 18 00 00 00| ... %%, . ..., ..
00000185258 |19 00 00 00 1A 00 00 00 FF FF FF OF FF FF FF OF | . ... .... G
0000015544 | FF FF FF OF FF FF FF OF 00 00 00 00 00 00 00 00| §% $%%. .. ... ..
0000018560 | 00 00 00 00 00 OO0 00 OO0 00 OO0 00 00 00 00 00 00| ... ... ..... ..

From the comparison, it makes no difference in FAT: the file still takes 10 continuous clusters.
Obviously, the space the file takes is not released actually. Data still exist in DATA region indeed.
As for DATA, it is in the same situation. Now if users write in new data, when system detects that
the clusters are still in use, it will use other blank cluster and DATA space. By this way, fast
deleted files will not be destroyed by new data.

Complete deletion

To complete delete “testl.txt” and compare the changes of FDT, FAT, DATA between before and
after deletion:

1. FDT is the same as that of fast deletion.

2. Before complete deletion, the content of FAT is:

Offeet | 0 1 2 3 4 5 & 7 39101112131415-#@@“37'_}4

0000018432 F§ FF FF OF FF FF FF FF FF FF FF OF FF FF FF OF oyv.yyyyvvy.yvy.
0000018448 FF FF FF OF FF FF FF OF FF FF FF OF FF FF FF OF vy, yyv.vvy. ywy.
0000018464 FF FF FF OF FF FF FF OF FF FF FF OF FF FF FF OF vy, yyy. vvy. vy,
0000018480 [0D 00 00 00 OE 00 00 00 OF 00 00 00 10 00 00 00] . ...oovvrrenn...
0000018496 |11 00 00 00 12 00 00 00 13 00 00 00 14 00 00 00 . ...............
0000018512 |15 00 00 00 FF FF FF OF [17 00 00 00 18 00 00 00| ... .%WW.........
0000018528 19 00 00 00 1A 00 00 00 FF FF FF OF FF FF FF OF ........ VYV
0000018544 FF FF FF OF FF FF FF OF 00 00 00 00 00 00 00 00 ¥%%.¥¥¥.........
0000018560 00 00 00 00 OO 00 00 OO 00 00 0O 0O OO 00 00 00 ................

After deletion:

Of fzat 0 1 2 3 4 5 & 7 39101112131415..4&537'&

0000012432 F8 FF FF OF FF FF FF FF FF FF FF OF FF FF FF OF oyy.yvyyyyy.yvy
0oopolz448 FF FF FF OF FF FF FF OF FF FF FF OF FF FF FF OF ¥yy. yvy.yev.yvy
ooooolsd4ed FF FF FF OF FF FF FF OF FF FF FF OF FF FF FF OF Wy, yvy.yvv. vy
000001248000 00 00 00 OO0 00 00 00 00 0O OO0 OO0 00 00 00 00 .......
0000012496 |00 00 00 00 OO0 OO0 OO OO _0O0 0O 00 00 DO 00 00 00} .......
0000018512 |00 00 00 00 00 00 00 00f 17 00 00 00 18 00 00 00 ........
0o00po18528 19 00 00 00 1A OO0 0O OO FF FF FF OF FF FF FF OF .. VVV.¥VY
0000018544 FF FF FF OF FF FF FF OF 00 00 00 00 00 00 00 00 @ ¥¥y.yyy
0000012560 00 00 00 00 OO OO QO OO OO0 OO OO OO0 OO0 OO0 OO0 00 .....

From the comparison we can see, the registration entry of the file in FAT has been reset, being
marked as“empty”. Now, if the user writes in new file to the partition, it is probable to cover the
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released empty cluster, thus covering the space ever used by the two files.

3. After complete deletion, there is no change in DATA sectors at all. However, data in DATA
region is explained by FDT and FAT. If FDT and FAT marked the DATA as“unused”, system will
certainly consider it as “empty” space and will write in new information at any time. Thus, the
room is still released. This is different with fast deletion.

4. Sub-directory deletion in FAT32

Operating system manages sub-directory in the same way as manages files. So, the deletion ways
are same, too.

Fast deletion
Fast deletion of sub-directory is the same as that of files. It just marked a deletion mark to the
beginning byte in FDT that describes sub-directory; all files under this sub-directory and records
of its inferior sub-directory are not changed, that is, just to “remove”this sub-directory into
recycling bin.

Complete deletion

Take an example of completely deleting the sub-directory “\New Folder\gg”:
The situation is:

=10 x|
File Edit ‘iew Favorites Tools  Help ‘ e
Q Back - \_J - 'ﬁ' /- ) Search H_ Folders | =9 | 35 x n | El'
Address | ) G:\New Folderiog ~| B e LRBF - 8 Sekwd A Cihi (&) DB/
Folders ¥ || Mame = | Size | Twpe -
< PTOD (D) d [ Copy (2 of 1033 File Folder -
“ winep en (E:) [ Copy (30 of 1033 File Folder
e bool (F: [SiCopy (4) of 1033 File Foldar
O < FAT3Z (G) I Copy (5) of 1033 File Folder
=l 55 Mew Folder ) Copy of 1033 File: Folder
= | %] Copy (23 of da.dl 44 KE  Application Extension
2 pecycled %] Copy (2) of dr.di 29KE  Application Extension
e TEST DISK (1) Copy () of drw,cnt 3KE CNTFile
“e my own personal data (L é:_l Copy (20 of drw.dl 1,30KE  Application Extension
[} Contral Panel C':'F'V (2) of DRW.exe 73ZKB  Application
(&= Shared Documents ) Copy (2) of DRW HLP B8KE Help File
|5 rest's Documertks C;.I Copy (2] of Do dil 116 KE Application Extension
& My Netwark Places %] Copy (2) of Fe.dl 24 KB Application Extension
2 Recycle Bin |%] Copy (2) of Fs1.dI 45 KE Application Extension
= .j:] Copy (23 of Fs2,dll 60 KB  Application Extension
« 0 Y KT | _>|—|
|4I31 objects (Disk free space; 599 ME) |62.D ME | J My Compuker i

To completely delete it, and compare changes of FDT, FAT and DATA between before and after
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deletion.

FDT before deletion:

Of fzmt 0 1 2 3 4 5 6 7 8 910 11 12 13 14 15| Accessw | 9]
001384480 2E 2E 20 20 20 20 20 20 20 20 20 10 00 4F 71 &1 .. . Oga
001384496 B3 34 B3 34 00 00 72 o1 B3 34 00 00 00 00 00 00 *4%4. .xa®d4......
001384512 ES 4E 00 &5 00 77 00 20 00 46 00 OF 00 DD &F 00 &N.e.w. .F...%Yo.
001384528 &C 00 &4 00 &5 00 72 00 00 OO0 00 00 FF FF FF FF l.d.e.x..... T9y
001384544 ES 45 57 46 4F 4C 7E 31 20 20 20 10 00 14 74 &l  A&AEWFOL~1 ta
001384560 B3 34 B3 34 00 00 75 61 B3 34 0B 00 00 00 00 00 *4*4 ua’4. ...
001384576 |47 47 20 20 20 20 20 20 20 20 20 10 08 14 74 &1 GG Lta
001384592 | B3 34 B3 34 00 00 7?5 61 B3 24 0B Ug 00 00 00 00 *4°4, .ua4......
001384608 ES 4E 00 &5 00 77 00 20 00 45 00 OF 00 DD &F 00 &N.e.w F...Yo.
001384624 6&C 00 64 00 &5 00 72 00 00 00 00 00 FF FF FF FF l.d.e.x..... VVVY
001384640 ES 45 S7 46 4F 4C 7E 31 20 20 20 10 00 76 7& &1  AEWFOL~1 vva
001384656 B3 34 B3 34 00 00 77 61 B3 24 0C 00 00 00 00 00 *4%4. . wa®4......
001384672 00 00 OO0 00 00 OO0 OO0 OO OO0 OO0 00 OO OO 00 OO0 QO ................ 1}

FDT after deletion:

Offset | 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 Amv|g~| _
001384480 | 2E 2E 20 20 20 20 20 20 20 20 20 10 00 4F 71 &1 .. .. Dga
001384496 B3 34 B3 24 00 00 72 61 B3 34 00 00 OO0 OO0 0D OO 2474, .xa4......
001384512 |ES 4E 00 &S 00 77 00 20 00 46 00 OF 00 DD &F 00 &N.e.w. .F...Yo.
001384528 |AC 00 &4 00 65 00 72 00 00 00 00 00 FF FF FF FF | l.d.e.x..... ]
001384544 |ES 45 57 46 4F 4C 7E 31 20 20 20 10 00 1A 74 61  AEVFOL~1 .. ta
001384560 | B3 34 B3 34 00 00 75 61 B3I 34 OB 00 00 00 00 00| 2424 wua?4 . .
001384576 |[ES 47 20 20 20 20 20 20 20 20 20 10 08 1A 74 61| &G ta
001384592 |B3 34 B3 34 00 00 75 61 B3 34 0B 00 00 00 00 00| *4%*4, wua®4. . ....
001384608 |ES 4E 00 €5 00 77 00 20 00 46 00 OF 00 DD &F 00 &H.e.w, .F... Vo,
JEIEEIEEI 6C 00 &4 00 &S5 00 72 00 00 0O 00 OO0 FF FF FF FF | l.d.e.x..... VVVy
001384640 |ES 45 S7 46 4F 4C 7E 31 20 20 20 10 00 76 76 61  AEWFOL~1 vva
001384656 B3 34 B3 34 00 00 77 61 B3 34 0OC 00 00 00 00 00 *4*4. .wa*4......
001364672 00 00 00 Q0 QOO0 00 Q0 Q0 00 OO 00 00 OO0 00 00 Q0 ................
001384688 (00 OO0 00 OO0 OO0 OO0 OO OO OO0 OO0 00 QO OO0 OO0 OO QO ................

From the comparison we
entry is changed to E5H,

can see, after deleting sub-directory, the first byte of the file registration
other contents remain the same.

FAT before deletion:

Offemt 0 1 2 3 4 5 & 7 8 910 11 12 13 14 15 mv]g
000017408 F8 FF FF OF FF FF FF FF FF FF FF OF FF FF FF 0F @vV.VVVywey. viy.
000017424 FF FF FF OF FF FF FF OF FF FF FF OF 08 00 00 00 @ 9y . ¥¥y. 99y, .. ..
000017440 FF FF FF OF FF FF FF OF FF FF FF EIF Y. Y. . L.
000017456 FF FF FF OF QE 00 00 00 OF 00 00 00 10 00 OO0 OO %y, ... .. .......
000017472 11 00 00 00 12 00 00 00 13 00 00 OO0 14 00 00 OO ................
000017488 15 00 00 00 16 OO0 0O OO 17 00 00 00 FF FF FF OF  ............ VY.
000017504 19 00 OO OO0 1A OO0 0O 0O 1B OO0 OO0 OO0 2C 00 00 OO ................
000017520 1D 00 OO0 00 1E OO0 0O 0O 1F 00 00 00 FF FF FF OF  ............ VY

FAT after deletion:
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Of fest 01 2 3 4 5 6 7 g 9 10 11 12 13 14 15 Amssvl_:u

000017408 F8 FF FF OF FF FF FF FF FF FF FF OF FF FF FF OF ovy.yvyvvyy. vy
000017424 FF FF FF OF FF FF FF 0OF FF FF FF 0F 08 00 00 00 . yvv. vy
000017440 FF FF FF OF FF FF FF OF FF FF FF OF[00 00 00 00| ¥¥¥. y¥¥%. ¥y,
000017456 FF FF FF OF OE 00 00 00 OF 00 00 00 10 00 00 00 $%%...........
000017472 11 00 00 00 12 00 00 00 13 00 00 00 14 00 00 00| ...............

goo017488 1% 00 00 00 1 OO OO OO 17 OO0 OO0 00 FF FF FF OF | ............ VV¥.
000017504 19 00 OO 00 14& OO0 OO 00 1B 00 OO0 00 1C 00 OO 00 ... .. ...,
000017520 1D 00 OO 0O 1E OO 00 00 1F OO0 OO0 00 FF FF FF OF | ............ Vv .

From the comparison we can see, the registration entry of the file in FAT has been reset, being
marked as“empty”. Now, if the user writes in new file to the partition, it is probable to cover the
released empty cluster, thus covering the space ever used by this sub-directory.

After complete deletion of a directory, its sub-directories and files are not covered; only that there
is no their entrance in FAT (because their cluster records in FAT have been reset). For system, it
can write in data to sectors them cover anytime. The following are contents of a directory under
the completely deleted directory “gg”:

Dff=et o1 2 3 4 5 &6 7 B 9 10 11 12 13 14 15 Access""lgj

001413120 | 2E 20 20 20 20 20 20 20 20 20 20 10 00 B2 5C 6E| . L in
001413136 (B3 34 B3 34 00 00 5D 6E B3 34 04 00 00 00 OO0 00| *4°4.  In®*4.. .. ..
001413152 | 2E Z2E 20 20 20 20 20 20 20 20 20 10 00 B2 5C GE I

001413168 | B3 34 B3 34 00 00 5D 6E B3 34 AB 41 00 00 00 00| *4%4. In 4d«d. . ..
0014131584 | 57 4B 47 4C 37 30 20 20 44 4C 4C 20 00 B3 5C 6E | WKGLY0 DLL . *~n
001413200 | B3 34 B3 34 00 00 42 61 CF 2E 32 08 00 80 03 00| *4%4, Bal 2 .1..
001413216 |57 4B 49 4D 47 4C 4E 47 44 4C 4C 20 00 BE 5C 6E | WKIMGLHGDLL . #n
001413232 B3 34 B3 34 00 00 6E 61 CF 2E A 08 00 30 00 00| *424. nal §..0. .
001413243 |00 00 00 00 @0 00 0o 0o 00 00 OO0 @0 90 0o 0o 00| ................
001413264 | 00 00 00 00 Q0 00 00 0o 00 00 OO0 @0 90 0o 0o 00| ................
001413280 |00 00 00 00 a0 00 0o 0o 00 00 OO0 a0 a0 0o ad 00| ................

We can see that complete deletion does not destroy the contents of the directory (because the
contents are stored in DATA). Before data is rewritten, we can recover all the files and directories
by some tools.

Attention: As we mentioned above, data in DATA is explained by FDT and FAT. If they describe
DATA partition as “unused”, then for system, the DATA is free; it can be written in new
information at any time. If so, the covered data would be lost forever.

5.High-level format in FAT32

High-level format for the file is usually destructive work, but it is also effective disk management
work. Repeatedly writing and deleting in a logical drive will cause a lot of file fragmentations. As
to file fragmentation, for instance, when system writes in a file, it finds some clusteres with
“free”mark, the clusters are not in a continual region. Or the file to be copied is quite large, a
continual region is out of the limit, so it needs many such small regions, and so on.

File fragmentation does not affect the file management, but reduce the efficiency and may cause
problems (it is also more difficult for us to recover files ). Therefore, each system provides some
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defragment tools, connecting the discontinuous regions to enhance system efficiency.
While high-level format does not reserve data. The best defragment tool resets system regions in
the whole disk, which makes it a blank disk, and all clusteres are marked as available.

Fast high level format

To compare some regions, we can see changes of in FDT and FAT by high level format.
FDT before fast high level format:

0f f=at 0 1 2 3 4 5 6 7 8 91011 12 13 14 15| Access W | 3
001380352 |46 41 54 33 32 20 20 20 20 20 20 08 00 00 00 OO | FAT32 ... ..
001380368 |00 00 00 00 00 00 7B 65 B3 34 00 00 00 00 00 Q0| ... .. LT
001380384 (41 74 00 65 00 73 00 74 00 20 00 OF 00 8C 66 00| 4t e.=.t. If.
001380400 |6F 00 &C 00 64 00 65 00 72 00 00 00 00 00 FF FF (o l der. .. .. i
001380416 |54 45 53 54 46 4F 7E 31 20 20 20 10 00 238 84 G5 | TESTFO~1 810
001380432 | B3 34 B3 34 00 00 85 55 B3 34 03 00 00 00 00 00| *434. gU4. ... ..
001380448 |42 20 00 49 00 6E 00 66 00 &F 00 OF 00 72 72 00 | B .I.n.f.o...rr.
001380464 | 6D 00 61 00 74 00 69 00 &F 00 00 00 6E 00 00 00 |m.a. t.i.o.. .0, ..
001380480 |01 53 00 79 00 73 00 74 00 &5 00 OF 00 72 6D 00| .S.y.=.t.e. . .rn.
001380496 |20 00 56 00 6F 00 6C 00 75 00 00 00 6D 00 65 00| V. o.l.u. . .m.e.
001380512 |53 59 53 B4 45 4D 7E 31 20 20 20 1& 00 39 84 GE | SYSTEM~1 agu
001380528 |B3 34 B3 34 00 00 85 S5 B3 34 04 00 00 00 00 00 | *434. qU4. ... ..
001380544 |00 00 00 00 00 00 00 OO0 00 OO0 00 OO0 00 00 00 00| ... ... .. ......
001380560 |00 00 00 00 00 00 00 OO0 00 OO0 00 OO0 00 00 00 00| ... ... .. ......

FDT after fast high level format:

0f f=et D 1 2 3 4 5 6 7 8 910 11 12 13 14 15| Access W | &
001380352 |46 41 54 33 32 20 20 20 20 20 20 08 00 00 00 OO | FAT32 ... ..
001380368 |00 00 00 00 00 00 20 56 B3 34 00 00 00 00 00 Q0| ... .. VELL L
001380384 |00 00 00 00 00 00 00 OO0 00 OO0 00 OO0 00 00 00 00| ... ... .. ......
001380400 |00 00 00 00 00 00 00 00 00 OO0 00 OO0 00 00 00 00| ... ... .. ......
001380416 |00 00 00 00 00 00 00 00 00 OO0 00 OO0 00 00 00 00| ... ... .. ......
001380432 |00 00 00 00 00 00 00 00 00 OO0 00 OO0 00 00 00 00| ... ... .. ......
001380448 |00 00 00 00 00 00 00 00 00 OO0 00 OO0 00 00 00 00| ... ... .. ......
001380464 |00 00 00 00 00 00 00 OO0 00 OO0 00 OO0 00 00 00 00| ... ... .. ......
001380480 |00 00 00 00 00 00 00 OO0 00 OO0 00 OO0 00 00 00 00| ... ... .. ......

We can see that after fast high level format, the system will clear all directory registration entries
inclouding Recycle Bin except a volume label (there is no data, naturally no deleted file or
directory; Recycle Bin is unnecessary to exist; only for the first time simple deletion is executed,
system will automatically establish this directory).

FAT before fast high level format:

0f f ==t n 1

noooi7408 | Fg8 FF
noooi74z24 | FF FF
ooooi7440 | 09 00
nooo1745e | FF FF
oooo17472 | 00 00
noool74g8a | 00 00

FAT after fast high level format:

2

FF
FF
na
FF
na
oa

3

0F
0F
na
0F
na
oa

4

FF
FF
04
FF
na
oa

=

FF
FF
oa
FF
oa
oa

E

FF
FF
oa
FF
oa
oa

7

FF
oF
oa
oF
oa
oa

8

FF
FF
0E
FF
na
oa

9

FF
FF
na
FF
na
oa

10

FF
FF
na
FF
na
oa

11

0F
0F
na
0¥
na
oa

12

FF
FF
nc
na
na
oa

13

FF
FF
na
na
na
oa

14

FF
FF
na
na
na
oa

15 | Accesz W I [3,]

na
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Of f=et

oooo17408
oooo174:24
oooo17440
000017456
000017472
ooool74g48
000017504
oooo175e0

1]

Fa
na
na
na
na
oa
na
na

1

FF
na
na
na
na
oa
na
na

2

FF
na
na
na
na
oa
na
na

3

0F
na
na
na
na
oa
na
na

4

FF
na
na
na
na
oa
na
na

5

FF
na
na
na
na
oa
na
na

]

FF
na
na
na
na
oa
na
na

7

FF
0o
0o
0o
0o
oo
0o
0o

B

FF
oa
oa
oa
oa
oa
oa
oa

9

FF
oa
oa
oa
oa
oa
oa
oa

10

FF
oa
oa
oa
oa
oa
oa
oa

11

0F
na
na
na
na
oa
na
na

12

na
na
na
na
na
oa
na
na

13

na
na
na
na
na
oa
na
na

14

na
na
na
na
na
oa
na
na

15

na

Accesz W I EN |

From here we can see the FAT table has been cleared. If the files do not be stored continuously, it
would be very difficult to recover.

So, how about the contents of sub-directory after fast high level formatst? The FAT must be reset,
but the file directory entries still exist. The following is the file registration entry under a
sub-directory after format:

Dif=et

001384448
001384464
001z84480
001354496
001384512
001284528
001354544
001384560
001384576
001384592

0

2E
B3
ZE
B3
41
65
53
B3
na
na

1

20
34
ZE
34
73
na
55
34
na
na

2

20
B3
20
B3
na
63
42
B3
na
na

3

20
34
20
34
75
na
44
34
na
na

4

20
oa
20
na
na
74
41
na
na
na

&

20
oa
20
na
62
na
52
na
na
na

b

20
a5
20
a5
na
EF
7E
a5
na
na

7

20
55
20
55
64
na
3l
55
na
na

=

20
B3
20
B3
oa
72
20
B3
oa
oa

9

20
34
20
a4
E9
oa
20
a4
oa
oa

10

20
03
20
on
on
on
20
oz
on
on

11

10
oa
10
na
0F
na
10
na
na
na

12

oa
oa
0o
na
na
79
na
na
na
na

13

3g
oa
a8
na
F&
na
3B
na
na
na

14

a4
oa
a4
na
72
na
a4
na
na
na

15 | Accesz W I 13,]

55 . _.81u
oo =44 QU4
1= =N
oo =434 Q0%4 . .
0| A= u.b.d.i. . .0r.
il e.c.t.oxr.. . v. ..
55 | SUBDIR~1 i
oo =44 QU4
oo
oo

From the chart we can see, after fast high-level format, the sub-directory content is not deleted, in
other words, data in DATA region is not affected. But, there is no entrance for them in FDT and
FAT, for operating system, they do not exist. Here why we can see them is that we have used some
tool software, which records their clusteres before format. Also we can see this cluster’s content
has not been covered. But, if users do not backup before format, how do they know which
clusteres they are stored in? How to explain these clusteres’ contents? Therefore, here we call out
their past record. But, it does not mean we know the situation before fast high-level format. Fast
high-level format is irreversible for operating system.

Complete high level format
After complete high level format, FDT and FAT of root directory are definitely reset.
Let’s see whether the contents of sub-directory are changed:

Before format:
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0f fzet g 1 2 3 4 % & 7 8 910 11 12 13 14 1% Access"lgj
001384448 | 2E 20 20 20 20 20 20 20 20 20 20 10 00 38 84 G5 . T bl
001384464 (B3 34 B3 34 00 00 85 55 B3 34 03 00 00 00 00 00| 3434 Q034 . .
001384480 | 2E 2E 20 20 20 20 20 20 20 20 20 10 00 38 84 55| .. 1 1)
001384496 (B2 34 B3 24 00 00 85 55 B3 34 00 00 00 00 00 00| *434. 9734, .. .
001384512 |41 73 00 7% 00 &2 00 &4 00 &9 00 OF 00 FG 72 00| As.u.b.d.1i.. &r.
001384528 (65 00 &3 00 74 00 6F 00 72 00 00 00 79 00 00 00| e.c.t.o.r.. . v. . .
001384544 |53 55 42 44 49 52 7E 31 20 20 20 10 00 3B 84 G5 | SUBDIR~1 17
001384560 (B3 34 B3 34 00 00 85 55 B3 34 07 00 00 00 00 00| *4324. QU4 .. .
001384576 |00 00 00 00 00 00 00 00 00 00 OO Q0 00 00 00 oo .. ... .. ... ... .
001384592 |00 00 00 00 OO0 00 00 00 00 00 00 Q0 00 00 00 oo .. ... .. ... ... .
After format:
0f fzet g 1 2 3 4 % & 7 8 910 11 12 13 14 1% Access"lgj
001384448 | 2E 20 20 20 20 20 20 20 20 20 20 10 00 38 84 G5 . T bl
001384464 (B3 34 B3 34 00 00 85 55 B3 34 03 00 00 00 00 00| 3434 Q034 . .
001384480 | 2E 2E 20 20 20 20 20 20 20 20 20 10 00 38 84 55| .. 1 1)
001384496 (B2 34 B3 24 00 00 85 55 B3 34 00 00 00 00 00 00| *434. 9734, .. .
001384512 |41 73 00 7% 00 &2 00 &4 00 &9 00 OF 00 FG 72 00| As.u.b.d.1i.. &r.
001384528 (65 00 &3 00 74 00 6F 00 72 00 00 00 79 00 00 00| e.c.t.o.r.. . v. . .
001384544 |53 55 42 44 49 52 7E 31 20 20 20 10 00 3B 84 G5 | SUBDIR~1 17
001384560 (B3 34 B3 34 00 00 85 55 B3 34 07 00 00 00 00 00| *4324. QU4 .. .
001384576 |00 00 00 00 00 00 00 00 00 00 OO Q0 00 00 00 oo .. ... .. ... ... .
001384592 |00 00 00 00 OO0 00 00 00 00 00 00 Q0 00 00 00 oo .. ... .. ... ... .

Obviously, the same as fast format, complete format does not change the contents of sub-directory.
Neither dose complete format changes the contents of file.

Summarization:

Now we know no matter simple deletion, complete deletion, complete format or fast format,
neither of them would write “0” to DATA, completely destroying data. When system is dealing
with large files or the whole partition, the time it takes is much less than copying files does. Thus,
it is impossible to write “0” into thoes regions. Please pay attention, even complete format is not
secure (it is also the base of recovery). Especially for secret and important data, we need some
software of third party to erase for fear of their being stolen. In this occasion, it is irrecoverable.
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IX, Management of NTFS file system

1. The NTFS file system introduction

Before Windows NT 3.1 released, Microsoft invented two file systems: FAT (File Allocation Table)
based on MS-DOS and Windows, and High Performance File System (HPFS) used in OS/2
operating system. As Windows NT coming to the market, Microsoft needed a new file system to
support the security and reliability of NT. FAT and HPFS obviously were born to have defects in
this. After deliberation, the design team decided to create a brand-new file system with good
tolerance and security - NTFS (New Technology File System). From Windows NT 3.1 to
Windows 2000/XP, NTFS was being developed unceasingly. Compared with FAT and HPFS,
besides the enviable performance features and backward compatibility, NTFS also becomes the
first file sysytem that provides sound file service for high server and Intel workstation family.

From the very beginning, NTFS is set for enterprise file system. In order to reduce data loss by
sudden power cut or system collapsing, the file system should always guarantee the integrity of
metadata in file system. In order to protect the sensitive data from illegal visit, there should be a
comprehensive security model in file system; In order to protect the user data, the file system
should provide inexpensive data redundance plan based on softeware instead of expensive one
based on hardware.

High-level features of NTFS

. Multi-data streams

. Name based on Unicode

. General index mechanism
. The dynamic bad cluster reprints maps
. Supports POSIX

. File compression

. File encrypts

. Disk quota

. Hard link and soft link
10. Link tracks

11. Log records

12. Fragmentation

©O© 00 N o Ol b WO DN P

2.NTFS file system terminology

LCN: Logical Cluster Number
VCN: Virtual Cluster Number
BPB: BIOS Parameter Block
FSD: File System Driver
SCB: System Control Block
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FCB: File Control Block

EFS: Encrypt File System

MFT: Master File Table

MFT Mirror: Master File Table Mirror

Metadata: It’s data stored in volume, supporting file system management. It cannot be visit by
application program, just provides service for the system.

3. Data constructions of NTFS file system

4.Drivers of NTFS

Win 32 I1/0 API is completed by 1/0 management. I/O management sents requests of 1/0 to NTFS
FSD to be executed.

In implementation, 1/0 management also works together with high speed buffer management,
memory management, file log service, volume management and disk driver.

Kernel State

I
I
: I/0 Manager | |
I
I'| Log File Server |
: NTFS Driver | |
B |
I
| | Cache Manager Volume Manager :
: | |
| | Page File Manager Disk Driver :
Hard Disk Driver

Applications create and store files via FSD of NTFS. This process is includes following steps:
Firstly Windows 2000/XP checks authority, only legal users' request can be run. Then 1/O
management transforms the file handle into the file object indicator. Finally NTFS obtains files in
disk through the file object indicator.

Now let’s analyze how NTFS obtains files in disk through the file object indicator. NTFS obtains
stream control block (SCB) of file attribute through the file object indicator. Each SCB expresses
the single attribute file, and includes information on how it obtains that attribute. All SCBs of a
file point to a common data construction File Control Block (FCB). FCB contains an indicator that
points to the file record of main file table (MFT). NTFS gets the file access authority through this
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indicator.

for Disk Manager, [ Fjie Control Block |

i‘ __________________ ~
: I
I Processin
Object Manager | I
' |
I Control Table |
I
I |
| I
I I
I I
I Data Properties Name Stream I
NTFS | I
Data Structure I I
I I
I I

NTFS |
Data Structure |
on Disk |

5.DBR of NTFS file system

The effect of boot-sector of NTFS is the same as that of FAT16 and FAT32: MBR boots to DBR of
active partition, then DBR boots operating system; for Windows NT/2000/XP/2003, DBR calls

infold NTLDR, and then NTLDR calls in system kernel.
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HEiwinHex - [Drive 0] N o ] 5
< Flle Edt Search Position View Tools Speciglist Options  Window  Help =
DEHSEE | coREHhH MABLLEYE | >BNeEs | SFGem 0 | &
Drivee O: I

Of fset T O - 8 9 &4 B C D E F | Access W | S | ﬂ

goooooon | EE 52 90 4E 54 46 53 20 20 20 20 00 02 02 00 00| eRINTFS ... ..

ooooooio o0 00 00 00 00 F& 00 00 3F 00 FF 00 36 2B 9B 03| ... .. (= I N T |

gooooozo | o0 00 00 00 80 00 80 00 BE 21 1F OO0 00O 0O OO o0 ....0.0.%0.... . .

oooooo3o | 44 30 05 00 00 OO 00 OO &F CE O7 00 0O 0O OO0 ooOfJoO...... () R

gooooo4o0 |01 00 00 OO 04 OO 00 OO 73 Ce 81 DC FF 81 DC EA| ... . .. sELT T2

ooooooso (00 o0 00 00 FA 33 CO BE DO BC 00 7C FE BE CO 07 Cu3AIEN . |04

0oonoogsn | #E D8 E& 16 00 BS 00 0D 8E CO 33 DB CA 06 OE 00| pd@&. ., 1A30E.

00000070 |10 E8 53 00 68 00 0D 68 64 02 CE 8A 16 24 00 B4 | .&5.h. . hj E1.8.°

0oonoosn (08 CD 13 73 05 B9 FF FF 8A F1 66 OF BA C6 40 66 | I .= 19yI#f TE@f

ooooooso | OF Be D1 80 E2 3F F7 E2 86 CD CO ED 06 41 66 OF | MHp1&?-a1iii. af.

ooooooan |B? C9 66 F? E1 A6 A3 200 00 C3 B4 41 EB Ak 55 84 | Efzdf: & An2T)

0oooooED |16 24 00 CD 13 72 OF 81 FB 55 A& 75 09 F6 1 01| .5.1.x. 1aU2u. 54,

ooooooco |74 04 FE 06 14 00 C2 A6 60 1E 06 66 &1 10 00 66 | t b &f* fi. f

gooooobo |03 06 1C 00 66 3B 06 20 00 OF 82 3A 00 1E 66 6A | ... .f:. .. 0:..f]

oooooo0ED |00 66 50 06 53 66 68 10 00 01 00 80 3E 14 00 00| fP.Sfth... .01, ..

goooo0F0 | OF B85 0OC 00 EB B3 FF 80 3E 14 00 00 OF 84 61 00 0. .&%%1>....1a.

ooooolo0 | B4 42 SA 16 24 00 16 1F BE F4 CD 13 66 58 GB 07 | "Br.%.. . 1al . £X[.

ooonolin |66 58 A6 58 1F EB 2D A6 33 D2 66 OF BY OE 18 00| fXfX &-f30f -

ooooolz2o |66 F? F1 FE C2 94 Ci 66 8B DO 66 C1 EA 10 F7 36 | f-ApAIEfIDfAe -6

oooooiin (1A 00 86 DE B4 16 24 00 8A ES CO E4 06 0A CC BS | 101 3. 1248 .1,

goooold4o (o1 02 CD 13 OF 82 19 00 8C CO 05 20 00 8E CO &6 B R IO SR V¥

ooooolso | FF 0Oe 10 00 FF OE OE 00 OF 85 eF FF 07 1F 66 61 | %...%. ... 00¥%. . fa

ooooolgen |3 AD F8 01 ES 09 00 A0 FE 01 E8 03 00 FE EB FE | & @ &, 1.&. Gsh

00000170 |B4 01 8B FO AC 3C 00 74 09 B4 OE BB 07 00 CD 10| “.18-<.t. .».. 1.

0oonoign |EE F2 C3 0D DA 41 20 A4 69 73 6B 20 72 65 61 64 | &4 A disk read

oooooiso | 20 65 72 72 6F 72 20 6F 63 B3 75 72 72 65 64 00| error cccurred.

ooooolan | 0D DA 4E 54 4C 44 52 20 69 73 20 6D 69 73 73 69| . HTLDR is missi

0o00oo01lEnD | eE &7 00 0D OA 4E 54 4C 44 52 20 69 73 20 63 6F | ng.. NTLDR is co

ooooolco | eD 70 72 65 73 Y3 65 64 00 0D 0& 50 72 65 73 73 | mpressed. . .Fress

oooooibo | 20 43 74 72 6C ZB 41 6C 74 2B 44 g5 6C 20 74 BF | Ctrl+Alt+Del to

ooooolEn (20 72 65 73 74 61 72 74 0D 0A 00 0O OO 00 0O 00| restart........

goooo0lF0 |00 00 00 00 OO OO 00 OO 83 AD B3 C9 00 00 55 A& | .. ... ... 1 *E. U2 :j
Sector 0 of 2040254 | Offset: 102 =205 | Black: 1-5 Size 5

NTFS ] DBR
DBR of NTFS
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%Buut Sector NTFS, Base Dffset: 0 x|
Offset Title Value =
1] JMF instraction EB 5230
3 SystemlD MTFS
B Buytes per zector A12
] Sectors per cluster 2
E Rezerved sectors n
10 [always zero] 00 00 00 i3
13 [unuzed] 00 oo
15 Media dezcrptor Fa
16 [unuzed] 0 oo
13 Sectors per frack B3
14 Heads 285
1C Hidden Sectors BO500730
20 [unuzed] 0000 0o 00
24 [alwayps S0 00020 00) a0 00 8o 00
28 Total zectors 2040254
a0 Start CH# $MFT 340042
a8 Start CH $MFTMir 510063
a0 Cluzters per FILE record 1
41 [unuzed] ]
44 Clusters per IMDE block, 4 [
45 [unuzed] ]
43 J2-bit zerial number [hex] FACeEE1 DC
43 J2-bit SH [hew, reversed] DCACEY 3
48 Ed-bit zenal number [hex] FICEB1 DCFF 81 DCEA
50 Checksum n
1FE Signature [B5 A4 AR A ll
BPB parameter
BPB parameter table
Byte offset Length Common range note
0x0b bit 0x0002 number of bytes in each
sector
0x0d byte 0x08 number of sectors in each
cluster
0x0e bit 0x000 reserved sector
0x10 3byte 0x000000 always 0
0x13 bit 0x0000 free NTFS, 0
0x15 byte 0xf8 medium description
0x16 bit 0x0000 always 0
0x18 bit 0x3f00 number of sectors in each
track
Oxla bit 0xffo0 number of heads
Ox1c Double bit 0x3f000000 hidden sector
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0x20 Double bit 0x00000000 free NTFS, 0

0x24 Double bit 0x80008000 free NTFS, 0

0x28 8byte 0x4af57f0000000000 total number of sectors

0x30 8byte 0x0400000000000000 | logic start cluster number of

SMFT

0x38 8byte 0x54ff070000000000 | logic start cluster number of
SMFTMirr

0x40 Double bit 0xf6000000 cluster record number of
each MFT

0x44 Double bit 0x01000000 number of index cluster

0x48 8byte 0x14a51b74c91b741c volume lable

0x50 Double bit 0x00000000 checks the sum

In NTFS volume, there is an extended BPB formed by data fields that follow the BPB. Data in
these fields enables NTLDR to find master file table $MFT in starting process. In the NTFS
volume, $MFT isn’t placed in a pre-definition sector, which is different from that in FAT16
volume and FAT32 volume. So if there is some bad sectors in normal position of MFT, we can
move the SMFT to another place. But, if the data is destroyed, the position of $MFT cannot be
found out; then Windows 2000 will consider this volume as unformatted. Therefore, if a NTFS
volume prompt unformatted, it is possible that $SMFT is not destroyed. And it may reconstruct
BPB according to the meaning of each fields of BPB.

6. Metadata of NTFS file system

In NTFS file system; the files are also assigned according to clusters. A cluster must be the
integral multiple of physical sector, moreover always integer powers of 2. NTFS file system does
not care for about sector, nor sector size (for example not 512 bytes), but cluster size is assigned
automatically according to the volume size by format program when formating.

By master file table (MFT) to determine the file storage location in disk. The master file table is a
corresponding database composed of series of file records—each file has a record in a volume
(large files may have many corresponding records). The first file record is called basic file record
with some information of other extended file records. Master file table itself also has its own file
record.

Each file in NTFS volume has a unique identifier of 64 bit called file quotation number/File
Reference Number. The file quotation number consists of two parts: file number and file order.
The file number is 48 bit, corresponding to the position of MFT. The file order increases as
repeating usage of file records, which is designed for internal consistency examination of NTFS.

NTFS locates clusters with logic cluster number (LCN) and virtual cluster number (VCN). LCN is
the simple number for all clusters from beginning to end. With volume factors multiplying LCN,
we can get physical byte offset in volume, thus obtaining physics disk address. VCN is the number

for specified files from beginning to end, which is convenient for quoting the data of files. VCN
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can be mapped as LCN, but it does not request physical continuity.

Directory of NTFS is only a simple filename and index of the file quotation number. If the
directory attribute list is smaller than the length of a record, then all information of this directory
are saved in the main file table records, as to that bigger than record directory, it was managed
with B+ tree.

Standard Information  File Mame Secure Description

Index
filed  fileS | |
filel  file2 filed file5  file8  file?

In the basic file recording of master file table, it has an indicator aiming at the index cache which
is not usually used, including sub-directory and file exterior cluster, but B+ tree structure is
convenient for the file and the sub-directory in large-scale table of contents.

In NTFS, all data saved in the volume are contained in file, including file construction that is used
to locate and obtain files, boot program and bitmap files that record volume size and service
condition. This manifests the principle of NTFS: all things in disk are called files. Saving
everything in files makes the file system very easy to locate and maintain data. The file fixes its
storage location in disk with master file table.

The relationship of NTFS’ each region:

Partition _
boot master file table system files file area

sector

Size of file records in MFT is generally fixed. No matter the size of a cluster, the records all are
1KB, which equals to inode (i node) in Linux. File records in MFT file record array are physically
continual, number from 0. Therefore NTFS can be considered as the pre-definition file system.
MFT is only used by system’s organization and framework file system. This is called Metadata in
NTFS. Thereinto the basic first 16 records are extremely important Metadata files used by
operating system. These Metadata file names all start with “$”, the hidden files, cannot be listed in
Windows NT/2000/ XP/2003 by dir order as ordinary files. But Microsoft Corporation provides an
OEM TOOL called NFI.EXE, which may demonstrates the important Metadata files of NTFS
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master file table. The result is as following:

C:AWINDO¥S\ zsysten3i2\cad. exe

H:~>nfi 1: IMORE
MTFS File Sector Information Utility.
Copyright ¢C» Microsoft Corporation 1999. All rights reserved.

File A
Master File Tahle <(SMFt)»
SSTANDARD_INFORMATION <(resident}
SFILE_MAME (resident>
SDATA <nonresident?
logical sectors V28-735% (Ox2dB-Bw2df>
logical sectors 6291464—6291615 (Ax6AAAAE—BAx6AAARTf >
SBITMAP <nonresident>
logical sectors Y44-75%1 (Bx2eB-Bx2ef>

File 1
Master File Table Mirror {SMEftMire>
SSTANDARD_IMFORMATION (resident)
SFILE_MAME <{resident>
SDATA <nonresident?
logical sectors V36743 (Bx2eB@-Bx2e?>

File 2
Log File {5LogFile>
SSTANDARD_INFORMATION <(resident}

Number Metadata Function
0 SMFT MFT itself
1 SMFTMirr Part image of MFT
2 $LogFile Log file
3 $\Volume volume file
4 $AttrDef Attribute definition list
5 $Root root directory
6 $Bitmap Bitmap file
7 $Boot boot file
8 $BadClus Bad cluster file
9 $Secure Secure file
10 $UpCase Capitalized file
11 $Extended metadata directory Extended Metadata directory
12 $Extend\$Reparse Reparse Points file
13 $Extend\$UsnJrnl Log changing file
14 $Extend\$Quota Quota management file
15 $Extend\$Objld Object ID file
16~23 Reserved
24~ User files and directories

Each MFT recording corresponds with different file. If a file has many attributes or be dispersed
into several fragments, it is probable that it needs more file records. By now, the first record that
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stores its file record position is called “base file record”.

Records in $SMFT

Metadata Function

1% record $MFT $MFT itself

2" record SMFTMirr For the importance of SMFT file, to insure reliability of
file system structure, system sets a Mirror file

($MFTMuirr) in the beginning of its record , that is 2nd
record of MFT.

3" record $LogFile Log file. It is designed for the recoverability and security
of NTFS. It records all the operations that affect NTFS
volume construction.

4" record $\Volume Volume file. It contains volume label, NTFS version and
a mark bit that labels whether the disk is spoiled. Hereby
NTFS can decide whether it needs Chkdsk to recover.

5" record $AttrDef Attribute definition table. It saves all file attributes that
volume supports, and indicates whether they can be
indexed or recovered.

6™ record $Root It saves index of all files and directories in root directory.
After visiting the first file, NTFS can retain MFT quote
of the file. After that it can visit directly.

7" record $Bitmap Bitmap file. Service conditions of clusters in NTFS are
all saved in it; thereinto each bit represents a cluster in
volume, indicating it is free or assigned.

8" record $Boot Boot file. It is another important file system, storing boot
program code of Windows NT/2000/XP/2003. It must be
located in specified place of disk to boot system.

9" record $BadClus Bad cluster file. It records all destroyed cluster numbers,
preventing system assigning and using it.

10" record $Secure Secure file. It saves security descriptor database of the
whole volume. NTFS file and directory have their own
security descriptors. To save space, NTFS saves the same
security descriptors of them in the public file.

11" record $UpCase Upper case file.

12" record $Extended Extended Metadata directory

metadata directory

13" record $Extend\$Reparse | Reparse Points file

14" record $Extend\$UsnJrnl | Log changing file

15" record $Extend\$Quota Quota management file

16" record $Extend\$Objld | Object ID file

17~24" record Reserved for further extend

Space allocation of MFT:
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MFT  allocated
A

File saving

A 4

A\ 4
MFT Metadata file

First four or more backup of Metadata of

NTFS volume divides disk into two major parts, in which about 12% assigned to MFT to meet
unceasing growth of the file quantity. In order to maintain the continuity of Metadata in MFT,
MFT enjoys the sole right to this 12% space, the rest 88% space is assigned to save files. The
leavings disk space contains all physical leaving space — including that of MFT. In another word,
when files use up the storage space, Windows operating system would reduce the MFT space
simply, and assign it to the file storage. When there is leavings space, it would be divided again to
MFT. Although the system tries its best to maintain the dedication of MFT space, sometimes, it
has to sacrifice. Sometimes although the MFT fragments are unendurable, it is unable to prevent
its occurrence actually.

The process of NTFS’s visiting the volume through MFT questionnaire is as following:

First, when NTFS visits a volume, it must be “loading” this volume: NTFS will check the boot file
(file defined by $Boot Metadata file), and find physical disk address of MFT.

Then, it can obtain mapping information from VCN to LCN in data attribute of file records, and
save it in memory. This mapping information locates where MFT runs in disk.

The next, NTFS opens MFT records of several Metadata files, and then opens these files. If it is

necessary, NTFS will start to execute file system recovery operation. After openning the leavings
Metadata file in NTFS, users can visit this volume.

7. Files and folders of NTFS partition

NTFS treats files as a unit of attribute/attribute value. That is the differences between NTFS and
other file system. File data is attribute value without names. Other file attributes includes file
name, file owner and file time mark, etc.
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Standard File or directory | Security Data of Index
Information name Descriptor

Each attribute is composed by single stream, namely simple character array. Strictly speaking,
NTFS does not operate files, but read and write the attribute stream. NTFS operates in various
ways: creation, deletion, read (byte scope) and writes in (byte scope). The read-write operation
aims at unnaming attribute of file, as to those with name, it can operate by by named data stream.

Folder of NTFS is only a simple filename and index of file quotation number. If the directory
attribute list is smaller than the length of a record, then all information of this folder is saved in
MFT record. As to folders bigger than record, it uses B+ tree to manage and uses an indicator to
point to an extent cluster. This cluster is used to save attributes of folders that cannot be saved in
MFT.

NTFS directory

Standard File Security Root of Index Bitmap
Informatio  name Descriptor Index Distribute
File Index
File4 file8
A 4 A 4
Filel file2 file3 File5 file6

8. Analysis of important metafile in NTFS file system - SMFT file analyzes

$MFT file analysis

Metadata $MFT is the most important file of NTFS, which records all situations of all files and
directories, including the volume information, start files, SMFT file itself etc. that located in the
volume. It also records information like filenames, security attribute, file size, storage location, etc,
all of which is similar to FAT+FDT function in FAT file system. It stores much more file attributes
than FAT+FDT.

Metadata $MFT is composed by series of file records, while each file record is composed by the

recording head and the attribute part, ended by “FF FF FF FF”. The general size is 1KB, or a
cluster size (generally this is bigger). Its first sector content is as the following chart:
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E'in]lex — [Driwe L:]

%@ File Edit Search FPosition Yiew Tools Specialist 0Options Windew Help -8 X

Triwe L:

Offset o1 z 3 4 5 6B 7 g 9 10 11 12 13 14 15 Access™ | &) e

0000372736 46 49 4C 45 30 00 03 00 93 4F 81 04 00 00 00 OO0 FILED...1E7....
7

000037275201 00 01 00 38 00 01 00 88 01 00 00 00 04 00 00 ....68...7......
0000372768 |00 00 OO 00 OO OO 0O OO 0% 00 00 00 00 00 00 00 ..venenennennns
0000372784 | 0A 00 OO0 00 OO 0O 0O OO 10 0O 0O OO0 48 00 00 00 ............ H...
0000372800 | 00 00 18 00 OO 0O OO OO 30 00 OO 00 18 00 00 00 ........ s aaanns

0000372816 90 A1 BO AV 16 79 Ch 01 90 A1 BO A7 16 79 Ch 01 1i°S.v7.01i°.y7?
0000372832 90 A1 BO A7 16 79 Ce 01 90 &A1 BO AY 16 79 Coe 01 Di"§S.v?.0i".y7
0000372648 06 00 00 OO OO OO OO OO 00 00 OO0 0O 00 00 00 00 ... eennnnnnnn,
0ooo3v¥28e4 30 00 OO0 00 &8 00 00 0O OO0 0O 18 00 OO0 OO 01 OO O...h.o..o........
0000372860 4A 00 OO0 00 18 00 01 00 O3 00 00 00 00 00 05 00 J.o.o.eeeeevinnnns
0000372896 90 A1 BO A7 16 79 Ch 01 90 A1 BO A7 16 79 Cb 01 Di*S.v?.01i*.vy?
0ooo037¥2912 90 Al BO A7 16 79 Ce 01 90 A1 BO A7 16 79 Ce 01 Di"S.vw?.0i".vy?

oooo3y7z29z28 00 CO OO OO0 OO OO 0O 0O OO0 CO 00 00 00 00 00 00 J%...... Faoooo

00003725944 06 00 00 OO0 OO OO OO OO 04 03 24 00 4D 00 46 00 .......... S.MLF.
oooo3v¥29e0 54 00 OO0 00 0O OO 0O 0O 80 0O OO0 00 50 00 OO OO T....... 1...P...
0000372976 01 00 40 00 00 00 03 00 00 0O OO0 00 OO0 00 00 00 .. @....eevinnnnn
0ooo372992 13 00 00 OO OO OO OO OO 40 00 OO0 0O 00 OO0 00 00 ........ B0,
oooosv¥3008 00 40 01 00 0O OO OO OO OO0 40 01 00 OO OO OO OO0 .@....... (Gl
0oooo3730z4 00 40 01 00 0O OO 00O OO 11 01 5B 31 13 &6 FF OB .@........ [1.7.
0000373040 00 60 48 E1 04 83 33 FA BO 00 00 00 48 00 00 OO .°H??Y ...H...

0000373056 01 00 40 00 00 00 04 00 00 0O OO0 00 OO0 00 OO0 00 ..@........eunn.
0000373072 00 00 OO 00 0O 00 00 00 40 00 OO0 00 00 00 OO0 00 ..., [
0000373088 00 10 00 0O OO OO OO OO 10 00 00 00 00 00 00 00 ... eennnnnannn,
oooosv¥3104 10 00 OO 00O 0O OO 00O OO 11 01 5D 00 00 00 00 00 .......... |

0000373120 | FF FF FF FF 00 00 00 00 00 00 OO 00 OO OO0 0o 0o ooeeeeens
000037313600 00 OO 00 OO OO 0O OO 00 0O 00 00 00 00 00 00 ..uienenenvnnnns
0000373152 |00 00 OO 00 OO 0O 0O 0O 00 00 00 00 00 00 00 00 ... eeeennnnnn.
00003731668 |00 00 OO0 00 OO 0O OO OO 00 00 00 00 00 40 00 00 ... evenennnnnns
0000373184 | 00 00 OO 00 OO OO 0O OO 0O 0O 00 00 00 00 00 00 ..venenenvnnnns
000037320000 00 OO 0O OO 0O OO OO 00 0O 00 OO0 00 00 00 00 ... eeennnnnnnn.
0000373216 |00 00 OO0 00 OO 0O OO 0O 00 00 00 00 00 00 00 00 ... evenennnnnns
0000373232 |00 00 OO0 00 OO OO 0O OO 00 0O 00 00 00 00 0A 00 ...enenennennn,

Sector 728 of 14249648 Offset: 372745 = 285247 Block: hia  Size: i3

The attribute part is the area with variable length, ended by “FF FF FF FF” (strictly speaking, it
marks the end of attribute when the next attribute begins with “FF FF FF FF”.) For MFT record of
1KB, the attribute part offset is generally 0x30.

Besides an attribute structure, each file attribute has an important byte sequence called “stream”,
which is composed by its actual value. A Metadata may visit this stream.

In the file, each file attribute may have a name: In this case, we may visit the stream by the
command grammar “filename: attribute name”in form of command line (this also is why filename
cannot use “:”). In order to save the system expense, Windows NT pre-defines file attribute in
common use in Metadata $AttrDef, which may be used directly.For instance, file attribute defined
in Metadata $AttrDef is showed in the following chart:
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=i winfex — [Drive L:]

%@ File Edit Search FPosition Yiew Tools Specialist 0Options Windew Help -8 X

Triwe L:

Offset o1 z 3 4 5 6B 7 g 9 10 11 12 13 14 15 Access™ | &) ad
.D
0]

322121728024 00 53 00 54 00 41 00 4E OO0 44 00 41 00 52 00 %.3.T.A
3221217296 |44 00 SF 00 4% 00 4E 00 46 00 4F 00 52 00 4D 00 D._.I.M.
322121731241 00 54 00 4% 00 4F 00 4E OO0 OO 00O OO OO OO OO A.T.I.O
322121732800 00 OO0 00 OO 0O OO OO OO0 OO OO OO0 OO 00 00 00 ... eeennnnnnnn.
3221217344 |00 00 00 00 OO 0O OO 0O 00 00 00 00 00 00 00 00 .. vevenenvnnnn,
3221217360 |00 00 OO 00 OO 0O 0O OO 0O 0O 00 00 00 00 00 00 ..venenennnnnns
322121737600 00 OO0 00 OO 0O OO OO 00 OO 00 00 00 00 00 00 ..vvenenennnnnns
3221217392 |00 00 00 00 OO0 0O OO 00 00 00 00 00 00 00 00 00 ... evenennnnnn,
322121740810 00 00 00 OO 0O 0O OO OO OO 0O OO0 40 00 OO0 00 ........an.. @...
3221217424 |30 00 OO 00 OO 0O OO OO 48 00O OO 00 OO OO OO 0O O....... alanon00 .
322121744024 00 41 00 54 00 54 00 32 00 49 00 42 00 55 00 %.A.T.T.R.
322121745654 00 45 00 SF 00 4C 00 49 00 53 00 54 00 00 00 T.E L.T. ..
322121747200 00 00 00 OO 0O OO OO 00 0O 00 00 00 00 00 00 ..vvenenennnnnns
3221217486800 00 OO0 00 OO0 0O OO OO0 0O 00 00 00 00 00 00 00 ... evennnnnnn,
3221217504 |00 00 OO0 00 OO 0O OO OO 00 OO OO OO0 OO0 00 00 00 ... eeennnnnnn.
3221217520 |00 00 OO0 0O OO 0O OO OO 00 OO 00 OO0 00 00 00 00 +.vvenenennnnnns
322121733600 00 00 00 OO0 0O OO 00 00 00 00 00 00 00 00 00 ... evenennnnnn,
322121755200 00 OO0 00 OO 0O OO OO 00 0O 00 OO0 00 00 00 00 ... eeennnnnnn.
3221217568 |20 00 00 00 OO 0O 0O OO OO OO 0O OO0 80 OO0 OO0 00 ...o.veeenns Iy
3221217584 |00 00 OO 0O OO 0O OO 00 FF FF FF FF FF FF FF FF ........
322121760024 00 46 00 42 00 4C 00 45 00 SF 00 4E 00 41 00 S.F.I. _
3221217616 | 4D 00 45 00 00 00 OO OO 0O OO OO OO0 OO OO0 OO0 00 M.E.............
3221217632 |00 00 00 00 OO0 0O OO 00 00 00 00 00 00 00 00 00 ... evenennnnnn,
322121784500 00 OO0 00 OO 0O OO OO 0O OO OO OO0 OO OO0 OO0 00 ... eeennnnnnn.
3221217664 |00 00 OO0 00 OO 0O OO OO 00 0O 0O 00 OO0 00 00 00 ... vevenenvnnnn,
3221217680 |00 00 OO0 00 OO OO OO OO OO 0O 0D 00 00 00 00 00 ..venenennnnnns
3221217896 |00 00 OO0 00 OO 0O OO OO 00 OO OO OO0 OO0 00 00 00 ... eeennnnnnnn.
322121771200 00 OO0 00 OO 0O OO0 00 00 00 00 00 00 40 00 00 ... evennnvnnnns
322121772830 00 00 00 OO 0O OO OO OO OO 00 00 42 00 00 00 O....eennns P
3221217744 |44 00 00 00 OO 0O OO OO 42 02 00 00 OO OO OO 0O D....... B.......
322121776024 00 4F 00 42 00 4A 00 45 00 43 00 54 00 5F 00 %.0.B.J.E.C.T._.
322121777649 00 44 00 00 00 0O 0O 0O 0O OO OO0 OO OO0 OO OO0 I.D....oooonns,

w
Sector 6291440 of 14249648 Offset. 3221217280 =h4349524 Block: IT2T3I6- 372829 Size: a4
Content A of $AttrDef:
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=i winfex — [Drive L:]

%@ File Edit Search FPosition Yiew Tools Specialist 0Options Windew Help -8 X

Triwve L:

0f foet 0 1 2 3 4 5 6 7 8 910 11 12 13 14 15 Acessw | &) »
3221217792 00 00 00 00 00 OO0 00 00 0O 00 00 00 00 O0 00 00 L...eeneennoo...
3221217808 00 00 00 00 00 OO0 00 00 0O 00 00 00 00 O0 00 00 ovvneeneennenn..
3221217824 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 vvvvennnnnnnn.
32212176840 00 00 00 00 00 00 00 00 00 00 00 00 00 O0 00 00 ovvneeneennenn..
5221217856 00 00 00 00 00 OO0 00 00 00 00 00 00 00 O0 00 00 ovvnveennnenn..
3221217872 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 vvvnvemnnnnennn.
32212176888 40 00 00 00 00 00 00 00 0O 0O 0O 00 40 O0 00 OO0 @........... @...
52212175904 00 00 00 00 00 OO0 00 00 00 01 00 00 00 O0 00 00 «vvnvenennnenn..
3221217920 24 00 53 00 45 00 43 00 55 00 52 00 49 00 54 00 $.8.E.C.U.R.I.T.
3221217936 59 00 SF 00 44 00 45 00 53 00 43 00 52 00 49 00 Y. _.D.E.S.C.R.I.
3221217952 50 00 54 00 4F 00 52 00 00 00 OO 00 00 OO0 OO0 00 P.T.O.R.........
3221217968 00 00 00 00 00 00 00 00 00 00 00 00 00 O0 00 00 ouvnveneenneen..
3221217984 00 00 00 00 OO0 00 00 00 00 00 00 00 00 O0 00 00 ouvvenennennn.
3221218000 00 00 OO0 00 OO0 OO0 OO0 OO0 0O 00 00 00 00 O0 00 00 «vvnvenennnenn..
3221218016 00 00 00 00 00 00 00 00 00 00 00 00 00 O0 00 00 ovvnveneenneen..
3221218032 00 00 00 00 OO0 OO0 00 00 00 00 00 00 00 O0 00 00 ouvnvennennennn.
3221218048 50 00 00 00 OO0 OO0 OO0 OO0 OO OO OO 00 60 OO0 OO0 Q0 P........... I...
3221218064 00 00 00 00 00 00 00 00 FF FF FF FF FF FF FF FF | ........
3221218080 24 00 56 00 4F 00 4C 00 55 00 4D 00 45 00 SF 00 &.V.0.L.U.M.E._
3221218096 4E 00 41 00 4D 00 45 00 0O 00 OO 00 OO0 OO0 OO0 00 M.A.M.E.........
3221218112 00 00 00 00 00 00 00 00 00 00 00 00 00 O0 00 00 ouvnveneenneen..
3221218178 00 00 00 00 OO0 OO0 00 00 00 00 00 00 00 O0 00 00 ouvveenennennn.
5221215144 00 00 00 00 00 OO0 00 OO0 0O 00 00 00 00 O0 00 00 «vvnvennnnnnnn..
3221218160 00 00 00 00 00 00 00 00 00 00 00 00 00 O0 00 00 ovvnvennennenn..
3221218176 00 00 00 00 00 OO0 00 00 00 00 00 00 00 OO0 00 OO0 ovvnveeennnenn..
3221218192 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 vvvnvennnnnennn.
3221218208 60 00 00 00 00 OO0 00 00 0O 0O 0O 00 40 O0 00 OO0 “...venn.... @. ..
3221218274 02 00 00 00 00 OO0 00 00 00 01 00 00 00 O0 00 00 ovvneennnnenn..
3221218240 24 00 56 00 4F 00 4C 00 S5 00 4D 00 45 00 SF 00 5.V.0.L.U.M.E._
3221218256 49 00 4E 00 46 00 4F 00 52 00 4D 00 41 00 S4 00 I.M.F.0.R.M.A.T
3221218272 49 00 4F 00 4E 00 00 00 0O 00 00 00 00 O0 00 00 I.0.M...........
3221218288 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 vvvnvennnnennn. A
Sector 6291441 of 14249648 Offset. 3221217792 =0 Block: IT2T3I6- 372829 Size: a4

Content B of $AttrDef:
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E'in]lex — [Driwe L:]

%@ File Edit Search FPosition Yiew Tools Specialist 0Options Windew Help -8 X

Triwe L:

Offset o1 z 3 4 5 6B 7 g 9 10 11 12 13 14 15 Access™ | &) ad

3221216304 [0 00 00 OO0 OO OO0 OO OO OO0 0O OO OO0 00 00 00 00 @ J...oeeennnnnn.
3221218320 00 00 OO OO OO OO OO OO OO0 00 OO0 0O OO0 OO0 OO0 0D .o.evvennnnnnnnn,
3221218336 00 00 OO OO OO OO OO OO 00 00 00 00 00 00 00 00 ... eennnnnannn,
3221218352 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00 00 00 ..o
3221218368 70 00 00 00 OO OO OO OO OO0 OO0 OO0 OO0 40 00 00 OO0 poeevennnn.. @...
3221218384 0C 00 OO OO OO OO OO OO OC 00 00 00 00 00 00 00 ... eennnnnannn,
3Z21218400 24 00 44 00 41 00 54 00 41 00 00 00 OO 0O OO 00 %.D.A.T.A.......
3221216416 00 00 00 OO OO OO0 OO OO 00 00 OO0 00 00 00 00 00 ... eennnnnannn,
3221218432 00 00 OO0 00 00 00O 00 0O 00 00 00 00 00 00 00 00 ... eeenninnnn.
3Z21215448 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 00 .o evene i s
3221215464 00 00 00 OO OO OO0 OO OO 00 00 OO0 0O 00 OO0 00 00 ... eennnnnannn,
3221218480 00 00 OO 00 0O OO0 0O 0O OO0 0O OO0 00 00 00 00 00 ... eeenninnnnn
3221218496 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00 00 00 ..o evene i s
3221218512 00 00 OO0 OO OO OO0 OO OO 00 00 00 00 00 00 00 00 ... eennnnnannn,
3221218528 80 00 OO0 00 0O OO0 0O 0O OO0 OO OO0 00 00 00 OO0 00 H.......oo.an.n.
3Z21218544 00 00 OO0 00 0O OO0 00 00 FF FF FF FF FF FF FF FF ........
3221218560 24 00 49 00 4E 00 44 00 45 00 58 00 SF 00 52 00 @ %.

3221218576 4F 00 4F 00 54 00 00 00 00 0O OO 0O OO 0O OO 0O O
3221218592 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ... enene i
3221215608 00 00 OO0 OO OO OO OO OO 00 00 OO0 00 00 00 00 00 ... eennnnnannn,
3221218624 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 00 ... eeenninnnns
3Z21218640 00 00 OO0 00 0O 00 00 00 00 00 00 00 00 00 00 00 ... evene i
3221216656 00 00 OO0 OO OO OO OO OO 00 OO0 OO0 0O 00 00 00 00 ... eennnnnnnn,
3221218672 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 00 ... eeenninnnnn
3221216688 90 00 00 00 OO OO OO OO OO0 OO0 OO0 OO0 40 00 OO0 OO @ 2.......... @....
3221218704 00 0O OO OO OO OO OO OO FF FF FF FF FF FF FF FF ........

322121872024 00 49 00 4E 00 44 00 45 00 58 00 SF 00 41 00 S.I.MN.D.E.X._.A.
3221218736 | 4C 00 4C 00 4F 00 43 00 41 00 54 00 49 00 4F 00 L.L.O.C.A.T.I.O.
3221218752 | 4E 00 00 00 OO0 0O 0O OO 0O 0O 00 00 00 00 00 00 H..oooweeeooonan,
322121878800 00 OO 00 OO 0O OO OO 0O OO OO OO0 OO Q0 OO0 00 ... eeenennnnnn.
3221216784 |00 00 OO0 00 OO 0O OO OO 00 0O 00 00 00 00 00 00 ... vevenennnnnn,
322121880000 00 OO 00 OO 0O OO OO OO 0O 00 00 00 00 00 00 ..venenenvnnnns .
Sector 6291442 of 14249648 Offzel: 3221218304 =0 Block: 372736 - 372829 Size: 44

The content C of $AttrDef:

From above three charts, we may see, attribute of standard information name is marked by 10H,
attribute name in attribute list is marked by 20H, attribute of filename is marked by 30H and so on.
Saving attribute names in common use in a file can greatly save system expense.

Each attribute is divided into two parts: Standard attribute head and content. Although in attribute
list of file records,these two parts of attribute are recorded in inverted order, to better understand
it,we will introduce them in this order:

Content part: Its structure always starts with attribute name (the length is N byte). After attribute
name, it defines this attribute as resident or not. When data stream of file attribute is stored after
its attribute name, it is the resident attribute. By this way, it can provide a better access to files
attributes with small and unchangeable flows. If a file attribute is not resident, its stream is saved
in one or more extends or runs. The run is a continual region in logical cluster number. In order to
visit the runs, NTFS saves a table named run list following the file attribute name.
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Head part: its structure is showed as the following chart
Head structure of attribute

Offset Size | description

0x00 4 Type

0x04 4 Length

0x08 1 Non-residentflag

0x09 1 N=Namelength

0x0a 2 Offset to the content part
0x0c 2 Compressed flag

0x0e 2 Identificator

The following part is propitious to resident porperty
0x10 4 Length of the stream
0x14 2 Offset to the stream
0x16 2 Indexedflag

File records of $MFT:

E'in]lex — [Driwe L:]

B

“g@ File Edit Search FPozition ¥iew Tools Specialist Options Window Help
Triwe L:

Offset o1 2 3 4 5 6 7 5 9 10 11 12 13 14 15 Access™w | 4] ~
0000372736 46 49 4C 45 30 00 03 00 93 4F 81 04 00 00 OO0 00 FILED...H7....
oooo3¥2¥52 01 00 01 OO 35 00 01 OO &8 01 OO OO OO 04 00 00 B
po00D3¥2768 00 00 0O 0O 0O OO OO DO 0S5 0O 0O 0O 00D 00 OO0 OO ... e e e e e :
poon372784  0& 00 0O 0O 0O OO OO DO 10 0O 0O 0O 48 00 0O 0O .o vwenn e s H..
Qooo372800 00 00 18 00 0O 00 00 00O 30 00 00 00 18 00 00 00 ..., O.......
0000372816 90 A1 BO A7 16 79 CA D1 90 A1 BO &7 A6 79 C6 01 1i°S.v?.1i°F.vE.
0Oo0nD372832 90 A1 BO A7 16 79 Ch D1 90 A1 BO A7 16 79 Ch 01 Hi"S.vE.DI*5vy?
Q0003725845 06 00 OO0 00 00 00 00 00O 00 00 00 00 00 00 00 00 .. ee e e i nnnns
poonD3v¥2864 30 00 0O 0O B3 00 OO DO 0O 0O 18 00 00 00O 01 OO O...h..o.....o...
00003728680 42 00 00O 00O 18 00 01 00 OS5 0O 00 0O 00 00 05 00 J. e e e e e vnnnns
00003728%6 90 Al BO A7 1o 79 Co 01 90 A1 BO A7 16 79 Ce 01 Di*S.vE.1Qi".y?
poon3v¥2912 90 A1 BO AY 16 79 Cb D1 90 A1 BO A7 16 79 C& 01 Hi"S.vE.DQi°.v7Y
popo372928 00 CO OO OO0 0O OO0 0O OO OO0 CO Q0 00 00 0O 00 00 o2, ..... F.
0000372944 06 00 OO0 00 0O 00O 00 OO 04 03 24 00 4D 00 46 00 ... ewn..n. S.M.F
0o0037¥2960 54 00 00O 0O 0O OO OO DO B0 0O 0O OO S0 00 00O OO T....... 1...P.
poD0372976 01 00 40 00 00O 00O 03 00 OO0 OO OO OO OO OO QO OO0 o2 e aa 00000000
0000372992 13 00 OO0 00 0O OO0 00 00O 40 00 OO0 00 OO0 00 OO 0O ... .... [
poopo3¥ 3008 | 00 40 01 00 0O OO 0O DO OO 40 01 OO 0O OO OO QDO .@....... @, ...,
popo373024 00 40 01 00 0O OO0 0O OO 11 01 5B 31 13 A6 FF OB .@........ [1.72
Qooo373040 00 &0 45 E1 04 83 33 FA  EBO 00 OO 00 48 00 00O 0O THY? LWHL L
0o00037 3056 01 00 40 00O 0O 0O 04 0O OO OO 0O QO 0O OO OO 0O AU R e a0 a0aa .
Qooo373072 00 00 OO0 00 0O 00 00 00 40 00 00 00 00 00 00 00 ..., [
poono3¥3088 00 10 0O 0O 0O OO OO DO 10 0O 0O 0O 0D 00 OO0 OO .. e e i e ns
0oon37¥3104 10 00 0O 0O 0O OO 0O 0O 11 01 5D 0O 0O 0O 0O 0O L. wwweenn laaass
Qo0oo0373120 FF FF FF FF 00 00 00 00 00 0O 0O QO OO QOO 0O QO oeeeewnn.
0000373136 00 00 0O 0O 0O OO OO DO 0O 0O 0O 0O 00D 00 00 OO0 ... e e e ns
0000373152 00 00 0O 0O 0O OO OO DO 0O 0O 0O 00 00 00 00 OO0 v e e e et e e e ns
0000373168 00 00 OO 00 00 00 00 00O 00 00 00 00 00 00 00 00 .. ee e e i nnnns
poon3¥3184 00 00 0O OO 0O OO OO DO 0O 0O 0O 0O 0D 00 OO0 OO L. e e e e e
0O00373200 00 00 0O OO 0O OO OO DO 0O 0O 0O 00 00 00 00 OO0 v e e e e et e e e ns
0000373216 00 00 OO 00 0O 00 00 00 00 00 00 00 00 00 00 00 v ee e e i nnnns
0O003¥3232 00 00 0O 0O 0O OO OO DO 0O 0O 0O 0O 0D 00 DA OO ... e e e e e e -
Sector 728 0f 14249648 Offset: aT2827  =3329824423 Block 372886 - 372886 Size: 1

87

Copyright © 2006 CHENGDU YIWO Tech Development Co.' Ltd. All Right Reserved




Data Recovery E-Book V1.5 (Visit http://www.easeus.com for more information)

Structure of SMFT
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9. NTFS index record and contents

In NTFS, the file directory is merely a filename index. NTFS organizes the filenames in a special

way for fast access. When creating a directory, NTFS must index the filenames in it.
Root directory files index:
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Index Index | Bitmap
Standard File
Infarmation| Mame

fied | filed | file1a | fie.. | yonion | B

VCN[O 1 2 3 14 5 6 % g i
fileD file1 file2 filed file5 file6 file7 P ——
LCN 1355 1356 1357 1358 1049 1050 1051 1588 1589 1590

MFT record of a directory sorts filenames and sub-directories in it, and preserves in the index root
attribute. However, for a big directory, filename actually is stored in index cache with a fixed
organization filename of 4KB. The index cache is realized by the B+ tree data structure. The B+
tree is one of balance trees. For data in disk, the balance tree is an ideal sorting organization form,
which reduces the times that searching an entry to the lowest. The root index attribute contains B+
tree's first level (root sub-directory) and point to the index cache of the next level (major sub
directories, possibly files).

The above chart only shows filenames and the index cache in the root index attribute. But each
entry in index also includes information on file quotation that describes where description file is in
MFT, file time and file size and so on. NTFS duplicates the time mark and file size information
according to file MFT records. This technique need write renew information into two places, is
troublesome. However, it still is a good way to fasten browsing directories. Because it may display
each file’s time and size on the condition of that the file system does not open any file in directory.

The index assignment attribute contains VCN to LCN mapping inindex cache, and bitmap
attribute tracks that in index cache which VCNs are in use which are not. The above chart shows
that each file entry occupies a VCN, but in fact many file entries are packed in the same cluster.
Each index cache of 4KB size may contain 20 to 30 file entries.

In NTFS, directory is also a kind of file using file record to manage. Take an example of root
directory, its file record are as the following chart:
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ﬁ'inﬂex ~ [Drive L:]

@ File Edit Zearch Fosition View Teols Specialist Options Hindew Help -8 x

Drive L:

Offget 001 2 3 4 5 6 7 6 910111213 14 15 Acess¥ | &) o
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3647950864 00 00 00 0O OO DO OO OO 40 00 0O 00 30 06 00 0O ........ [C I
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3647951290 00 20 00 0O OO DO OO 00 00 20 00 00 00 00 00 00 .« vevvvnn vunnns

3647931312 06 00 00 0O OO DO 00 00 05 03 24 00 42 00 6F 00 vvvvvvnnn. 5.8.0.
3647951328 eF 00 74 00 00 DO OO 00 OB OO 00 00 00 00 OB 00 o.fte..eeen.nnn..
3647951344 60 00 30 00 00 DO OO 0O 05 0O 0O 00 OO 00 SE 00 ".P.vovveivunn i -
Sector 7124904 of 14249648 Offzet: 3647951271 =1 Block: J64T951169 - 3647951169 Gize: 1

From the above chart we may see, the root directory file record is also composed by the standard
record head and the attribute, this directoryhas some attributes such as
0x10/0x30/0x40/0x50/0x90/0xa0/0xb0 and so on, which are respectively standard attribute,
filename attribute, object ID attribute, security descriptor attribute, index root attribute, index
assignment attribute, bitmap attribute.
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X. Dynamic disk introduction

In computing, a redundant array of independent disks, also known as redundant array of
inexpensive disks (commonly abbreviated RAID) is a system which uses multiple hard drives to
share or replicate data among the drives. Depending on the version chosen, the benefit of RAID is
one or more of increased data integrity, fault-tolerance, throughput or capacity compared to single
drives. In its original implementations (in which it was an abbreviation for "redundant array of
inexpensive disks"), its key advantage was the ability to combine multiple low-cost devices using
older technology into an array that offered greater capacity, reliability, speed, or a combination of
these things, than was affordably available in a single device using the newest technology.

At the very simplest level, RAID combines multiple hard drives into a single logical unit. Thus,
instead of seeing several different hard drives, the operating system sees only one. RAID is
typically used on server computers, and is usually (but not necessarily) implemented with
identically-sized disk drives. With decreases in hard drive prices and wider availability of RAID
options built into motherboard chipsets, RAID is also being found and offered as an option in
more advanced user computers. This is especially true in computers dedicated to storage-intensive
tasks, such as video and audio editing.

The original RAID specification suggested a number of prototype "RAID levels", or combinations
of disks. Each had theoretical advantages and disadvantages. Over the years, different
implementations of the RAID concept have appeared. Most differ substantially from the original
idealized RAID levels, but the numbered names have remained. This can be confusing, since one
implementation of RAID 5, for example, can differ substantially from another. RAID 3 and RAID
4 are often confused and even used interchangeably.

The very definition of RAID has been argued over the years. The use of the term redundant leads
many to split hairs over whether RAID 0 is a "real" RAID type. Similarly, the change from
inexpensive to independent confuses many as to the intended purpose of RAID. There are even
some single-disk implementations of the RAID concept. For the purpose of this article, we will
say that any system which employs the basic RAID concepts to combine physical disk space for
purposes of reliability, capacity, or performance is a RAID system.

1. Raid background

Norman Ken Ouchi at IBM was awarded U.S. Patent 4,092,732 titled "System for recovering data
stored in failed memory unit" in 1978 and the claims for this patent describe what would later be
termed RAID 5 with full stripe writes. This 1978 patent also mentions that disk mirroring or
duplexing (what would later be termed RAID 1) and protection with dedicated parity (what would
later be termed RAID 4) were prior art at that time.

In 1988, RAID levels 1 through 5 were formally defined by David A. Patterson, Garth A. Gibson
and Randy H. Katz in the paper, "A Case for Redundant Arrays of Inexpensive Disks (RAID)".
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This was published in the SIGMOD Conference 1988: pp 109-116. The term "RAID" started with
this paper.

It was a particularly ground-breaking work in that the concepts are both novel and "obvious" in
retrospect once they had been described. This paper spawned the entire disk array industry.

2. Realization of RAID

RAID can be implemented either in dedicated hardware or custom software running on standard
hardware. Additionally, there are hybrid RAIDs that are partly software- and partly
hardware-based solutions.

With a software implementation, the operating system manages the disks of the array through the
normal drive controller (IDE/ATA, SCSI, Fibre Channel, etc.). With present CPU speeds,
software RAID can be faster than hardware RAID, though at the cost of using CPU power which
might be best used for other tasks. One major exception is where the hardware implementation of
RAID incorporates a battery backed-up write back cache which can speed up an application, such
as an OLTP database server. In this case, the hardware RAID implementation flushes the write
cache to secure storage to preserve data at a known point if there is a crash. The hardware
approach is faster than accessing the disk drive and limited by RAM speeds, the rate at which the
cache can be mirror to another controller, the amount of cache and how fast it can flush the cache
to disk. For this reason, battery-backed caching disk controllers are often recommended for high
transaction rate database servers. In the same situation, the software solution is limited to no more
flushes than the number of rotations or seeks per second of the drives. Another disadvantage of a
pure software RAID is that, depending on the disk that fails and the boot arrangements in use, the
computer may not be able to be rebooted until the array has been rebuilt.

A hardware implementation of RAID requires at a minimum a special-purpose RAID controller.
On a desktop system, this may be a PCI expansion card, or might be a capability built in to the
motherboard. In larger RAIDs, the controller and disks are usually housed in an external multi-bay
enclosure. The disks may be IDE, ATA, SATA, SCSI, Fibre Channel, or any combination thereof.
The controller links to the host computer(s) with one or more high-speed SCSI, Fibre Channel or
iISCSI connections, either directly, or through a fabric, or is accessed as network attached storage.
This controller handles the management of the disks, and performs parity calculations (needed for
many RAID levels). This option tends to provide better performance, and makes operating system
support easier. Hardware implementations also typically support hot swapping, allowing failed
drives to be replaced while the system is running. In rare cases hardware controllers have become
faulty, which can result in data loss. Hybrid RAIDs have become very popular with the
introduction of inexpensive hardware RAID controllers. The hardware is a normal disk controller
that has no RAID features, but there is a boot-time application that allows users to set up RAIDs
that are controlled via the BIOS. When any modern operating systems are used, they will need
specialized RAID drivers that will make the array look like a single block device. Since these
controllers actually do all calculations in software, not hardware, they are often called "fakeraids".
Unlike software RAID, these "fakeraids™ typically cannot span multiple controllers.
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Both hardware and software versions may support the use of a hot spare, a preinstalled drive
which is used to immediately (and almost always automatically) replace a failed drive. This
reduces the mean time to repair period during which a second drive failure in the same RAID
redundancy group can result in loss of data.

Basic disk storage: Basic disk storage uses normal partition tables that can be supported by
MS-DOS, Microsoft Windows 95, Microsoft Windows 98, Microsoft Windows Millennium
Edition (Me), Microsoft Windows NT, Microsoft Windows 2000, Windows Server 2003 and
Windows XP. A disk initialized for basic storage is called a basic disk. A basic disk contains basic
volumes, such as primary partitions, extended partitions, and logical drives.

The dynamic disk storage: Dynamic storage is supported in Windows XP Professional, Windows
2000 and Windows Server 2003. A disk initialized for dynamic storage is called a dynamic disk. A
dynamic disk contains dynamic volumes, such as simple volumes, spanned volumes, striped
volumes, mirror volumes, and RAID-5 volumes.

Basic or dynamic disk may contain FAT16, FAT32 or NTFS partition or random combination of

volumes. The disk system may contain random storage combination. But, all volumes on the same
disk must use the same kind of storage.

3. Transform basic disk into dynamic disk

For example, we may transform basic disk into dynamic disk by the disk management utility of
Windows XP.

1. Log on by administrator or administrator component member
2. Click start, then click control panel, click administrative tool, then double click computer
management, click disk management, click by the right key on the basic disk you want to upgrade,

then the click upgrade to dynamic disk.

3. When the system prompts upgrading disk, click yes and click OK.
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But after basic disk upgrading to dynamic disk, we only can locally access dynamic disk in
Windows 2000 and Windows XP Professional or higher. In addition, after upgrading basic disk to
dynamic disk, dynamic volume is unable to be changed as partition any more. In this case, we
must delete all dynamic volumes on disk first, then transform dynamic disk back to basic disk. If
you want to reserve the data, you need back up first, and move data to another volume.
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4, Some terms

A volume is a storage unit made from free space on one or more disks. It can be formatted with a
file system and assigned a drive letter. Volumes on dynamic disks can have any of the following
types: simple, spanned, mirror, striped, or RAID-5.

A simple volume uses free space from a single disk. It can be a single region on a disk or consist
of multiple, consecutive regions. A simple volume can be extended within the same disk or onto
additional disks. If a simple volume is extended across multiple disks, it becomes a spanned
volume.

Mew Yolume Wizard x|

Select Yolume Type
There are five types of volumes: simple, spanned, striped, mirmored, and RalD-5. ,

Select the wolume pau want to create:;

" Mirored
" Spanned i BAID-E
£ Shiped
Description

& simple volume iz made up of free space on a single dynamic dizk. Create a
gimple waolume if you have enough free dizk zpace for your volume on one disk.
Y'ou can extend a simple volume by adding free space from the same dizk or
another dizk.

>
“¥pisk 0
Crymamnic Simple {D:)
2?.?5 5B 1.95 GB NTFS
Cnline Healthy

A spanned volume is created from free disk space that is linked together from multiple disks. You
can extend a spanned volume onto a maximum of 32 disks. A spanned volume cannot be mirror
image and is not fault-tolerant.
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New Yolume Wizard x|

Select Yolume Type
There are five tppes of volumes: simple, spanned, striped, mirored, and RAID -5, ,

Select the valume pou want to create:;

" Simple i Mirmored
: i~ BAID-5

™ Shiped

Drezcription

A gpanned volume iz made up of dizk space on maore than one denamic digk.
Create a zpanned vaolume if you need a volume that iz too large for a single disk.
You can extend a spanned volume by adding free space from another dizk.

ZPDisk 0 I

Crynamic Spanned {D:)
27.95 B 2,93 GB NTFS
Orling Healthy
Z8pisk 1

Crynamic Spanned {D:)
17.73 GB 1.95 GB NTFS
Cnling Healthy

A striped volume is a volume whose data is alternately stored across two or more physical disks.

The data on this type of volume is allocated alternately and evenly to each of the physical disks. A
striped volume cannot be mirror image or extended and is not fault-tolerant. The striped volume
is also called RAID-O0.

New Yolume Wizard x|

Select Yolume Type
There are five types of volumes: zimple, spanned, striped, mirmared, and RalD-5. ,

Select the volume vou want ko create:;

" Simple " Mimored
" Spanned " RAIDE
Dezcription

& striped volume stores data in stipes on bwio or more dynamic disks. & stiped
volume gives pou faster accezs to your data than a simple or zpanned wolume.
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ZPDisk 0 |
Crynarnic Striped {D:)

27.95 GB 1.95 GB NTFS

Cnline Healthy

E&Disk 1

Crynamic Striped {D:)

17.73GB 1.95 GB NTFS

Cnline Healthey

A mirror volume is a fault-tolerant volume whose data is duplicated on two physical disks. All of
the data on one volume is copied to another disk to provide data redundancy. If one of the disks
fails, the data can still be accessed from the remaining disk. A mirror volume cannot be extended.
Mirroring is also known as RAID-1.

New Yolume Wizard x|

Select Yolume Type
There are five types of volumes: zimple, spanned, striped, mirared, and RalD-5. ,

Select the volume pou want ko create:

i~ Simple

™ RAIDS

" Spanned
" Shiped

Dezcrption

& mirrored volume duplicates your data on bwo dynamic dizsks. Create a mirored
vaolume if you want ta keep hwa separate copies of all your infarmation to prevent
data loss.

E9pisk 0 I
Dynarmic Mirrored {D:)

27,95 GEB 1000 MEB MNTFS

Online Healthy

E8Disk 1

Dy namic Mirrored (D:)

17.73GE 1000 MEB MNTFS

Cnline Healthy

A RAID-5 volume is a fault-tolerant volume whose data is striped across an array of three or
more disks. Parity (a calculated value that can be used to reconstruct data after a failure) is also
striped across the disk array. If a physical disk fails, the portion of the RAID-5 volume that was on
that failed disk can be re-created from the remaining data and the parity. A RAID-5 volume cannot
be mirror or extended.
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MNew Yolume Wizard x|

Select Yolume Type
There are five twpes of volumes: simple, spanned, striped, mirored, and RalD-5, ,

Select the wolume pou want to create:;

i~ Simple £ Mirored

™ Spanned
™ Shiped

Dezcription

A BAID-E valume stares data in stripes on three or more dynamic dizks. b provides
a way of recoverning data if part of the data iz lost,

ZéDisk 0

Drymamic Raid-5 {D:)
27.95GE 5585 MB NTFS
Orling Healthy
ZDisk 1

Crymamic Raid-5 {D:)
17.73 GB 535 MB NTFS
Orling Healthy

i Disk 2

Crymamic Raid-5 {D:)
38.16 GB §&8 ME MTFS
Orling Healthy

5.Characteristics of Dynamic disk

Compared to basic disk, dynamic disk has following characteristic:

It may change disk capacity at random. You can change the capacity of disk without losing data
and restarting computer. That of basic disk may lose data.

Disk space limitation. Dynamic disk may be extended to incontinuous disk space in disk. It also
may create volume collection that crosses disks and gather several disks into a big volume
collection. While basic disk partition must be in a continual space on the same disk which cannot
cross disks. The partition maximum capacity is disk capacity.

Volume collection or partition number. Dynamic disk does not have limit about the volume
collection number on a disk. But basic disk only can divide into 4 or 3 primary partitions and 1
extended partition mostly in a disk. But extended partition may contain several logical drives.
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Disk allocation information. Disk allocation information of dynamic disk is stored in disk, not in
registry or other place that is not good for renew. At the same time disk allocate information can
be copied to other dynamic disks. Thus, it is convenient for dynamic disk to be transplanted
between different machines.

Visiting Speed of disk. Basic read-write speed is determined by hardware, which cannot promote
disk efficiency without extra extend. But dynamic disk may creat striped volume to deal with
read-write operations to many disks at the same time, thus promoting disk efficiency.

Fault-tolerant function of disk. The basic disk has no fault-tolerance, nor provides data protection
measures. If the disk is out of order without backup, data will be lost. While dynamic disk may
creat the mirror volume, data would be “mirrored” automatically to mirror volume. thus reducing
data loss to the lowest. At the same time, parity check provided by Raid-5 also can protect data
from losing.

6. Dynamic disk management

We may manage disk through Disk Management of Computer Management. Disk Management
supports not only basic disk, but also dynamic disk. We may use upgrading guide to transform
basic disk to dynamic disk. And we can simultaneously use basic disk, dynamic disk and different
file systems (FAT16, FAT32, NTFS on the same computer system. To transform dynamic disk to
basic disk, it need delete all volumes in disk.

Microsoft Windows doesn’t support dynamic disk on notebook computer, removable storage, USB
or disk with FireWire interface. Basic disk and dynamic disk can not be mixed in the same disk.
For dynamic disk, Windows supports following operating system:

Operating system Dynamic Disk

Windows 9X/Me,DOS

Windows NT 4.0

Windows 2000

Windows XP Home Edition

Windows XP Professional

L A 2ab db 2

Windows Server 2003

Notes:  support
Y< not support

SCSI Short for small computer system interface, a parallel interface standard used by Apple
Macintosh computers, PCs, and many UNIX systems for attaching peripheral devices to
computers. Nearly all Apple Macintosh computers, excluding only the earliest Macs and the recent
iMac, come with a SCSI port for attaching devices such as disk drives and printers. SCSI
interfaces provide for faster data transmission rates (up to 80 megabytes per second) than standard
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serial and parallel ports. In addition, you can attach many devices to a single SCSI port, so that
SCSl is really an 1/O bus rather than simply an interface.

Hardware realization

RAID card It can realize RAID function. It has a RAID control chip and manages data alone. It
is fast and has certain fault-tolerance.

SCSI  Short for small computer system interface, a parallel interface standard used by Apple
Macintosh computers, PCs, and many UNIX systems for attaching peripheral devices to
computers. Nearly all Apple Macintosh computers, excluding only the earliest Macs and the recent
iMac, come with a SCSI port for attaching devices such as disk drives and printers. SCSI
interfaces provide for faster data transmission rates (up to 80 megabytes per second) than standard
serial and parallel ports. In addition, you can attach many devices to a single SCSI port, so that
SCSI is really an 1/O bus rather than simply an interface.

Hard disk In order to make the best of RAID, the speed request for hard disk is generally high.
We may choose interfaces like SCSI, SATA and so on to guarantee the visit speed.

Solution scenario based on hardware is better than that on software in technical and service
performance. Specifically, in abilities to detect and recover multi-bit errors, RAID protected
bootable array, error disk automatic detect, leaving space replace, array reconstruction, common or
appointed leaving space and colorful code alarm etc. the former is better than the latter. Moreover,
it has abilities to erect multi-RAID, remotely detect and manage for multi-operating system. RAID
based on hardware has high security and low CPU occupancy rate.

RAID levels

There are a number of different RAID levels:

7. RAID 0 -- Striped Disk Array

Striped Disk Array without Fault Tolerance: Provides data striping (spreading out blocks of each
file across multiple disk drives) but no redundancy. This improves performance but does not
deliver fault tolerance. If one drive fails then all data in the array is lost.

Minimum number of drives: 2

Strengths: Highest performance.
Weaknesses: No data protection; One drive fails, all data is lost.
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RAID LEVEL 0 : Striped Disk Array without Fault Tolerance

RAID 1 Disk mirroring.

Mirroring and Duplexing: Provides disk mirroring. Level 1 provides twice the read transaction
rate of single disks and the same write transaction rate as single disks.

Minimum number of drives: 2

Strengths: Very high performance; Very high data protection; Very minimal penalty on write
performance.

Weaknesses: High redundancy cost overhead; because all data is duplicated, twice the storage
capacity is required.

RAID LEVEL 1 : Mirroring & Duplexing

Mirroring Mirroring Mirroring Mirroring

RAID 5 Block-level data striping with distributed parity.

Block Interleaved Distributed Parity: Provides data striping at the byte level and also stripe error
correction information. This results in excellent performance and good fault tolerance. Level 5 is
one of the most popular implementations of RAID.

Minimum number of drives: 3
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Strengths: Best cost/performance for transaction-oriented networks; Very high performance, very
high data protection; Supports multiple simultaneous reads and writes; can also be optimized for large,
sequential requests.

Weaknesses: Write performance is slower than RAID 0 or RAID 1.

RAID LEVEL 5 : Independent Data Disks with Distributed Parity Blocks

AD Cﬁ . Do 0 PARITY

L Al ' ' C1 1 PARITY | E1l
A2 i] 2 PARITY . D2 E2
A3 3 PARITY P ¢ . D3 E3
4 pARITY 4 L C4 . D4 . E4
A Blocks B Blocks C Blocks D Blocks E Blocks
RAID 0+1

Combination of RAID 0 (data striping) and RAID 1 (mirroring).
Note that RAID 10 is another name for RAID (0+1) or RAID 0/1.

A Mirror of Stripes: Not one of the original RAID levels, two RAID 0 stripes are created, and a
RAID 1 mirror is created over them. Used for both replicating and sharing data among disks.

Minimum number of drives: 4
Strengths: Highest performance, highest data protection (can tolerate multiple drive failures).

Weaknesses: High redundancy cost overhead; because all data is duplicated, twice the storage
capacity is required; requires minimum of four drives.

RAID LEVEL 0+1 :High Data Transfer Performance

Striping Striping

Mirroring
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From RAID1 to RAID5, whenever disk is damaged, we can extract the damaged and insert a new
one (this needs hot-plugging in hardware), data will not be spoiled and the content of damaged
disk can be reconstructed quickly. The reconstruction also can be completed by RAID hardware or
RAID software. But RAIDO does not provide the error checking function, so someone said that it
can not be regarded as RAID. Actually, that is why RAIDO is called RAIDO ---0 represents
“none”.

Choice of RAID

There are three factors that may influence your choice of RAID level: usability (redundant data),
performance and cost. If you do not need usability, RAID-0 can perform best. If usability and
performance are more important than cost, RAID-1 or RAID-10(it depends on the number of disks)
is a good choice. If price is as important as usability and performance, you can choose RAID-3,
RAID-30, RAID-5 or RAID-50(it depends on the transmission type and the number of disk
drivers)

Strengths of RAID:

® Low cost, little power consumption, high transmission speed.
® Fault-tolerance function

® Data security

RAID applies for:

® E-Mail server

® \Workgroup/file server
® Corporation server

® Storage LAN

® Internet news server
o ...

RAID failures

Nowadays, RAID is a quite good storage technique. It has advantages in storage capacity, storage
security and storage speed. However, once there are some failures in RAID, the loss is ususally
tremendous.

Situations in which RAID information may lose:
The RAID array card breaks down

Physical failures of disk

Power cut

Extracting disk in wrong order

Reallocation RAID array information

Disk electric line falls off

High temperature of node caused by heat dissipation
Unstable voltage
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Some methods for above questions

Not easily attempt rebuild, synchronization etc.

Not initialize

Mirror disk

Analyze mirror file, reconstruct data

Creat RAID information, analyze the construction of data

Some problem can be solved by software, such as RAID Reconstrustor, R—Studio Data Recovery

Wizard Professional 3.0 etc. These software can help recreate Raid information, analyze disk order,
reconstruct array information, finally restoring Raid disk.
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Case Study
XI.Case Study

1. Introduction of Data Recovery Wizard 3.0

Data Recovery Wizard is an advanced data recovery software. In Windows, this software can
recover data on different storage media and partitions.

General Functions of Data Recovery Wizard 3.0

Deletedrecovery: This module works only with deleted files and allows to “undelete” them
(another popular term is “unerase”). Intact file system is important for this module. If you know
that there is something wrong with your file system (for example, you did not delete some
folder/files but you cannot access them) or if you see something strange with Windows, you
should use “AdvancedRecovery” module.

Formattedrecovery: A common data recovery situation is accidentally reformatting a partition.
The FormatRecovery tool will allow you to recover files from a partition, which has been
accidentally formatted or reinstalled. This type of recovery will ignore the existing file system
structures and search for structures associated with the previous file system. If you are not
satisfied with the result, you should use “AdvancedRecovery” module

AdvancedRecovery:you can use this function to recover your damaged system, deleted partitions,
misoperation of HD and deletion caused by virus.

RawRecovery:The RawRecovery tool allows you to scan severely corrupted partitions for files
with a file signature search algorithm. This tool will help you recover files from a partition with
damaged directory structures.

2. Matters needs attention before recovery

(1)Never operate on partition (such as write and create file) where the data lost.

(2)Please close any other application program when Data Recovery Wizard 3.0 is running.
(3)Make sure that there is no physical failure (such as physical bad track) on the disk you are
operating. If there is any problem, please stop running Data Recovery Wizard 3.0, and send
your disk to maintenace station.

(4)Do not save the recovered files to the original partition. You need make sure that there is
enough free space to save the recovered data; also you can save your files to removable devices
or network devices.

Here are some examples of using Data Recovery Wizard 3.0.
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3. Deletedrecovery

Eg: Here is a folder” my file”, whose contents are as following:

&= my file

File Edit Wiew Favorites  Tools  Help

@Back - @ - l.ﬁ; pSaarch H__i‘ Folders |$ Lj:'t x q | v

fddress I@ Oy File

pic = [$34

1024 » 763 = | TextDooument

Eitmap Image = 46 KE

(=541 PDF

Setup.exe adobe Acrobat Docurment
Installshield Software Corpara. .. 1,102 KB

wma
WA 23525, 00m
WA, 23SES5.C0M

G

|5 objects 5.62 MB | ﬂ My Computer i
Delete it:
== NEW YOLUME {D:) -0l =]

File Edit “iew Favorites Tools Help

@Back - O - lﬁ;

pSearch H:‘ Folders I@ ij?- X n | -

Address I-u- o,

8

Open
Explore
Search...

Sharing and Security., ..

Send To 3

Zuk

Copy
Paske

Create Shorkcut

Delete
Rename
1chje  Properties | d My Computer v
Empty your “recycle bin”
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“ Recycle Bin 1Ol =l
File Edit “iew Fawvorites Tools  Help | #
e Back = O - @ pSearch E’j Folders P} @] x n | '
Address Iﬂ Recycle Bin ﬂ G
= iy File
5,832 KB
Wigw 4
arrange Icons By 4
Refresh
Paste
Paste Sharbout
Undo Delete Chrl+2
Properties
a Empties the Recycle Bin, A
Run Data Recovery Wizard 3.0:
5% EASEUS Data Recovery Wizard onal

‘r? Data Recovery Wizard

Select “deletedrecovery” then choose the partition that you want to recover.
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73] DeletedRecovery - EASEUS Data Recovery Wizard Professional - |EI|1|

c’, Select the device you want to recover @ By

Device Capacity

Infarrmation

winP(C: NTFS) 9.32GE
win¥p en(E: NTFS) 4.83GE
taoliF: NTFS) 189GB

scan(L: NTFS) 30.00ME
stripM: NTFS) 40.00MB

ST3400144,
ST340014A,

ST340014A,

ST34005332A4,
ST3400832A.

ST34005332A,
L

Click “Next” and scan the deleted files, choose the deleted folder” my file”

#¥ DeletedRecovery - EASEUS Data Recovery Wizard Professional - |I:I|£|

t‘ Select the files you want to recover : i

Atribute File Size

E| E h Faound files Filename
- M A &) wiba wihds
i[5 Recyoled M E1 7T TXT

A=
-] Systemn Wolurme InformDn“:_BMp

‘ O Recently deleted file
w13 Lost files M'Z PDF.PDF
WA ExE.EXE

1.53B
45 55KB
2. 26hB
1.08MB
3.66MB

. . $aaaaaaa . | e
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Tick it and click “Next” to enter the interface of choosing path for saving files.

T, Deletedr ecovery - EASEUS Data Recovery Wizard Professional

‘r,r Flease Iinput the path or saving ries .
K&

r My Compuker
]--y,u Floppy (A:)

F]-gm WInWP (T2

+]-2e winxp 2003 jp (D)

+]-2g win®p en (E:)

+]-ag tool (Fi)

ERR e (H:)

+]-g Mew Yolume (1)

+]-aee system tool (3:)

+]-aem FAT (K2}

+]-g@ scan (L)

| e
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E:f_: DeletedRecovery - EASEUS Data Recovery Wizard Professional

:r Nivdobo NMIpPFUWHL Ml HPAdull TP 2d VWiILlYy il . F

Click “Next”, after recovery, there will be a Report interface.

78 DeletedRecovery - EASEUS Data Recovery Wizard Professional =]
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If you want to check the recovered files, please click “file saved to”.

_lojx
L

File Edit ‘Wiew Fawvaorites Toaols  Help
€SS B 5 5 X 9 |EE-

Address |Se K1

p Search IL__ Folders

|1 objecks |EI bkes | d My Campuker v
Enter the folder “found files” created by Data Recovery Wizard 3.0 and you can see the recovered
folder/file:

_lojx
G

File Edit ‘iew Favorites Tools  Help
o ik oy
Qe - - (¥ ¥ (¥ X'9|'

Address || K:Found files | Edse

p Seatch [L Folders

1 objects 0 bytes | j My Computer 4
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& my file - O] x|
File Edit ‘Wiew Favorites Tools  Help | #
e Back - @ - [% ’O Seatch EEb Folders [@ |;ﬂ_5§7 x n | v
Address I[ﬁ K:1Found Filesimy File j =B
EXE PDF
N Setup.exe Adobe Acrobat Document
Installshield Sofbware Corpora,., 1,102 KB
PIC iy THT
1024 x 765 == | TextDocument
Eitrmap Image = 46 KB
WA
VI, B3SELS, COm
WAL BASELIS , COM
|5 objects |8.E-2 ME | i My Computer v

If you are not satisfied with the result, you can use “AdvancedRecovery” module, and repeat steps
above.

4.FormatRecovery

Eg: Format a partition from NTFS to FAT32
Run and choose “FormatRecovery”, and then choose the formatted partition and tick the previous
file system(here is “NTFS”)in “Previous File System”

@) FormatRecovery - EASEUS Data Recovery Wizard Professional =] 4

Select the device you want to recover .| lg

Device Capacity Information

TEST(O: FATIE) 596 Z2MB STIA00144,

PTOD(D: NTFS) 19.53GB ST34008324,
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Click “Next” to search files, the following steps are the same as previous methods.

Attention: if you are not satisfied with the result or you can not remember the previous file system
on the partition or the program can not figure out the size of clusters on the partition, you can refer
to the following steps:

Choose “AdvancedRecovery” and choose the partition
#¥) AdvancedRecovery - EASEUS Data Recovery Wizard Professional

e‘ Select the device you want to recover

Device Capacity Infarmation

tool(F: NTFS) 4.89GE ST340014A,
TEST(Q: FATIE) 995 22MB ST340014A,

FATIE 995, 19MB STI008324.

PTOD(D: HTFS) 19 53GE STIAONAAZA,

O About Log seiting

Click “Next”, the following steps please refer to previous methods.

5.Recover encrypt/compressed files in NTFS

Attention: if you want to recover encrypt/compressed file in NTFS, you need Data Recovery
Wizard Professional 3.0, for Data Recovery Wizard 3.0 does not support encrypt/compressed file
recovery.

Encrypt/compressed file recovery and deletedrecovery are mostly the same. But more attention
should be paid to that to rightly recover encrypt/compressed files , you need use the account that
create encrypt/compressed files to log on Windows; moreover, the encrypt files must be recovered
and saved to partition of other NTFS type not FAT partition, or the recovered encrypt files can not
be opened correctly.
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6.RAW RECOVERY

When the partition file system is completely destroyed or “AdvancedRecovery” cannot find data
you want, you can try “RAWRECOVERY”.
Run the program and choose the partition you want to recover

73] AdvancedRecovery - EASELIS Data Recovery Wizard Professional

‘tr SEICCU LNc deVice YOU Wdlllb LO fecovel . i

Device

Capacity

Information

toal(F: NTFS)
TEST(O: MTFS)
FAT32

FLASH DISK(H: FAT1E)

4.89GE

9965 22MB

996 19ME

991 .50mMB

ST340014A,

ST340014A,

ST34008324,

Teclast Coolflash USE Device.

Click “Option”, choose “RAW” and tick “Recover RAW files only.”:

Recovery Options

FAT 12416/32| NTFS Féw | Scan File System |

S0000000

40365686
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Click “OK” and “Next” to finish the searching operation:

1) AdvancedRecovery - EASEUS Data Recovery Wizard Professional - |EI|5|

g select thne files you want to recover :

E-[ ]I Raw files Filename Aftribute

- [y DIR_ASF
=15 M
7-[]IC5) DIR_CAB
-] [ DIR_CHM
=l [y DIR_CUR
- [ DIR_DEX
7] DIR_DLL
Dﬁ DIR_DOC
-] [ DIR_DxF
-] [y DIR_EXE
i-[ ]I DIR_GIF

-] [ DIR_HLP
Dﬁ DIE_HTHM

[J[%) FIL9ZBMP
[J[%4 FIL1.BMP
[J[*4 FIL30BMP
([~ FIL33BMP
(1[5 FIL32.BMP
[1[%) FILS7EMP
CJ[=) FIL8E.BMP
I FILBS.BMP
[J[=) FIL84EMP
[J[%) FILB3BMP
[J[%4 FILB2BMP
CJ[*4 FIL81.BMP

i3 DIFJcD =]

Attention: this recovery module does not scan files via file system, so the files found have no
usual filename and path. The program will classify the files according to the file types.

Click “Next”, the following steps are the same as the previous methods.

7. Recovery when parts of partitions are lost:

Here are the partitions before lost:
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=T
Fil= Edit Wiew  Fawvorites Tools Help | al'
G ( [ B
@ Back - | ; - l_@ p Search [{___ Folders | |.:> i____'ﬁ‘ x Q | v

Address I ¢ My Computer

=Sk

—ar— — =]
Hard Disk Drives
&:@ EASELIS {C:) E{_\;a PTDD (D)
E::Q win¥p en (E:) E::;;_ﬂ toal (F:)
F;-:;a WORK (G0 F:Q MyFile (H:
- E:;# tesk {0 e
Tl}ﬁavices with Removable Storage LI
|Free Space: 1.33 GE Total Size: 1.45 GE | .'.‘i My Cornpuker L
Files in the partition:
IT=TE
File Edit Wisw Fawoaorites Tools Help | ‘ﬂ'
= | | =
@ Back - l\) - l_ﬁ _//:j Search u____ Folders | | j x Q | -
Address Iou.- I, LI S
DRAY S, 0 EASEUS music mywaard pic
PTD3.5 waork
S object=s O bytes | ‘-_-i My Computer L

After deletion, we cannot see the partition in Windows explore:
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=Y

File Edit Wiew Faworites Tools  Help | .#'

@ Back - e @ | p Search H:\:‘_ Folders $ I'f'r’ x q | -

address g My Compuker j . e
I.I'__): Shared Documents I.I'_\’: kest's Docurmnents il

Hard Disk Drives

@ EASELS (T @ PTOD (D1
@ winXp en (E:) @ kool (F:)
E@ WORK (G:) E@ best (01

Devices with Removable Storage

=N ;I
|9 objects | | i My Compuker i

Run Data Recovery Wizard, enter “AdvancedRecovery”, and choose the disk where you lost your
partition.

%% advancedRecovery - EASEUS Data Recovery Wizard Professional - |EI|5|

Device Capacity Information

EASEUSC: MNTFS)
winsp en(E: NTFS)
toal(F: MTFS)
TEST(O: FATIE).

ST3400144 37276

ST3400832A 726156 FTOD(D: MTFS).

EASEUS(C: NTFS) . STI40014A.

winp en(E: MTFS) . ST3400144,

Click “Next”, search the lost partition.
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59 advancedRecovery - EASEUS Data Recovery Wizard Professional

FATIG

NTFS

FAT3Z
FAT32 ELP_LOCATIO 109M 2281290 2506140

NTES  New Valume 5553M 261230 13655249

After searching, find the lost partition on the list, choose it:
i3] AdvancedRecovery - EASEUS Data Recovery Wizard Professional - |EI|5|

t;, select the device you want to recover : Be

Type Start Sector End Sectar

NTFS  New Volume 55530 2081230 13855249

FATIE NEWWOLUME 101M 2606203 2714985

NTFS BEEM 2715048 4080509

NTFS 74883 13E55250  7E1417664

Click “Next”, the result of search is as following:
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73] AdvancedRecovery - EASEUS Data Recovery Wizard Professional

e’l Select the niles you want to recover': (2]

{2y DataBase Filename Attribute
A5 DRW3.0
~[IE3) EASEUS

- h Internet Expl;
]Sy MSM (1)
]Sy MSM (2]
]Sy MSM [3)
]Sy MSM (4]
)%y MSM [5)
I3 MUSIC
M52 MYWORD
M3 FIC

-5y PTD25

+- 8 () Swstem Wolur ¥

The rest steps are the same as the previous methods.

8. Data recovery in dynamic volume

If you want to recover the data lost in a dynamic volume, you need Data Recovery Wizard
Professional. Data Recovery Wizard does not support dynamic volume recovery.

Data Recovery Wizard professional supports simple volume, spanned volume, striped volume,
mirrored volume and RAIDS.

The method is the same as that of other types of partitions.

Attention: if you have lost the dynamic volume, Data Recovery Wizard professional can not
recover your data except that on simple volume.

9. Data recovery on inaccessible partition.

Before the partition was destroyed:
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_ioix]

File Edit ‘“iew Faworites Tools  Help a.

@ Back - O - l.ﬁ p Search [L__ Folders |$ ij"- x q | v

Address | 'J My Computer j e
Hard Disk Drives ;I

&;ﬁ WinsP (C:) @ winkp 2003 jp (D)

@ winXp en (E:) @ kool (F:)

PP I g test 09

Devices with Removable Storage

Floppey (4:)

-
|1 ohjects selected | j My Compuker o

The files in partition are:

swork(e) =
File Edit ‘iew Favorites Tools  Help | aw
@ Back - o - LE p Search [1____ Folders | |$ -.j} X u’ | v
Address | o) j G0

o

[ .

{ Cormrnon Files
1

ComPlus Applications EASEUS

Inkel Inkernet Explorer

Messenger Il‘;:,.l MSH

3 objects 0 bytes | d My Compuker o
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After the partition is destroyed, when enter the partition, it will prompts “The partition is not
formatted.”

". My Compukter ;Iglﬂ
File Edit WYiew Favorites Tools  Help | {r
@Back - O - L@ /':_:' Search i Falders |.::>_' [ 3 x n ”
Address I vj My Computer j =2

=
": The disk in drive G is nok formatted.
L]

Do wou wank ko Farmat it now?

Yes Mo

|1 objects selected | | :J Iy Compuker ,ﬁ

Run the program, choose AdvancedRecovery, and choose the partition.
Attention: the volume lable might have been destroyed, which may cause that the partition label
cannot be shown on the partition list. In this case, you can choose partition according to the type

and size of the partition.
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73] AdvancedRecovery - EASEUS Data Recovery Wizard Professional - |EI|5|

”' Select the device you want to recover . Bg

Device Capacity Infarmation

winp en(E: NTFS) 4.83GE ST340014A,
tool(F: NTFS) 4.89GE ST340014A,

TEST{O: NTFS) 596 22MB ST400144,

PTOD(D: NTFS) 19.53GE ST34008324.

Click “Next”, the following steps are as the previous methods.

If the program cannot recover the files, there will be a prompt message:

12 AdvancedRecovery - EASEUS Data Recovery Wizard Professional

Device Capacity Infarmation

winXp en(E: NTFS) 4.83GE ST3400144,

X
tool(F: T ;
1 - Cannot find any file with this mode.

‘Please try ko click option button and change some options, and retrey!

= tesTi0,
‘

winXp 2003 jp(D: NTFS) 19.53GB ST34008324,

Choose the partition, click “Option”, and choose “Scan File System”:
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Recovery Options E

FAT 12/16/32 | NTFS| Raws  SeanFile System |

Syztem Type Clugter Size Suggested

Click “Scan”, analyse the possibly existing file system information, and choose “System type”
that gets the highest score:
Recovery Options

FAT 12416432 | NTFS| Raw’  Scan File System |

Syzstem Type Cluster Size Suggested

[ FAT1E 32 a7
[ MTFs 1 2%

Cancel

Click” OK” to continue the recovery steps, the result of the searching is as following:
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i1 AdvancedRecovery - EASEUS Data Recovery Wizard Professional

rv SEICCL LNE TNeES yOou Wdilo tO necovern . F

I Fileriame Attribute File Size
- [T Adobe
- (L) Common Files
-[w I3 ComPlus &pplics
Il |5y EASELS
[ 5 Intel
[ L3 Internet Explarer
- I3 Messenger
A1) MSH
H-Jwf] [ Swstern Yolume |
-] g Recently deleted file

I3 Lost files

If you are not satisfied with the result, please Click “Option”, choose “RAW?”, and tick “Recover
Raw files only”

Recovery Dptions E

FAT 12/16/32| NTFS  F&w | Scan File System |

s0000000

2040131

Keep the default, click “OK” and then click “Next”.
Attention: “RAW Function” does not scan files via file system, so the files found have no usual
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filename and path. The system will classify the files according to their file types.

9 advancedRecovery - EASEUS Data Recovery Wizard Professional - |EI|5|

=) Rav files

= F_EHF

M) DIR_CAB

A5 DIF_CHM
-5 DIR_CUR
-1 DIR_DEX
~MIC) DIR_DLL
-0 DIR_DXF
-5 DIR_EXE
-~ DIR_GIF

-5 DIR_HLP
~MIC DIR_HTH
-5 DIR_ICO

-5 DIF_IFG
A DIR_MOF =] 4

Filename

Select the fles you want to recover : (7

Attribute

M [%] FILISEMP
W[~ FIL14.BMP
M=) FIL1ZEMP
M|~y FIL1ZEMP
M) FIL11.BMP
M [ FIL10.BMP
M [~ FILIBMP
M [~ FIL8BMP
M [~ FIL7BMP
M [~] FILEEMP
W[~ FILSEMP
M=) FIL4EKMP

Click “Next”, the rest recovery steps refers to the previous methods.

10. File recovery on RAW partition

In this case, the methods are the same as that of “Data recovery on inaccessible partition.”

11. Data recovery when all the partitions are lost

When all the partitions are destroyed, you can not see any partition in disk management:
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E Computer Managemenk = |EI|5|
Q File  Action  “iew  ‘Window  Help | =] =]
& - 2|2
Q Computer Management (Local) | Layout | Tvpe | File Svskem | Skatus | Zapacity
Elﬁ System Tools E (i) Parkition  Basic MWTFS Healthy (System) 9.37 GE
{f] Event Viewer D) Simple  Dynamic  NTFS Healthy 19.53 GB
Shared Folders ) Partition  Basic MTFS He:althy 996 MB
Local Users and Groups Partition Basic  NTFS Healthy 4,59 GB
Performance Logs and Alerts L ey potition Basic  NTFS Healthy (Boot)  4.88 GB

Device Manager
= @ Starage

Rermovable Storage

Disk, Defragmenter

Disk Management LI I LI
Eﬂ--Bﬁ Services and Applications - |

ZFDisk 2

Basic

ar2.6l GB a72.61 GE
Crline Unallocated

-

| ILI B nallocated ] Frimary partition ] Extended partition [ Free spact

In this case, you can refer to the method of “Data recovery when parts of partitions are lost”.

If you cannot find the partition where you want to recover data when searching the partition, you
can follow these steps:
Run the program, choose “AdvancedRecovery”, then choose the HD:

1) AdvancedRecovery - EASEUS Data Recovery Wizard Professional

Select the device you want to recover :

Infarmation
EASEUSIC: NTFS)
winzp en(E: NTFS)
tool(F: MTFS)
TEST(O: MTFS).

Device Capacity

ST3400144 372G

ST34005332A IF2B1GE FTOD{D: MTFS).

EASEUS(C: NTFS)

windép en(E: NTFS)

0 sbhout Log setting

ST340014A.

ST340014A.
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Click "Next”, click "Cancel” when searching the partition, then exit.

T8 AdvancedRecovery - EASEUS Data Recovery Wizard Professional

Type I
FATIG

Tick “RawRecovery, if you cannot find the partition that you want, please click this check box”.

77 AdvancedRecovery - EASEUS Data Recovery Wizard Professional =10 x]

Roll the block to adjust the range of the sector you want to recover (you can set the range
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according to the place and size of the partition):

‘:‘, =2CICCL e dEVICC YOU Wall Lo FCccover . s

Iv'

-

Click “Next” to search files in specified sectors

77 AdvancedRecovery - EASEUS Data Recovery Wizard Professional =]
E.‘

=[] Raw files Filerarme Attribte File Size
-5 MM CI[=4 FIL1.BMP 77 39KE

-5 DIR_CHM I FILOEMP 28 F3KE

~[J& DIR_DLL

-] DIR_EXE

-[Jic DIR_GIF

-[]IC DIR_ICO

-] DIR_MOF
-[]IC3 DIR_PMG
-] L0 DIR_wiay

The rest steps are the same as the previous methods.
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12. Data recovery when GHOST Image restore failed.

In this case, there can be different recovery scenarios according to specific damage of the partition
and file system:

Usually, after the failure of GHOST Image restore, partition table of the target disk would be in
some damaged condition, you can search the partition where you want to recover data by
“Searching for Partition “function in “AdvancedRecovery”.

If the partition is found, please refer to “Data recovery when parts of partitions are lost”.

If not, please refer to “data recovery when all the partitions are lost”.

13. After Partition Magic size revision/ combination/ division of partitions fails, how to

recover the lost data?

In this occasion please refer to “Data recovery when GHOST Image restore failed”

14. When using Data Recovery Wizard 3.0 to recover files, there is some strange sound in

HD. How to handle it?

Your HD has some hardware problems. In this occasion, you need stop running Data Recovery
Wizard 3.0 at once, and then send your HD to HD maintenance station.

15. HD cannot be detected in BIOS, how to recover data by Data Recovery Wizard 3.0

The precondition of data recovery by Data Recovery Wizard 3.0 is that the storage device has no
hardware problem and runs normally; or Data Recovery Wizard 3.0 can not help you.

16. There is not enough space in hard disk to save the recovered files, nor there is removable

storage device, how to handle it?

You can save you files to other host computers via network, please refer to steps as following:
Choose another host computer on network:
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7%, DeletedRecovery - EASEUS Data Recovery Wizard Professional

r‘!’ Please input the path for saving files :

Browse for Folder

Plsse select  flder:

+]-ag besk (01}
+-{-5) Shared Documents
+]-{_7) test's Documents
q My Metwork, Places
Eﬂ Entire Metwork
E@ Microsoft Windows Metwark,
-y Workgroup
[]Q 98seeng on Yw-0fdeaz29zcel
- Face on Yiwodisk-Fucez7
Eﬂ---? intall shield on Ywkd_<cm _:[

Choose the host computer where you want to save your files, the rest steps please refer to the
previous methods.

17. How to recover data in other storage devices (eg: floppy disk, flash drive, removable disk

etc)?

Attention: Date Recovery Wizard 3.0 supports storage devices both with MBR and without.
Eg: To recover data in flash drive
Connect flash drive with host computer:

130

Copyright © 2006 CHENGDU YIWO Tech Development Co.' Ltd. All Right Reserved



Data Recovery E-Book V1.5 (Visit http://www.easeus.com for more information)

PNT=TES
File: Edit Wig Faworites Tools Help | #

@Back - @ - @ |pSearch EI_—E‘: Folders [I% @7 x q >
Address I a My Computer LI S

E@ WORK (51 =
@ tesk (1)

Dewvices with Removable Storage

Ei% Floppy (A

|1 objects selecked | i My Compuker

N

Choose different ways according to specific damage condition. Here we choose
“AdvancedRecovery”:

13 DeletedRecovery - EASEUS Data Recovery Wizard Professional

Q!' Select the device you want to recover :

Device Capacity Infarmation

windép en(E: NTFS) 193GE ST340014A,
taoliF: NTFS) 189GE ST340014A,

TEST(O: NTFS) 996 22ME ST3400144,

PTOD(D: NTFS) 19.53GB ST34008324.

Click “Next”, the rest steps please refer to the previous method.
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18. To recover image file, how can | know it can really recover the data before | buy Data

Recovery Wizard 3.0 ?

You can use “Preview” function to preview;

Run demo version to search the files, then choose an image file, click “Preview”

17 DeletedRecovery - EASEUS Data Recovery Wizard Professional

Select the files you want to recover :

=l fafl IC2) Found files Filename

Atribute

]y Mew Folder (| @ Samplel.jpa
] I=n Mews Falder [2] (| B paint. prg

8 O i

[ ] RECYCLER

=) Swestem Yolume |

R ty deleted fil
ec:e_n v sted e D& table.brmp

Lost files
D& whowhere. brp
D& bigfoot. brnp
D& werizign. bmp
(| B tech. gif
(| B Swests Blogrd. gif
[ @ Sunflower Blard.jpg

O Y - i

Preview result:

—
D in.gif - File Yiew Dialog

Q Windows*
5 Messenger A&t

Ll fr

Recently

11 Lost files

If the programmer can preview the image, Data Recovery Wizard 3.0 can rightly recover it.
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19. There are so many files recovered, how can I find the files I want fast?

With “Search” and “Filter”, you can find files you want.
Eg for “Search”,
After searching:

] DeletedRecovery - EASEUS Data Recovery Wizard Professional

EJ: ) Found files Filename Al
- ~JIC Mew Folder 1= errmsg.bmp A
{1 New Folder (2) B[1[8] compat.bmp &

g g EII;:EYCLEFE [ & arrowe_green_nomal_shadow brnp &,

[ @ wrapperhelp. gif
]

System Yol | . .
@ System Valume ™| warning. aif

Recently delsted file -
. M B rrogbar.aif

L1 Lostfiles L1 =] inta(000).gif
[ & icon_tutorials_ 124 brp
[ & icon_tours_12%.brp
[ & icor_onlineinline_124.brnp
[ & icon_newwindow 124 brnp
[ & icon_blank_12=.brmp

g Y T

Click “Search™:

% DeletedRecovery - EASEUS Data Recovery Wizard Professional

' Select the files you want to recover :
Find Files

i) RECYC

) Swstern
#Hz ] Recently de
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Enter the query information of your file:

ik DeletedRecovery - EASEUS Data Recovery Wizard Professional

t Select the files you want to recover :
Find Files )

ol 55 Found files

[ Swstem

Recently de

Click “Find”, the program will list the files you want:
97 DeletedRecovery - EASEUS Data Recovery Wizard Professional

Filername Attribute File Size Creation Time

1 [#) bulzana.ipg 2, 71.21KB 2005-12-25 19:2:35
O bulzanom.jpg 3911KB 2005-12-2519:2:.35
[ (%] butl_duwn. gif 1.16KB 2005-12-25 19:2:35
1 =) butt_idl gif 5438 2005-12-25 19:2:35
[ =) but1_up.gi 1.16KB 2005-12-25 19:2:36
[ [=) but2_dwn.gif 7518 2005-12-25 19:2:36
(1 [=) but2_idl gif 4098 2005-12-25 19:2:36
L] %] butz_up.git 7538 2005-12-25 19:2:36
[ (%] but3_dwn. g 331 2005-12-25 19:2:36
1 =) but3_idl gif 5908 2005-12-25 19:2:36
[ =) but3_up.gi 9338 2005-12-25 19:2:36
[ =) butd_dwn.gif 258 2005-12-2519:2:36

i i O O

Click “Next”, the rest steps please refer to the previous methods.
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20. I have recovered some files, but | cannot rightly open them.

In some cases, files recovered by using Data Recovery Wizard cannot be opened, which means the
data has been badly destroyed.

You can try the following steps:

1. Send the badly destroyed files to our email (repair@easeus.com); we will try our best to recover
for you.

2. Try to fix them with some file recovery tools

Attentions: Some documents that are badly damaged are irrecoverable.

21. In what occasion | cannot rightly recover data?

In occasions as following, you cannot rightly recover data:

1. Operations that cause the data are covered, such as: failure of GHOST image restore,
virus attack, and mass write operation to the disk where you want to recover data etc.

2. There are some physical problems in storage devices.
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The Data Protection

XII.Introduction of data security software

Because the file might be recovered easily, it is quite possible to expose your sensitive
information. Data Security Wizard can guarantee your data irrecoverable forever. Security of

Data Security Wizard security lies in:
1. It can erase information thoroughly by US DOD arithmetic. It guarantees irrecoverability.

2. It can erase information exactly. It can erase the system information of a file, and leave no

trace.
3. Data Security Wizard can erase a whole hard disk.

Download Data Security Wizard from: <http://www.easeus.com/download.htm=>
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